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It
the

was a typical early Sunday morning in
Erie Gounty Medical Genter emergency

department. Then, at 2a.m.,;amessage

flashed across a workstation demanding

payment to restore the computer’s

memory. The staff quickly realized it was
a ransomware attack. The question was:

Could the threat be contained?
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TREATING
30,000 DISEASES
IS COMPLICATED.

COMCAST
BUSINESS

Regional expansion. Telemedicine. Electronic medical records.
Rigorous compliance. Artificial intelligence.

With healthcare changes putting new demands on networks,
traditional legacy networks are no longer up to the task.

Introducing SD-WAN fromm Comcast Business, Gig-ready and
powered by an advanced IP network. A simplified software-driven
network that minimizes capital expense by reducing hardware and
dependence on T1s. According to industry research, SD-WAN can
reduce branch WAN outages and troubleshooting costs by 90%.*

With SD-WAN, the performance of critical applications can be
optimized by prioritizing data delivery for serious issues—like
patient diagnosis—over less urgent tasks.

It can also reduce labor expense by providing centralized control
with point, click, and deploy scalability across all locations.

A secure and scalable network with powerful performance from
the first mile to the last.

That's how healthcare providers outmaneuver.

comcastbusiness.com/sdn

Restrictions apply. May not be available in your area. Actual speeds vary. *Savings claim from “Faster, Better and Cheaper?
Building the SD-WAN Business Case” (Winter 2016), Nemertes Research. © 2018 Comcast. All rights reserved.



Evolving healthcare
IT inspires innovations
In service.

Liberty Solutions stays ahead of the curve with new ideas for its
health data management clients.

SAM

VIOLANTI
President

Liberty Solutions, Inc.

Founded in 2002, Liberty Solutions
continues to establish a wide footprint
across the United States, providing expert
application and clinical transformation
services for healthcare IT clients large and
small. The secret to the company’s success
is simple — evolve.

According to company president Sam
Violanti, that means Liberty Solutions
continues to evolve as a company, investing
in infrastructure, adding quality steps and
presenting clients with new ideas in service
to better match their needs.

“Keeping up in an industry that's
constantly advancing is a challenge,”
Violanti explains. “But by anticipating
and being aware of changes as they
are happening, Liberty Solutions has
maintained our position at the forefront
of healthcare IT consulting.”

Managing more data.

Violanti notes that patients today
generate huge amounts of information,
from diagnostic imaging to blood test
results, and IT technology helps make
patient care easier and more efficient.
Industry experts say the quantity of
information will only increase, especially
as new technologies such as wireless
and portable devices are used more and
more in healthcare. While healthcare
organizations in the United States have

installed countless IT systems for data
management and electronic records
keeping, these systems must be able
to handle constant changes in how
information is exchanged.

The need to manage more data presents
one example of how Liberty Solutions

has evolved its services for healthcare IT
clients. "“Over the past few years, we
have helped more clients ensure that their
existing IT systems are able to integrate
with emerging technologies and handle
the increased data through system
optimization,” Violanti says.

. we listen and
create new ways to
help the client save
time and energy in
solving healthcare IT
challenges.”

Liberty Solutions consultants can help
make adjustments to optimize IT systems
to handle workflow changes and such
that result from all the data that needs
to be managed. The company also has
expertise in helping large healthcare
organizations transition to new EMR
systems. Ultimately, improved clinical
and financial outcomes will result from
optimizing IT systems to handle the
growing data demand.

Matching specific needs.
While increasing patient information is a
common denominator, Violanti says no
two healthcare organizations are exactly

the same. That is why Liberty Solutions
has invested in its recruitment efforts to
work with the best consultants who can
be better matched to a client’s
particular needs.

"Our resources have experience in
laboratory, pharmacy, nursing and other
healthcare settings, giving them a big
picture understanding while enabling
them to focus on specific areas,” Violanti
points out. “We have systems in place to
make consultant placement even more
precise as we can tap into any skill set the
client requires.”

Flexibility in service

Core team members at Liberty Solutions
have more than 25 years of experience

in healthcare IT on both the client side
and the consulting side. In fact, upper
management members still do consulting
in the field.

They understand projects inside and out,
including the challenges clients face on

a daily basis. Having this perspective led
Liberty Solutions to offer flexible, ad hoc
services that enable clients to pay only for
the services they use.

“We offer many types of agreements
to meet the client’s exact project needs,
including part-time contracts that allow
them to utilize our expert services on an
‘as needed’ basis,” Violanti concludes.
"Our services have evolved because we
listen and create new ways to help the
client save time and energy in solving
healthcare IT challenges.”

Visit us at HIMSS -- Booth 3213

Liberty Solutions, Inc.
\ 3763 Abbott Rd, Orchard Park, NY 14127
stllln,‘,‘ (800) 550-1207 | www.libertysolutionsinc.com
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et Liberty Solutions, Inc. Founded in 2002, Liberty Solutions, Inc. is a comprehensive consulting resource for healthcare IT solutions,
Healthcare IT Consulting Services . IR o L o . o R L ) . o
serving clients throughout the Unite tes, including multi-location health care systems. The firm services

across all vendors and specializes in Cerner, Epic, Allscripts, Meditech, McKesson, GE Healthcare, Nextgen

and others



Just a reminder
of how quickly
technology
evolves.

Liberty Solutions continues to evolve as a healthcare
IT consulting company, investing in infrastructure,
adding quality steps and creating flexible services
to better match your needs.

Our experienced consultants can help make sure
your IT systems can handle the constant changes
in how information is exchanged and managed,
including wireless and portable devices.

We've serviced healthcare clients nationwide for
over 15 years, across all vendors. We also offer the
expertise to make transitioning to a new EMR easier.

Contact Aaron Connacher, Senior Account Manager,
at 800-550-1207, ext 308,
aconnacher@libertysolutionsinc.com

o Visit us at

HIMSS 18

Booth #3213

If you're a decision maker for your
IT department and need to
improve your clinical and operational
efficiency... bring this coupon to the

Liberty Solutions’ HIMSS18

Booth, #3213

and discuss your IT challenges with us.
Then...

Spinjte

Spin our prize wheel for a chance to
win great prizes.

| Liberty Solutions, Inc.

Healthcare IT Consulting Services
www.libertysolutionsinc.com
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Al moves from hype to reality.
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updates Health Record app; indus-
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raises providers’ concerns; Pew,
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gadgetry of digital health.
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Trust Chan

k’\“

es Outcomes

Patients who trust their clinicians have better outcomes.

The same is true for hospitals that trust their data.

@ Data integration for interoperability

® Data governance and collaboration
with subject matter experts and
stakeholders

® Off-the-shelf applications with
editable, embedded measures
and rules

® Ad hoc analysis and
self-service reporting

Q Interactive dashboards and scorecards

@ Clinical, financial, and
operational analytics

@ State-of-the-art columnar
processing engine for speed

Diver Measure Factory™
Builds Data Trust

Built on the award-winning Diver Platform™ for analytics, Mea-
sure Factory integrates data from multiple systems, platforms,
and applications to provide a complete view of enterprise data.
Measure Factory applies industry-standard healthcare rules to
create measures for your subject matter experts to utilize or
customize to meet your unique needs. Through collaboration,
stakeholders can see historic details of how numbers are derived.
The result is data management in a manner that promotes a
culture of data sharing, transparency, and integrity = TRUST.

“One of the challenges we've always had and where Measure
Factory will help us is with the source of truth. It can be frustrating
to ask for a number and get four different numbers back from
different people. So, leveraging Measure Factory as a single source
of truth, that truth is going to really give our teams confidence
in the numbers they are getting.”

Ken Arnold, Analytics Manager, Covenant Healthcare

Visit us in Booth #6232 at HIMSS 2018 to learn more.
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HEALTHCAREIS NO STRANGER TO THE
infamous Gartner hype cycle. As a journal-
ist covering the industry, it’s sometimes
intriguing to figure out where an emerging
technology is on this graph, which charts
the typical cycle from moment of innova-
tion for an new technology until it starts
producing results.

Artificial intelligence is
making its way along the
ups and downs of the hype
cycle. Right about now, Al
appears to be near the peak
of inflated expectations,
perhaps slipping over the
precipice onto the down-
slope
trough of disillusionment.

ward toward the

Most HIT executives know the pattern—
they’ve seen overhyped expectations for
new technologies, where hopes and dreams
obscure the hard work that lies ahead. For
example, high expectations surrounded
the Internet and electronic prescribing in
the late 1990s, but it took years before those
technologies matrured. Only after early
dreams are dashed does the real work of
innovation, and achieving benefits, set in.

I'd like to suggest that there’s a concur-
rent cycle of exaggerated hysteria with new
technology. I saw this during the past two
RSNA conferences regarding Al In 2016, AI
was the monster to be dreaded, because ra-
diologists feared it would obviate the need
for them to interpret images. Last year,
however, those fears were nearly gone—
and nearly every vendor insisted that it had
incorporated Al into its products.

Expectations for AI in healthcare are
high, particularly when it comes to ex-
pectations for achieving measurable im-
provements in patient care and financial
performance. However, reality is hitting
home—there are many stumbling blocks to

4 Health Data Management MARCH 2018

: Moving from hype to reality

overcome before advanced decision-aiding
technology is widely adopted, reports Lin-
da Wilson in our cover story for this issue.

In her reporting, Wilson notes that Paul
Chang, MD, professor and vice chairman
of radiology informatics at the University of
Chicago School of Medicine, says “We are
not at the solution level yet; it
is a long way between initial
promising results in the lab
and true clinically validated
solutions.” But early work on
using and benefiting from AI
is under way, she finds. Her
story begins on Page 16.

Al is competing for IT re-
sources with other IT initia-
tives, and one of those involves information
security. Attacks on providers are com-
monplace, and instances of ransomware
attacks have been increasing over the past
two years. In this issue, starting on Page 20,
Managing Editor Greg Slabodkin takes a
microscope to examine the attack last year
on Erie County Medical Center. Recovery
from the attack was extensive, time-con-
suming and expensive, and ECMC used
many workarounds to ensure care could be
delivered safely to patients.

Slabodkin’s account of the story is in-
sightful, and we applaud ECMC for allow-
ing us to tell its story. Such openness to
share information with others in the in-
dustry is crucial in allowing provider orga-
nizations to inform others about hacking
gambits and best practices at defense and
recovery.

%Led 80350&',

Fred Bazzoli
Editor
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NFORMATION
MANAGEMENT
PROGRAMS
DON'T EVOLVE
OVERNIGHT.

Big changes in health information prescribe a
shift from the records management practices
you know to Enterprise Information Governance.
But that shift doesn’t have to happen overnight.
Like any journey, it starts with a few steps.

Let us help you face the challenges right in front
of you first. Then, go a few steps further with
some evolutionary ideas.

Learn more at
ironmountain.com/SolveEvolveHealthcare

“ IRON MOUNTAIN'

© 2017 Iron Mountain Incorporated. All rights reserved. Iron Mountain and the design of the
mountain are registered trademarks of Iron Mountain Incorporated in the U.S. And other countries.
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Innovation, Expert Engineering
and Proven Experience

For over 45 years, GCX has provided fully configurable,
quality mounting solutions for healthcare facilities
worldwide. Our products are durable, cleanable, and safe,
with a modular design for easy, cost-effective upgrades
and adjustable positioning for comfort.

See what's new at gcx.com/vhm-pl

Mounting Solutions
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SECURITY

Ransomware Hits Allscripts

Malware attack leaves 1,500 customers without access to cloud-based EHRs, other systems.

cyberattack employing ransomware in mid-Jan-
uary crippled cloud-based services provided by
Allscripts, one of the nation’s largest electronic
health records vendors.
The Chicago-based company said services lo
1,500 healthcare organizations—primarily small physician group
practices—were interrupled for several days. It reported that all
services were [ully restored to all customers on January 26.
Customers vented their anger on social media, and one class
action lawsuil already has been filed against the company.
Allseripts’ problems began January 18 when a variant of the
SamSam malware affected two data centers hosting its Pro
EHR system and the electronic prescribing of controlled sub-
stances software. In communications with customers the next
day, Allscripts said it was attempting to “restore both the directly
hosted Pro EHR and hosted EPCS

other unaffected services that we proactively shut down to pro-

affected services and the

8 Health Data Management MARCH 2018

lect clients and client data.”

Northwell Health, a 22-hospital delivery system in New York,
was affected by the Allscripts breach, although a company
spokesman contends the impact on the organizalion was min-
imal. “When we learned of the attack, we disconnected from
data centers as a precautionary measure,” he says. “We losl
e-prescribing for controlled substances, but other systems were
secure and never al risk.”

During the outage, the New York American College of Emer-
gency Physicians advised its 2,300 members they were allowed

lo use “paper official prescriptions” until services are restored.
Legal action against Allsceripts began almost as soon as the
attack was fully resolved. Surfside Non-Surgical Orthopedics
in Boynton Beach, Fla., filed a class action complaint, charging
Allscripts with failing to secure its systems and data from cy-
berattacks, preventing clients from conducting routine and or-

dinary business

—Joseph Goedert

healthdatamanagement.com

Image from gettyimages
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INFINITT

Healthcare Plalform

One Platform,q %
INFINITT Possibilities

INFINITT, an award-winning developer of enterprise image management
solutions, offers INFINITT Healthcare Platform (IHP), a Vendor Neutral Archive.

Plus decades of experience in medical imaging workflows for Radiology, Cardiology,
Mammography, Dental and Ophthalmology. VNA platform, universal (HTML5) viewer, DICOM

& non-DICOM images & data, Speech Recognition, advanced reporting and more.

See Us at HIMSS18 Booth #5046
or visit infinittna.com

#1 PACS (Community Hospital), #1 PACS (Imaging Centers/Ambulatory) in 2018 Best in KLAS: Software & Services

®INFINITT

North America 755 Memorial Parkway | Suite 304 | Phillipsburg, NJ 08865 | 877-387-6960
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Newsline

Few Patients
Using
Telehealth

Hospitals and
healthcare deliv-
ery systems see
telehealth as one
way to facilitate
treatment, and
make it quicker
and faster for pa-
tients. However,
consumers may
not be embracing
the concept as
rapidly as these
organizations
would like.

A recent survey
finds that provid-
er organizations
are making
commitments to
provide services
via telehealth—
they’ve made
substantial
investments in
infrastructure,
training and
process
reengineering.
But the survey,
found that eight
out of every

10 consumers
are generally
unaware of

how to access
medical care via
telehealth, or that
their insurer will
cover the cost.

TECHNOLOGY

Apple Update to Enable Users to
See Health Records on iPhones

APPLE PLANS TO RELEASE A SOFT-
ware update for the iPhone in March
that will let users view their health
records.

The addition to the
Health app, which contains a va-

iPhone’s

riety of health- and fitness-based
services, would amplify the health
records feature and enable users to
pull up their medical history, such as
past procedures and lab results.

Apple has partnered with 12
healthcare organizations on the fea-
ture, including Johns Hopkins Med-
icine, Cedars-Sinai and Penn Medi-
cine, the company said.

“The updated Health Records sec-
tion within the Health app brings

together hospitals, clinics and the
existing Health app to make it easy
for consumers to see their available
medical data from multiple provid-
ers whenever they choose,” the an-
nouncement noted. The 12 partici-
pating hospitals “are among the first
to make this beta feature available to
their patients.”

The approach will use stan-
dards-based technology to bring re-
cords information to the phone, Ap-
ple indicated, saying it worked with
the healthcare community to take
a consumer-friendly approach, cre-
ating Health Records based on the
emerging Fast Healthcare Interop-
erability Resources (FHIR) stan-

dard, which enables the exchange
of information in electronic medical
records.

Health records data is encrypted
and protected with the user’s iPhone
passcode.

“We’ve worked closely with the
health community to create an ex-
perience everyone has wanted for
years—to view medical records
easily and securely right on your
iPhone,” said Jeff Williams, Apple’s
COO. “By empowering customers to
see their overall health, we hope to
help consumers better understand
their health and help them lead
healthier lives.”

—Fred Bazzoli

COLLABORATION

Industry Groups Aim to Speed
Prior Authorization Process

NATIONAL ELECTRONIC STAN-
dards are expected to play a key role
in an industrywide effort to stream-
line the process of communicating
prior authorizations for treatment.
Groups representing hospitals,
physicians, medical groups, health
insurers and pharmacists have an-
nounced a joint effort to facilitate
the often lengthy insurance approval
process called prior authorization—
also known as pre-approvals—that
slow delivery of treatment to patients.
The collaboration includes the
American Hospital Association,
America’s Health Insurance Plans,
Medical
American Pharmacists Association,

American Association,

10 Health Data Management MARCH 2018

Blue Cross Blue Shield Association
and Medical Group Management
Association.

Facilitating the prior authoriza-
tion process also is expected to pro-
vide benefits to the healthcare in-
dustry, participants in the initiative
say—it could reduce administrative
burdens for healthcare profession-
als, hospitals and health insurers.

Typically, if a treatment or pre-
scription requires prior authoriza-
tion, it must be approved by a health
insurer before it’s administered.
These approvals can be burdensome
for all parties because the process-
es vary and often are repetitive.
Streamlining can reduce the num-

ber of steps and time delays.

The groups have signed a consensus
statement, pledging to work together
on a variety of initiatives. In particu-
lar, they are committing to acceler-
ating industry adoption of national
electronic standards for prior authori-
zation and improving transparency of
formulary information and coverage
restrictions at the point of care.

The organizations say they will
seek to improve communication be-
tween health insurers, healthcare
professionals and patients to mini-
mize delays in care and ensure clar-
ity on prior authorization require-
ments, rationale and changes.

—FB.
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Newsline

Docs Hit
by Breach
Incidents

The vast majority
of U.S. physi-
cians say their
practices have
experienced a
cybersecurity
incident, as

the American
Medical Asso-
ciation said the
healthcare sector
needs to increase
cybersecurity
support for medi-
cal practices.

A survey of 1,300
physicians found
that 83 percent
of respondents
have experienced
a cyberattack,
and 74 percent
say they’re most
concerned that
future attacks
could interrupt
their ability to de-
liver care in their
practices, while
a similar percent
say it could
compromise

the security of
patient records.
Some 53 percent
say future attacks
could jeopardize
patient safety.
The research
was released

by the AMA and
Accenture.

INFORMATION EXCHANGE

SHIEC Launches Patient Centered
Data Home Initiative Nationally

THE STRATEGIC HEALTH INFOR-
mation Exchange Collaborative, rep-
resenting HIEs across the country, is
launching nationally its Patient Cen-
tered Data Home initiative, a secure
data exchange system that alerts
providers when their patients have a
healthcare event beyond where they
typically receive care.

Under the PCDH initiative, HIEs
are automatically able to notify each
other regarding the existence of a
patient’s medical records and to syn-
chronize their identity among par-
ticipating HIE systems, providing
a nationwide network for securely
sharing patient information when
and where it is needed.

Dan Porreca, chair of SHIEC's
board of directors and executive di-
rector for HEALTHeLINK, says the
initiative has been in the works for
abouttwoyears and that the national
launch of PCDH is the result of three
smaller regional implementations—
central, heartland and western—in
which 17 HIEs collaborated to prove
the concept of inter-HIE information
sharing and notification.

“The HIEs working together to cre-
ate PCDH built a powerful foundation
for interoperability between HIEs—
and we managed to do itusing our cur-
rent technologies,” Porreca says. “We
also created and agreed to a national,
legally binding agreement, which laid

the foundation for HIEs sharing data
with each other across state lines and
throughout communities.”

PCDH makes it possible to achieve
health episode notification and effi-
cient data sharing across the country,
according to SHIEC. When a patient is
treated at a medical facility away from
home generating an Admission-Dis-
PCDH
leverages ZIP code information in the
ADT to automatically detect that the
patient is receiving treatment outside

charge-Transfer ~message,

the home area, explains Porreca.

“It's about leveraging tools and
technologies the HIEs already have,”
he adds.

—Greg Slabodkin

PUBLIC HEALTH

CDC Combats Opioid Crisis With
Health, Prescription Data

THE CENTERS FOR DISEASE AND
Prevention is trying to help stem the
tide of opioid overdoses nationwide
through its public health data col-
lection and reporting, as well as im-
provements to state-run electronic
databases for tracking prescriptions.
CDCis “funding an opioid surveil-
lance program collecting timely data
on both fatal and non-fatal overdos-
es so we can pinpoint resources
and responses where needed most,”
Debra Houry, MD, director of the
CDC’s National Center for Injury
Prevention and Control, told a Sen-
ate appropriations subcommittee.
According to Houry, CDC “has
been on the front lines” of the crisis
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ever since it first identified the in-
crease in opioid overdose deaths in
2004, and “since then, the agency
has applied its scientific expertise to
track the epidemic and develop evi-
dence-based prevention strategies.”
Nonetheless, she acknowledged that
the opioid epidemic is “one of the
few public health problems that is
getting worse instead of better,” with
drug overdoses nearly tripling over
the past two decades.

Still, Houry testified that the
CDC'’s Enhanced State Opioid Over-
dose Surveillance (ESOOS) is lever-
aging emergency department and
emergency medical services data to
better track and analyze morbidity

data. She told lawmakers that the
agency is improving public health
data collection and reporting to bet-
ter understand the opioid crisis.

“We have improved reporting of
overdose deaths from a lag of two
years to seven months,” Houry tes-
tified. “As part of CDC’s funding to
states, we've implemented a pro-
gram to get more reliable and timely
data from emergency rooms, medi-
cal examiners and coroners.”

She noted that the CDC funds 45
states and Washington, DC, to im-
plement strategies to prevent opioid
overdoses and improve state-run pre-
scription drug monitoring programs.

—G.S.
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DoD Aims to
Expand Use
of Telehealth

The Department
of Defense is
expanding its
ability to deliver
telehealth ser-
vices to active
duty military per-
sonnel, veterans
and their families
by designating a
provider of tele-
medicine services
to operate on its
networks.

The agency

has issued an
Authority to
Operate (ATO)

to GlobalMed,

an international
provider of tele-
health services,
thus enabling the
company to put
its virtual health
applications,
hardware and
software directly
on the DoD
networks.

The vendor says
the authorization
will make their
solutions available
to the Military
Health System,
the DoD’s inte-
grated healthcare
system.
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ONCIssues Interoperability Draft

he Office of the National Coordinator for Health IT has released
a draft Trusted Exchange Framework to enable interoperability
across disparate healthcare information networks nationally, as
directed by the 21st Century Cures Act.

The draft frameworkis designed to support nationwide interop-
erability by outlining a common set of principles, as well as minimum terms
and conditions for trusted data exchange. According to ONC, the document fo-
cuses on policies, procedures and technical standards that build from existing
health information network capabilities and enables them to work together to
provide a “single on-ramp” to patient information regardless of the HIT vendor
they use or the health information exchange (HIE) with which they contract.

“Currently, there are more than 100 regional HIEs and multiple national lev-
el organizations that support exchange use cases,” states ONC’s draft Trusted
Exchange Framework. “While these organizations have expanded interopera-
bility within their particular spheres, the connectivity across all or even most of
them hasnotbeen achieved. This haslimited the patient health information that
a provider or health system has access to, unless they join multiple networks.”

According to ONC, the proposed Trusted Exchange Framework supports
the agency’s goals of achieving nationwide interoperability by—among oth-
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er capabilities—having “open
and accessible application pro-
gramming interfaces (APIs) to
encourage  entrepreneurial,
user-focused innovation to
make health information more
accessible and to improve
electronic health record (EHR)
usability.”

National Coordinator for HIT
Donald Rucker says provisions
of the Cures Act seek to advance
the interoperable exchange of
electronic health information,
and the agency’s draft Trust-
ed Exchange Framework will
help guide the country toward
interoperability.

—Gregory Slabodkin
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WASHINGTON report

FCC

Net Neutrality Demise Worries Providers

IN A STRICT PARTY LINE VOTE, THE FEDERAL
Communications Commission chose to roll back reg-
ulations that uphold net neutrality. Some healthcare
organizations are concerned that the move could have
downstream implications for providers, particularly
those located in and serving rural areas.

The five-member FCC voted 3-2 along party lines to
eliminate its 2015 Title I Order that requires net neu-
trality, the principle that Internet service providers
must allow equal access to web content, regardless of
the source. Proponents of removing the rules contend
that the move will unfetter competition and thus boost
economic growth.

However, critics—among them hospital organiza-
tions—contend that the move will set the stage for cable
TV-like tiers of services that would force consumers to
pay more for services. This may be particularly true in
rural areas, where there is often little or no competition
among Internet service providers.

Some say the FCC vote could prompt federal legis-
lative action to reinstitute net equality, and New York
State Attorney General Eric T. Schneiderman issued a
statement saying his office will take legal action to block
the rollback of net neutrality regulations.

Ajit Pai, the FCC chairman appointed by President
Trump, has framed the repeal as getting the govern-

ment to “stop micromanaging the Internet” and has
stated that the move could benefit technology compa-
nies and could encourage technologies that support
telemedicine and add bandwidth to underserved areas,
enabling hospitals to have “fast lanes” of service that
could improve Internet speeds.

However, many healthcare organizations have long
opposed the removal of net neutrality regulations and
voiced concern over the impact of the FCC vote.

The National Rural Health Association has long op-
posed the rollback of net neutrality provisions, fearing
that the elimination of the rules could have negative
effects on bandwidth for rural healthcare facilities, and
will hurt efforts to provide telemedicine and telehealth
services to residents in their service areas.

“NRHA supports broadband policies that acknowl-
edge high-speed online access as a necessity, not a lux-
ury. All communities deserve a chance to participate in
our digital future,” the group affirmed.

Potential negative effects on Internet services comes
at the wrong time for rural areas, where residents
are victims disproportionately of deaths from cer-
tain chronic diseases and opioid addiction, says Tom
Morris, associate administrator for rural health at the
Health Resources and Services Administration.

—Fred Bazzoli

ONC

Pew, AMIA Protest Cuts in ONC’s FY18 Budget

FULL IMPLEMENTATION OF THE 21ST CENTURY
Cures Act to accelerate medical breakthroughs could be
in jeopardy if proposed budget cuts to the Office of the
National Coordinator for Health Information Technology
are not restored, according to the Pew Charitable Trusts
and the American Medical Informatics Association.

A letter from the organizations to four congressional
leaders warns that proposed budget cuts planned for
ONC will hamper its efforts to implement the Cures Act.

The House of Representatives budget proposal calls
for a $38.3 million budget for ONC in Fiscal Year 2018,
down from $60.3 million in FY 2017, and the Senate
proposal calls for a continuation budget next year of
$60.3 million, said the letter, signed by Ben Moscovitch,
manager of health information technology at Pew and
Jeffery Smith, vice president for public policy at AMIA.

The letter was addressed to Senators Roy Blunt (R-
Mo.) and Patty Murray (D-Wash.), and Representatives
Tom Cole (R-Okla.) and Rosa DeLauro (D-Conn.), who
all hold powerful positions overseeing Labor, Health
and Human Services and Education budgets.

Recent testimony from ONC Deputy National Coor-
dinator Jon White indicated that the agency would not
be able to fully fund bipartisan provisions in the Cures
Act, including initiatives to improve the transparency,
interoperability and usability of electronic health re-
cords, Moscovitch and Smith note in their joint letter.

However, efforts are ongoing to educate lawmakers
on the frustrations physicians face when working with
EHRs, Moscovitch says. The challenges of interopera-
bility and usability can bring safety concerns, he notes.

—Joseph Goedert

CMS bans
texting by
doctors

The Centers for
Medicare & Med-
icaid Services
has outlined a
position that the
texting of med-
ical orders by
physicians is not
permissible.

The position

was outlined in

a memo to state
survey agency
directors from
the head of CMS’
Center for Clinical
Standards and
Quality/Survey
and Certification
Group.

The guidance
from CMS states
that the texting
of patient orders
“is prohibited
regardless of the
platform utilized,”
and computer-
ized provider
order entry
(CPOE) “is the
preferred method
of order entry by
a provider.”

The document
does allow tex-
ting of patient in-
formation among
members of a
healthcare team

MARCH 2018 Health Data Management 15



ARTIFICIAL INT

- LG

-NCE

REALRESULTS

Pioneer healthcare organizations see benefits from Al.

rtificial intelligence—a broad

set of technologies that en-

able machines to mimic the

human brain’s ability to pro-

ess information, learn and

adapt—holds potential in healthcare to im-

prove patient outcomes and reduce costs,

butithasn’tyet been widely adopted in daily
clinical practice.

However, some leading healthcare or-
ganizations, such as the Cleveland Clin-
ic, Intermountain Healthcare and others,
are beginning to build the infrastructure
and data science capabilities to use Al to
deliver clinical and financial benefits.

While some industries are using Al
programs designed to recognize speech,
written language or visual data or do prob-
lem-solving, health systems are gaining
experience with machine learning, a subset
of Al focused on finding patterns or rela-
tionshipsin data in an iterative, or learning,
fashion. Early projects have demonstrated
promising results.

In some of these cases, healthcare orga-
nizations have purchased a commercial
tool to help them reach a specific clinical
goal, such as reducing hospital readmis-
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By Linda Wilson

sion rates or predicting which patients are
at highest risk of becoming expensive cas-
es. The work often incorporates machine
learning techniques to hone existing mod-
els or clinical processes, with the aim of im-
proving accuracy.

Betting on the future
The potential for AI to uncover actionable
insights from electronic patient data has
convinced venture capitalists and software
developers alike to invest in the healthcare
arena. In a2016 report, Frost & Sullivan pre-
dicted that the revenues in the healthcare
Al marketplace will explode from $633.8
million in 2014 to nearly $6.7 billion in 2021.

The Cleveland Clinic is one health sys-
tem actively working with machine learn-
ing.

It spent more than three years building
an infrastructure to support advanced an-
alytics. The technology platform includes
both a structured database environment
using Teradata and a Hadoop database
environment using Cloudera. The health
system uses analytics tools from SAS and
supports open-source programming lan-
guages, such as Python and R.

“We also recognize that we are not al-
ways going to be starting from scratch,” says
Christopher Donovan, executive director of
enterprise information management and
analytics in the division of finance and
information technology at the Cleveland
Clinic. “We also think about how we are go-
ing to engage with partners in the system.”

For example, the Cleveland Clinic devel-
oped a test for IBM’s Watson Health cogni-
tive platform to see if Watson could create
a problem list based on the information—
both structured and unstructured—in a
patient’s electronic health record. Using
de-identified data, “they were able to get
some good results with it generating a prob-
lem list,” Donovan says. The next step is to
figure out how to take that work beyond the
research phase and apply it to clinical deci-
sion support, he adds.

The Cleveland Clinic also has used ma-
chine learning to develop applications from
scratch, such as a set of tools to identify pa-
tients at risk of racking up big medical bills.

For the first step, they used a variety of
mathematical methods—neural networks,
decision trees and gradient boosting—to
develop algorithms that rank the patients

healthdatamanagement.com
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assigned to care coordinators. The scores,
which are updated monthly, augment ex-
isting registries to help care coordinators
decide how to manage their caseloads.

The team also developed algorithms to
identify patients who are not enrolled in
the care coordination program but are at
risk of becoming high-cost cases in the fu-
ture. However, that tool has not yet been
incorporated into the clinical workflow, an
essential step to enable case managers to
intervene. “We might be interacting with
those patients a little differently,” says Jo-
seph Dorocak, senior financial analyst at
the Cleveland Clinic.

At Ohio State University Wexner Medical
Center, researchers in the radiology infor-
matics lab also are using machine learning
to build tools that help clinicians manage
their workloads. For example, they devel-
oped an algorithm that prioritizes comput-
ed tomographyimages of the head based on
whether there are critical findings.

Radiologists learn of the potential seri-
ousness of a given imaging study when a
referring clinician labels it as stat, explains
Luciano Prevedello, MD, division chief in
medical imaging informatics, adding that
this is not an ideal system for prioritizing
workflow in radiology. Sometimes images

Working with artificial intelligence at the Cleveland
Clinic, from left: Christopher Donovan, executive
director of enterprise information management
id'analytics; Joe Dorocak, senior financial
alyst; Michael Lewis, senior director of
ealthcare analytics.

show critical findings the ordering physi-
cians didn’t anticipate, he says. And even
studies labeled stat—about 40 percent of all
studies—vary in degree of urgency.

To build the tool, researchers trained an
algorithm using a data set of 2,583 head im-
ages and validated the tool with a second set
of 100 head images. The next step is to set up
a clinical trial. “This is an important step to
see ifwhat we developed in the lab can be ex-
panded to aclinical setting,” Prevedello says.

Commercial solutions
Instead of starting from scratch, Inter-
mountain Healthcare has purchased com-
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mercial products to help improve its clini-
cal processes and patient outcomes.

For example, Intermountain—which
has 22 hospitals, 1,400 employed physi-
cians and more than 185 clinics—began
working with Ayasdi, an Al vendor in Men-
lo Park, Calif., in 2014.

“The first thing we did was try to vali-
date that [the Ayasdi solution] would work
on our data,” says Lonny Northrup, senior
medical informaticist at Intermountain.
To do this, the provider fed data on colon
surgery into the tool. Colon surgery was
selected because the health system had an
established clinical care pathway for the
procedure.

“In a matter of two or three days, it
cranked through the data,” Northrup says,
adding that the tool replicated “a substan-
tial portion of what we have done over
eightyears in the insights it was able to de-
rive from the data.”

Since then, Intermountain has used
Ayasdi’s tool to refine other care path-
ways. For example, Intermountain plans
to roll out a revised care pathway this year
for treating newborns with high fevers.
Northrup predicts that the changes, which
he declined to discuss in detail, will re-
duce the average length of stay and impact
thousands of babies throughout the health
system.

Intermountain also plans to use the tool
to trackhowwell physicians are adhering to
about 70 care pathways the healthcare or-
ganization has developed. “It has the ability
to do that with more granularity than we
can get with our other solutions,” Northrup
says. “If we are not getting the adherence
we want, we will have the data to show the
underperforming physicians how the bet-
ter-performing physicians are getting bet-
ter results by following the care model.”

Intermountain has been working with
other machine learning vendors as well.
For example, Intermountain in 2016 be-
came a lead investor in Zebra Medical
Vision, a machine-learning analytics im-
aging company. In 2017, Intermountain,
which has a library of more than 3 billion
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“We are not always going to be
starting from scratch.”

medical images, announced plans to de-
ploy Zebra’s technology to help Intermoun-
tain’s radiologists diagnose diseases.
Intermountain also is evaluating a tool
from Jvion, Johns Creek, Ga., to create per-
sonalized health risk profiles for individ-
ual patients and recommendations about
how to lower their risk for deteriorating
health.
platform is around avoidable admissions,

“Our initial validation of their

and the findings we are generating are ex-
tremely encouraging,” Northrup says.

Assisting ER cases

Like Intermountain and the Cleveland
Clinic, MedStar Health, which operates
10 hospitals in Maryland and the Wash-
ington metropolitan area, also is evaluat-
ing the applicability of AI to solve clinical
problems.

MedStar’s
worked with Booz Allen Hamilton to de-

Institute for Innovation
velop a tool for emergency department
clinicians. The tool, called Dictation Lens,
uses natural language processing to sort
through unstructured electronic patient
data, such as clinicians’ notes, and pull out
those that are relevant to a patient’s cur-
rent medical complaint.

“On average, MedStar patients have 50
to 60 notes in their history,” which is too
many for an ED physician to sort through
manually, says Ernest Sohn, a chief data
scientist at Booz Allen.

A handful of ED physicians at MedStar
tested the tool last year. Based on feedback
from those physicians, the MedStar/Booz
Allen team plans to refine the tool this year
and then retest it.

The prototype took between 10 and 20
seconds to present pertinent notes to ED
clinicians, which is too slow, says Kevin
Maloy, MD, an emergency department
physician and informaticist with Med-

—Christopher Donovan

Star’s Institute for Innovation. To solve the
problem, they plan to change the back-
end data processing so it begins culling
through clinicians’ notes when a patient
registers in the ED, ensuring that the infor-
mation will be available to clinicians when
they open a patient’s record, Maloy says.

Citing Dictation Lens as an example,
Sohn, Maloy and other authors of a 2017
blog post in Health Affairs, wrote about
machine learning’s potential to perform
mundane and time-intensive tasks for
physicians. “By draining time, energy and
attention, such tasks can lead to clinician
burnout and hinder clinicians’ ability to
practice at the top of their expertise when
providing care,” they wrote.

Overcoming challenges
However, there are significant barriers to
widespread adoption of machine learn-
ing and other Al technologies in health-
care to perform mundane tasks, organize
workflow, diagnose disease, predict out-
comes, or prescribe treatments or behav-
ior changes. This is particularly true for
smaller organizations because they have
fewer financial, technical and intellectual
resources than large health systems or ac-
ademic medical centers.

When it comes to financial consider-
ations, Al adoption competes with oth-
er pressing issues in health information
technology, accordingto a survey of health
system executives conducted by the Cen-
ter for Connected Medicine at the Univer-
sity of Pittsburgh Medical Center and The
Health Management Academy, Alexan-
dria, Va.

Of the 20 respondents to the survey,
“Top of Mind for Top U.S. Health Systems
2018,” 63 percent said investing in Al solu-
tions would be a low priority in 2018, com-
pared with spending in other areas, such

healthdatamanagement.com



as cybersecurity or virtual care. Those
health systems plan to spend an average
of 2.6 percent of their IT budget on Al in
2018, and 13 percent plan to spend no
money on Al in 2018.

Where they have implemented Al solu-
tions in previous years, it was typically in
operational areas, such as revenue cycle
management, survey findings revealed.

In addition to budgetary constraints,
there are technical hurdles to overcome.
Chief among these is access to large, vet-
ted data sets, so that machine learning
algorithms can be “trained” to recognize
the correct answer to a given problem,
such as which images show cancerous
tumors. Researchers also need access to a
second data set to validate an algorithm’s
performance, says Paul Chang, MD, pro-
fessor and vice chairman of radiology
informatics at the University of Chicago
School of Medicine.

Another issue is the underlying IT in-
frastructure. “Our IT systems are imma-
ture in healthcare,” Changsays. “We can’t
get vetted data.”

Pertinent data is stored in disparate
systems, such as numerous inpatient
and outpatient EHR systems; ancillary
systems for radiology, pharmacy or oth-
er departments; billing systems; and pa-
tient-generated data from social media
sites, monitors or wearable devices. Be-
cause of variation in databases and data
types, it’s difficult to get that together to
enable Al solutions to draw conclusions.

Even within a single system, such as an
EHR, data on clinical outcomes often is
difficult to find because it is not captured
in a standardized way. In their blog post,
Sohn and Maloy wrote that pain scores
were captured “incompletely and incon-
sistently” in MedStar’s EHR, which made
it difficult for them to build a model to
predict patients’ pain scores.

After an algorithm is built and de-
ployed into workflows, sophisticated data
governance also is needed to maintain
both data sets and algorithms over time.
For example, the Cleveland Clinic’s risk

Al efforts are still early,
‘not at the solution level’

While there has been a lot of publicity
about the potential of Al in radiology to
recognize images and, when paired with
algorithms, assist in the diagnosis of dis-
eases, this work remains in the research
realm.

“We are not at the solution level yet,”
says Paul Chang, MD, professor and
vice chairman of radiology informatics
at the University of Chicago School of
Medicine. “It is a long way between initial
promising results in the lab and true
clinically validated solutions.”

And despite the implementations of
machine-learning assisted algorithms for
specific use cases in clinical operations,
there are many stumbling blocks to wide-
spread adoption of machine learning and
other Al technologies. There are compet-
ing priorities for spending IT budgets and
myriad technical issues, such as the lack
of reliable large data sets, sophisticated
data management or workflows that can
incorporate new insights.

Nonetheless, health system executives
believe the knowledge generated from Al
tools will help their organizations remain
financially viable as they assume financial
risk for clinical outcomes. Machine
learning, for example, can help derive
predictive and prescriptive information
from data, which then can be embedded
into electronic health records, so that the
insights are readily available to clinicians
as they interact with patients.

“The real bottom-line benefit of
this technology is understanding the
business of medicine, so | can actually
become more efficient, and reduce error
and reduce variability,” Chang explains.

Using Al to draw conclusions from
medical information, such as that con-
tained in electronic medical records—
say, as a clinician would—is more com-
plex and much farther out on the horizon,
says Luciano Prevedello, MD, division
chief in medical imaging informatics at
Ohio State University Wexner Medical
Center.

“I can develop an algorithm that helps
me detect whether there is blood in the
brain or not—that is very doable,” he
says. “But to get to the reason this pa-
tient is developing the hemorrhage? That
is a different question and a different
level of complexity.”

predictor is an automated process that
runs data through numerous mathemat-
ical models each time the process kicks
off, and then automatically generates re-
sults from the model that gives the most
accurate predictions that day.

IT staff members at the Cleveland Clin-
ic built the automated process to prevent
model degradation over time. If one of the
mathematical models falls below accept-
able levels of performance consistent-
ly, “the goal would be to reevaluate that
specific model on its own; tweak it; fine
tune it as needed; and enter it back into
the process,” says Michael Lewis, senior
director of healthcare analytics.

Workflow constraints
Even after solving the myriad data ex-
traction, model validation, data gover-
nance and other technical issues, health-
care organizations may need to develop
new workflows to respond to the knowl-
edge generated by these advanced ana-
lytical tools.

That is the case at Memorial Sloan Ket-
tering Cancer Center, where data scien-
tists have developed a model to predict
which chemotherapy patients are at risk
of showing up at the health system’s ur-
gent care center and possibly being ad-
mitted to an inpatient unit.

Now, the healthcare system is map-
ping out new processes—including the
use of telemedicine and ongoing patient
engagement—to mitigate patients’ risk of
going to the urgent care center. “There is
a heavy lift. It is an ambitious use case,”
says Stuart Gardos, chief data officer at
Memorial Sloan Kettering.

The Cleveland Clinic’s Donovan urges
CIOs to help build an organizational cul-
ture in which people are willing to incor-
porate new insights into their daily work
and decision-making processes. “Al and
machine learning are big buzzwords and
people are saying, ‘We really need to use
this,”” he says. “We need to not only pro-
duce this stuff, but we need to be able to
use it—to make decisions with it.” m
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Hospital’s response to ransomware provides valuable lessons.

t was a Sunday morning like any

other in the emergency department

of Erie County Medical Center, a

602-bed hospital in Buffalo, N.Y,,

and the Western New York area’s
Level 1 trauma center.

However, around 2 a.m. on April 9,
2017—Palm Sunday—a member of ECMC'’s
clinical staff was the first to see an elec-
tronic ransom note on a workstation. “You
must send us 1.7 BitCoin for each affected
PC OR 24 BitCoins to receive ALL Private
Keys for ALL affected PC’s,” read the note
from the cybercriminals, demanding the
equivalent of $44,000 in bitcoin crypto-
currency in return for a key to unlock the
hospital’s files.

No one “really expects something like
this to happen to them and their hospital,”
says Jennifer Pugh, MD, ECMC'’s associate
chief of emergency medicine, who was in
the ER when the ransomware hit. She cred-
its the quick response of the medical staff
with enabling ECMC to manage the crisis.

As the day went on, the hospital found it-
selfenmeshed in a major ransomware attack.
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By Greg Slabodkin

Ransomware, used by hackers to target
all kinds of organizations worldwide, is a
type of malicious software surreptitiously
installed on a computer that encrypts files
and then holds the data hostage in return
for payment of a ransom. After a comput-
er’'s hard drive is encrypted, a ransom note
typically appears on the user’s screen,
demanding payment for a software “key,”
similar to a password, which unencrypts
the hard drive.

ECMC responded quickly to the attack,
following a pre-arranged script. To prevent
the rampant spread of the ransomware,
the organization purposely shut down its
information systems, including an elec-
tronic health records system, email and
website—among others.

The staff recognized the threat almost
immediately and within minutes noti-
fied security executives—who limited the
spread of the malware—called in experts
to deal with the crisis and, soon after, em-
ployed a novel workaround for accessing
patient data.

Ultimately, more than 6,000 of ECMC’s

computers were infected by a common
version of ransomware called SamSam. To
recover, the hospital would need to metic-
ulously clean the file-encrypting malware
from the hard drive of each computer that
was hit.

ECMC says patient records were never
compromised during the incident. Even
so, the incident took six weeks to resolve
and cost millions of dollars to fix. Perpe-
trators of the attack have not been caught.

The hospital’s experience is a cautionary
tale for other healthcare organizations,
which are regularly targeted by ransom-
ware attacks and may fall victim to similar
incidents. The number of reported ma-
jor ransomware events targeted against
healthcare organizations increased from
19reported in 2016 to 36 reported in 2017—
an 89 percent increase in the frequency of
ransomware attacks—according to cyber-
security vendor Cryptonite.

“What the ransomware attack at ECMC
proved is that every organization has po-
tential vulnerabilities,” says Peter Cutler,
ECMC's vice president of communications
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and external affairs. “What is important

to emphasize and proved critical in the
ECMC attack is quick detection of an at-
tack and immediately taking appropriate
steps to prevent widespread damage to an
organization’s computer infrastructure.”
Despite its success in dealing with the
attack, ECMC has been cautious in re-
leasing information about the incident—
which is not atypical for organizations
hit with ransomware, according to Adam
Cohen, special agent in charge of the FBI's
Buffalo Field Office. Cohen, who declined
to either confirm or deny an FBI investi-
gation of ECMC's attack, notes that often
victims of ransomware keep the details
confidential because of concerns over
privacy, business reputation or regulatory
data breach reporting requirements.
While ECMC released some statements
to the press from its executives during and

after the crisis, the hospital declined mul-
tiple requests from Health Data Manage-
ment to interview IT staff and executives
about the incident. It did, however, grant
interviews with Pugh, its associate chief
of emergency medicine, and Reg Harnish,
CEO of GreyCastle Security, the cyber-
security firm that managed ECMC’s re-
sponse to the event.

Attack timeline

The Sunday morning of the attack, a mem-
ber of ECMC'’s clinical staff was the first
to see the ransom note on a workstation.
Alarmed by the message, the clinician,
following ECMC'’s protocol, immediate-
ly called the facility’s helpdesk, which in
turn notified the medical center’s chief in-
formation security officer.

In response, ECMC executives made
the decision by 3:30 a.m. to shut down all

IT systems—including a Meditech elec-
tronic health record system, email and
website—in an attempt to stop the ran-
somware from spreading throughout the
organization.

With the EHR out of commission, Pugh
says, the hospital executed an existing
contingency plan and reverted to using
paper-based charts and face-to-face com-
munication. “We do practice this and pre-
pare for it,” she adds. “It involves going to
paper records and paper order forms.”

Shortly before 5 a.m., ECMC reached
out for help to GreyCastle Security, a cy-
bersecurity firm in Troy, N.Y., which op-
erates a 24/7 emergency response hotline,
to head up remediation efforts. Within
15 minutes of that call, Harnish says his
company was involved in triage to con-
tain the incident; he activated a six-mem-
berresponse team, who went from Troy to
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Buffalo to manage the crisis onsite.

“That Sunday morning, when we began
triage, cybercriminals were still accessing
[the ECMC] network,” Harnish says.

Despite that access, medical records
weren’t compromised and patient care
was not negatively impacted, hospital
executives said in public statements. At
no point during the incident did ECMC
consider paying the $44,000 ransom de-
manded by hackers, Harnish adds. “Our
advice [to ECMC] never changed, and it
never changes with anyone, which is not
to pay the ransom,” he says. “The reality is
that even if you pay the ransom, there’s no
guarantee that it’s actually going to work.”

Likewise, the FBI doesn’t support pay-
ing to resolve a ransomware attack, says
Cohen. Rather, the agency urges preven-
tion as a first step and regular data back-
ups to recover in the event of an attack,
with recovery data stored on media that’s
not connected to the network.

While ECMC had regularly backed up
data in multiple ways before the ransom-
ware attack, the hackers “looked for and
deleted all of those backup files that were
online,” thus complicating the recovery
process, Harnish says. As a result, the hos-
pital “had to resort to older backups that
were offline and not connected to the net-
work,” he adds.

Justin Armstrong, a security analyst
for Meditech, contends that backing up
data regularly and verifying the integrity
of those backups is critical to getting EHR
systems back after an attack.

“Whether to pay [the ransom] or not is
a very individual thing,” ECMC President
and CEO Thomas Quatroche told The Buf-
falo News. “If you have no backup, you
have no choice.” By backing up its data, the
hospital ensured thatit did not have to give
in to the ransom demand from hackers.

Restorations and
workarounds
In the hours, days and weeks after the at-
tack, ECMC made steady progress in re-
storing its computer systems through a
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multiphased approach.

With its EHR system down, ECMC
turned to HEALTHeLINK, a regional
health information exchange in West-
ern New York. HEALTHeLINK provided
critical access to some patient records for
ECMC clinicians immediately after the
attack. “That became a bit of a lifeline,”
Harnish says of HEALTHeLINK, a collab-
orative effort started in 2006 by healthcare
organizations in the Western New York
area to share clinical information and
make patient records available.

a call to reset passwords to enable access,
and by early Sunday afternoon, we had one
of our staff in the hospital working directly
with providers as they set up laptops to get
Internet access,” says Porreca. “By Mon-
day morning, we had seven people onsite
working in the areas where the laptops
were being deployed and getting access to
[ECMC] data via HEALTHeLINK.

“Based on their involvement with us,
ECMC was able to continue clinical oper-
ations almost immediately and to access
their own data by using HEALTHeLINK,”

“The attack proved that every orga-
nization has potential vulnerabilities.”

In working around the ransomware at-
tack, HEALTHeLINK served as a source of
data backup with the information safely
stored in the cloud. ECMC was one of the
first participants in the HIE and “has been
very progressive” in its participation, ac-
cording to HEALTHeLINK Executive Di-
rector Daniel Porreca, even building an
interface to HEALTHeLINK into its Medi-
tech EHR.

“We had invested a lot of time and mon-
ey to upload all of ECMC'’s prior records
into HEALTHeLINK—literally, up to the
moment our computer systems were in-
tentionally shut down in the aftermath of
the attack,” says Pugh. “We were able to go
and look up prior patient records, surgical
reports, CT scans, labs—everything that
we would normally get out of our comput-
er screens.”

While ECMC used paper records in
the first hours of the system shutdown,
HEALTHeLINK helped ECMC implement
an EHR workaround that enabled hospital
staff to use laptops with ad hoc Internet
access to view patient records through a
web-based portal that accessed the HIE’s
database.

“Very quickly, we had one of our staff on

—Peter Cutler

he adds. “We were fortunate to be in a po-
sition where we could help.”

“Any hospital that has the ability to par-
ticipate in a health information exchange
such as HEALTHeLINK should do so—it
was that important to us,” contends Pugh.
“Idon’t think our patients even noticed be-
cause we really tried to provide the same
level of care, even without use of our EHR.”

Still, some processes, such as placing
orders or detailing care plans, required
the use of paper and pen, Pugh says. For
some clinicians, there were benefits to
going back to these old practices, such as
spending more face time with patients and
less time in front of a computer screen. At
the same time, Pugh notes that for some
of the hospital’s younger staff and medi-
cal students a paper-based process took
some getting used to because they hadn’t
practiced in an environment without com-
puters before. “We spent a lot of time with
our residents making sure they knew how
to appropriately document patient charts
without EHR prompts,” she adds.

Other processes were moved off-screen
as well. For example, clinicians normally
would look at X-rays or CT scans on a com-
puter screen, but now temporarily they

healthdatamanagement.com



had to view them directly on film or at the
CT scanners, Pugh says.

To enable physicians to place medical
orders, ECMC printed out paper versions
of the forms that had to be signed with a
pen instead of being initialized on screen.
Electronic prescribing—which New York
State mandated in 2016—was a bit chal-
lenging in the aftermath of the ransom-
ware attack, Pugh notes, but physicians
used paper prescription pads to place or-
ders, and “all the local pharmacies were
notified of our issues.”

According to Michael Vinson, manager
of client support and a member of Medi-
tech’s disaster recovery application team,
ECMC has been an EHR customer since
the late 1990s. In addition to the EHR sys-
tem being down, he recounts that early in
the aftermath of the ransomware attack,
one of the big challengesin assisting ECMC
remotely was that the hospital didn’t have
an operating email system and could only
communicate through “old school” phone
and text messages.

Further recovery efforts
By April 21—12 days after the initial at-
tack—the hospital website had been re-
stored, temporary email was established,
some financial systems began to come
online, and more than 6,000 hard drives
had been cleaned and returned to work-
stations. In addition, ECMC’s EHR system
from Meditech was available to staff clini-
cians, but justin view-only mode.

During the week of April 24, the medi-
cal center installed a new hospital email
system, continued the phased restoration
ofinpatient EHR-related functions and be-
gan to roll out restored desktop computers.
And by the week of May 1, ECMC started
electronic transmission of radiological im-
ages as well as physician documentation,
beginning with the emergency and psy-
chiatric emergency departments, while
continuing the rollout of restored desktop
computers and the restoration of inpatient
EHR functions.

The quick recovery was enabled by

prior staff training, planning and quick
response of ECMC staff to the breach,
limiting the damage to its systems while
ensuring patient safety. However, ECMC'’s
recovery carried a huge financial cost. This
past summer, the hospital initially report-
ed a $10 million price tag for repairing the
damage and restoring its information sys-
tems.More recently, an ECMC spokesman
reported the final cost of rebuilding the
hospital’s computer systems is “not yet fi-
nalized.”

But fortuitously, the hospital in late 2016
increased its cyber insurance coverage to
$10 million from $2 million, increasing its
financial protection against such cyberse-
curity events, ECMC’s CEO Quatroche told
The Buffalo News.

Rising threats, old
vulnerabilities
ECMC'’s experience is emblematic of the
challenges of overcoming ransomware at-
tacks, which are on the rise. Results from

ware in at least 150 countries, including
the National Health Service in the Unit-
ed Kingdom, where the cyberattack froze
computers at hospitals and closed emer-
gency rooms. WannaCry affected systems
that did not have the latest security patch-
es and were running older versions of the
Windows operating system that are no
longer supported by Microsoft.

WannaCry is not the only variant of ran-
somware being used to attack healthcare
providers’ systems. According to GreyCas-
tle’s Harnish, the SamSam ransomware
that hit ECMC targets web server vulner-
abilities to infiltrate computer networks,
which is how he believes ECMC'’s systems
were hacked.

“It was a single technical vulnerabili-
ty,” says Harnish. “It was a very common
but very simple vulnerability—by simple,
I mean one that is easily addressed and
fixed.”

An alert from the FBI details that Sam-
Sam uses an automated script that crawls

“It affects the sole practice medical
professional up to major hospitals.”

a survey conducted by HIMSS Analytics,
released in December 2017, show that 78
percent of providers have experienced a
ransomware or malware attack in the past
12 months.

“It's something that affects the single,
sole practice medical professional all the
way up to major hospitals,” says FBI spe-
cial agent Cohen, who believes the trend
will continue to rise with “more incidents
of ransomware, hacking and intrusions.”

The FBI has warned that in newer in-
stances of ransomware, cybercriminals
are increasingly capitalizing on un-
patched software on end-user computers.
For example, in May 2017, hundreds of
thousands of computers worldwide were
compromised by the WannaCry ransom-

—Adam Cohen

the Internet looking for server vulnerabili-
ties involving JBoss (an open source appli-
cation server program from Red Hat) and
Remote Desktop Protocol (or RDP, a Micro-
soft remote management tool), exploiting
either weak passwords or cracking default
passwords with brute force attacks. Once
it finds one, the script exploits the vulnera-
bility—known as “patient zero”—and then
gains access to the victim’s network.

For ECMC, the “patient-zero vulnera-
bility was a default password on an Inter-
net-facing asset,” Harnish believes. “It was
what ended up being the initial vulnera-
bility that was exploited and gave those
criminals access.”

According to Harnish, the SamSam ran-
somware attack on ECMC did not involve

MARCH 2018 Health Data Management 23



RANSOMWARE

a JBoss server, leaving the other possibili-
ty—an RDP vulnerability. “I can’t confirm
or disconfirm that,” he adds.

Avi Rubin, director of the health and
medical security lab at Johns Hopkins
University, says a common technique
hackers employ is scanning the Internet
for computers that have insecure connec-
tions—called ports—and exploiting vul-
nerable applications such as RDP.

“Once the attackers gain a foothold in
this manner, they can attack the pass-
words in the system by using sophisticated
dictionaries and matching techniques to
crack the passwords in the system,” notes
Rubin.

Phillip Hallam-Baker, principal scien-
tist and vice president at cybersecurity
vendor Comodo, warns that if the pass-
word is a default password, the attacker
already knows it.

“Quite often, software ships with an ac-
count ‘guest’ with password ‘password,”
remarks Hallam-Baker. “In the past, soft-
ware often shipped with admin accounts
with default passwords, but that happens
much less now because it is flagged as an
issue.”

In 2016, the FBI issued a warning about
SamSam ransomware, detailing how cy-
bercriminals were exploiting such vul-
nerabilities, particularly in the healthcare
industry.

Nonetheless, Cutler, ECMC’s vice pres-
ident of communications and external
affairs, is dismissive of any fault or neg-
ligence on the part of the hospital. “Or-
ganizations across the country routinely
receive information of cyberattack warn-
ings from entities like the FBIL” Cutler
says.

“When you have an environment [like
ECMC] where there are 6,000-plus com-
puters, the likelihood that the configura-
tion on one of the computers was incorrect
is pretty high,” contends Harnish.

Similarly, Meditech’s Armstrong says
that, in a big complex computing environ-
ment like a hospital, “there’s always going
to be something that has a vulnerability”
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that is going to put any devices that con-
nect to the Internet at risk.

Resilience in facing
ransomware

While there are other variants of ransom-
ware, Harnish says SamSam is “rampant”
in healthcare and will continue to pose a
cybersecurity threat to hospitals—though
he would not reveal who was behind the
ECMC attack or their country of origin.
Based on his experience, FBI Special
Agent Cohen says most of the ransomware
attacks being launched on the U.S. are ini-
tiated in Eastern Europe.

“What'’s happeningis a form of terrorism
like an attack on critical infrastructure,”
ECMC'’s Quatroche told The Buffalo News.

Harnish believes that most medical fa-
cilities are woefully unprepared for the
kind of attack that hit ECMC, arguing that
it'snota question of if—but when—the next
health system will fall victim to malware.

The FBI's Cohen urges victims of ran-
somware to report incidents to the agen-
cy—regardless of the outcome—to help
it gain a more comprehensive view of the
current threat environment. “Our job is to
help, however we can, and the more that
we know about the types of attacks and
the tactics used enables us to better under-
stand the threat.”

To facilitate public-private collabora-
tion between U.S. businesses and the FBI,
InfraGard was established as a not-for-
profit organization to expedite the timely
exchange of information and promote mu-
tual learning opportunities when it comes
to cybersecurity. “That’s our way to not just
take information but provide information
back,” says Cohen.

For its part, the FBI suggests organiza-
tions focus on two main areas: prevention
in terms of both awareness training for
employees and robust technical preven-
tion controls, as well as the creation of a
solid business continuity plan in the event
of aransomware attack.

Healthcare organizations “need to build
a response capability—this is about resil-

ience in healthcare,” says Harnish.

Resilience is clearly a message that res-
onates with the industry. As results of the
HIMSS Analytics survey released in De-
cember 2017 showed, 97 percent of pro-
viders have a high level of concern about
cybersecurity and resilience—defined as
an organization’s capacity to adapt and re-
spond to adverse cyber events in ways that
maintain the confidentiality, integrity and
availability of data and services.

Calling cyber defense a “bit of a failed
concept” for hospitals, Harnish recom-
mends facilities not give up on prevention
but at the same time develop contingency
planning and train their staffs in how their
organization will deal with the loss of in-
formation systems as a result of such cy-
bersecurity incidents.

John Glynn, chief information officer at
Rochester Regional Health, another inte-
grated healthcare delivery system serving
Western New York and the Finger Lakes
region, says the ECMC ransomware attack
“really got the attention of our board—I'm
getting sick just thinking about it.”

Glynn notes that in the aftermath of
ECMC'’s cybersecurity event, one of the ben-
efits for Rochester Regional Health was it
forced the organization to “do more system-
wide downtime preparedness drills than
maybe we had previously.” He acknowledg-
es there are “multiple vectors of attack” that
healthcare organizations must be prepared
for, which is difficult because of the wide
range of cyber threats confronting them.

“The attackers are always going to find a
way in—that’s why it’s really essential to be
able to quickly detect and respond,” adds
Meditech’s Armstrong. “These are com-
plicated problems. When an attacker gets
into a system, you want to make sure that
the ransomware is gone and they didn’t
leave any backdoors in so they can come
backlater.”

Hospitals “need to be prepared for when
prevention breaks down,” Harnish says.
“Insulating patients from cyberattacks has
to be their No. 1 priority because it’s poten-
tially an issue of life and death.” m
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Providers look for help to meet value-based care challenges.

s value-based care takes

hold, healthcare organi-

zations are looking to bet-

ter manage populations of

patients to ensure care is
timely and effective. Information systems
are crucial in both collecting and analyzing
data, and developing actionable results that
can impact care.

Population health management applica-
tions aim to help providers improve oper-
ations. KLAS Research, which studies the
use of IT in healthcare organizations, sees
six areas of functionality that are essential
in population health management solu-
tions. These include:

« Data aggregation, the compilation of
data from disparate sources.

« Data analysis, which helps to stratify
a population across risk factors and make
predictions.

« Care management, which enable man-
agers to track, plan and coordinate care for
a population.

e Administration and fnancial report-
ing, which use dashboards and reports to
analyze fnancial and clinical results.

 Patient engagement tools, which help to
communicate with patients and track out-
reach.

e Clinician engagement functionality,
which enables physicians to use popula-
tion health management data at the point of
care, while also tracking utilization.

In a recent report on population health
management, KLAS Research identifed 12
vendors that are among those most depend-
ed upon by providers to help them direct
care of various patient populations. This
list summarizes KLAS’ study of the various
leading vendors.
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By Fred Bazzoli

Aliscripts

Allscripts offers population health manage-
ment solutions that work in tandem with its
electronic health records system. Its plat-
form is a combination of both acquired and
native solutions. Some of the tools under
the CarelnMotion solution are dbMotion,
Care Director, Care Management, Care
Team Management, Referral Management,
CarePort, Chronic Care Management,
FollowMyHealth and Population Health
Analytics.

Arcadia Healthcare Solutions

Arcadia combines population health man-
agement tools with consulting services.
The tools were originally built to be used by
the company’s consulting clients, though
non-clients now use its applications—cus-
tomers now include clinics, large national
acute care organizations and health plans.

Athenahealth

The company offers a vendor-agnostic PHM
suite that includes tools for claims data and

business intelligence functions. The compa-
ny also engages in risk-based profit sharing

with some of its PHM customers.

Cerner

Cerner’s Healthelntent platform for PHM

is EMR-agnostic, aggregating data on the
front end and then serving it up to sev-
eral different applications, ranging from
registry and analytics to care management
solutions.

eClinicalWorks

The company’s Care Coordination Medical
Record has several different modules for
data exchange, analytics, patient engage-
ment and care management, working in a
coordinated fashion with eClinicalWorks’
EMR and practice management systems.
The application is not sold outside of the
vendor’s EMR customer base.

Epic

The Epic population health management
functionality falls under the umbrella name
of Healthy Planet and is part of the Epic
EMR. As a result, the company’s customers
don’t have to deploy an additional module
to get access to Epic’s population health
functionality.

Forward Health Group

The company has many ambulatory practice
customers, but clients also include medical
centers and health systems. Typical popula-
tion health customers tend to be involved in
accountable care organizations, quality ini-
tiatives and pay-for-performance programs.

Health Catalyst

Health Catalyst’s analytics and data
visualization capabilities have been used
by healthcare organizations for years, and
many of the customers for these products
are beginning to use the company’s popu-
lation health management applications to
further leverage their data. Even those that
don’t are using its enterprise data ware-
house for activities related to population
health management.

HealthEC

A recent entrant to the PHM field, HealthEC
has been processing claims data since

the 1990s. Its customer base is mainly
composed of midsize acute care organiza-
tions—many of its clients are independent,
physician-led organizations, and they tend
to need to bring together data from a wide
variety of sources.

Lightbeam Health Solutions

Lightbeam offers a cloud-based, vendor-ag-
nostic PHM solution that includes analytics,
care management, patient engagement,
quality reporting and an enterprise data
warehouse. Its strengths are providing
insightful financial and clinical information for
the administrative staff of an organization.

NextGen Healthcare

The company offers a vendor-agnostic PHM
product with several applications geared to-
ward preparing and analyzing data to make it
useful for care coordinators and physicians.
The platform was developed by EagleDream
Health, which NextGen acquired.

Philips Wellcentive

The Wellcentive brand is a longstanding
player in the PHM market, offering a variety
of functionality important to managing pop-
ulations of patients. Customers range from
midsize ambulatory practices to hospitals,
ACOs, integrated delivery networks and
large health systems.
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GROUPS MAKE THE SHIFT

TO VALUE

IT is crucial in successfully taking on more risk.
By Maggie van Dyke

hysician groups that have

been aggressive in their pur-

suit of value-based care are

making progress toward the

Institute for Healthcare Im-
provement’s Triple Aim of improved pa-
tient experience, lower total costs and en-
hanced population health.

Progressive physician groups say sever-
al key competencies aided by IT, ranging
from care management to data analytics,
must be honed to survive and flourish as
fee-for-service payment shifts to fee-for-
value.
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With the introduction of the Quality
Payment Program in 2017, Medicare is
tying a portion of physicians’ fees to their
performance on quality and cost metrics.
QPP also encourages physicians to move
into Advanced Alternative Payment Mod-
els, which require physicians to take on
downside financial risk, or cover some
or all costs that exceed predetermined
spending targets for a patient population.

Preparing for risk-based payment takes
a combination of conviction and data, says
Jeff James, CEO of Wilmington Health.
“Our strongest point is that we have people

with different talents who are really com-
mitted to what we're doing, and we use the
data as the main tool to do it.”

A commitment to value needs to begin
at the top, says Scott Hines, MD, chief
quality officer and chief medical officer,
Crystal Run Healthcare, Middletown,
N.Y. “To do this well, you have to really
reconfigure the way that you do things
in the practice, to focus even more than
before on quality, experience of care and
cost of care. You can't just form an ACO
committee. You have to go down to the
grassroots level, convince the physicians
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that this is the best way to deliver care.”

Leaders at Crystal Run, an independent,
multispecialty group, are continually sell-
ing their vision to the practice’s 400-plus
physicians. In 2010, Hines and another se-
nior leader met with small groups of phy-
sicians to explain why the practice needed
to transition to value-based care. “Since
then we continue to beat the drum,” Hines
says. Quarterly meetings update physi-
cians on the practice’s progress; division
and department leaders attend a Leader-
ship Academy to learn key performance
improvement competencies; and new
physicians go through an orientation on
the practice’s value-based approach.

Physicians also need to see that the
practice is investing in key resources that
will help them manage patient popula-
tions. A recent American Medical Group
Association survey found that “hiring care
coordinators” was the most-cited invest-
ment among AMGA members preparing
for risk-based payment.

Other key investments revolve around
using data analytics. “Business intelli-
gence is really important,” says Marsh-
field Clinic’s Kori Krueger, MD, medical
director, Institute for Quality, Innovation
and Patient Safety. “It’s hard to be strate-
gic about where you're going, understand
what your clinical outcomes are, and
achieve financial targets if you don’t un-
derstand the current state and how that
differs from the state you'd like to achieve.”

Data analytic needs
A lack of data to inform population health
and improvement efforts is not an issue
among leading-edge group practices,
which have had EHRs for years. The oppo-
site is actually the problem.

“Our biggest challenge is taking all the
massive amount of data we have and try-
ing to boil it down into actionable infor-
mation,” says Rick Rinehart, CIO and vice
president, information technology, The
Carle Foundation, Urbana, I1l.

Two types of actionable information are
critical: risk stratifying populations and
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Attend AHIMA’s Data Analytics Workshop

\

The healthcare industry is amassing huge amounts
of data. Data that needs to be accurate, reliable, and
dependable. Organizations that embrace the “data
chaos” will thrive and have the opportunity to use
data to inform clinical decision-making and improve
patient outcomes, and measure quality and other
metrics..!

Attend AHIMA’s Data Analytics Workshop to master
the skills necessary become the “go to” personin
your organization.

DATA ANALYTICS WORKSHOP
APRIL 6 | CHICAGO, IL

At this one-day, hands-on workshop, participants will
learn the processes essential for examining data to
uncover hidden patterns and correlations to make
better decisions.

EXPECT TO:
* Understand statistical analysis and procedures
* Understand data mining techniques

» Position yourself as an HIM leader with superior data
analytics skills and knowledge

« Demonstrate data presentation skills that facilitate
actionable recommendations

* Formulate knowledge through case scenarios using
healthcare data

» Create, analyze, and manipulate healthcare data files
* Learn advanced MS Excel functions that may lead to
making data-driven decision

1 Strategies for Reading the Revenue Cycle for the Future. Sponsored by Cerner. HFM.

September 2017
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ahima.org/dataworkshop Management Association®
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GROUP PRACTICES

identifying performance improvement

opportunities.

Risk stratification
Segmenting a patient population into
high- vs. low-risk groups helps physician
groups prioritize those patients who most
need care management. “You've proba-
bly seen the Medicare numbers where 20
percent of patients are responsible for 80
percent of the costs—the 80/20 rule really
works in healthcare,” says John Cudde-
back, MD, the AMGA'’s chief medical infor-
matics officer.

Sophisticated risk stratification models
identify patients when they are beginning
to deteriorate and are likely to be admit-
ted to the hospital or visit an emergency
department in the next six months, Cud-
deback says. By contrast, first-generation
approaches, which have been used by in-
surers for decades, tend to identify high-
risk patients after they were admitted to
the hospital or visited an ED. These older
models often rely on claims data or after-
the-fact billing codes submitted by provid-
ers to describe healthcare services provid-
ed to patients.

Physician groups with EHRs containing
up-to-date biometric information, includ-
ing blood pressure and glucose readings,
can develop predictive models capable of
identifying patients who are on the cusp
of a downward spiral. “The big advantage
of including clinical data in your analytics
is you can see patients as their clinical pa-
rameters are beginning to deteriorate, and
you can predict not just a readmission but
an initial hospital admission,” Cuddeback
says. “This is a great time to intervene.”

The Carle Foundation has created dis-
ease registries within its Epic EHR for
asthma, diabetes and other conditions.
The vertically integrated network, which
includes Carle Physician Group and
Health Alliance Health Plans, developed
its own risk score to help segment these
disease populations. “We have a means of
stratifying that subset of a population to
understand who’s at most risk for disease

30 Health Data Management MARCH 2018

advancement because of their latest lab
values or because they haven'’t followed
up on some of their health and wellness
maintenance,” says Suzanne Sampson,
system vice president for information
management and analytics, as well as
project management. “Through that func-
tionality, we can do direct outreach to
those patients very efficiently.”

Other group practices are investing in
risk stratification software products. For
instance, Crystal Run Healthcare uses
Crimson Population Risk Management to
identify those patients mostin need of care
management.

Stratifying a population by patients who
did or did not receive critical screenings or
lab tests is different from identifying those
patients likely to be admitted to the hospi-
tal in the next six months, Cuddeback says.
EHRs on the market can be programmed to
send alerts aboutso-called gapsin care, like
missed screenings, but fall short of predict-
ing outcomes. “When you're talking about
predicting risk for poor outcomes, you need
more sophisticated analytics,” he says.

Performance
improvement
Marshfield Clinic’s population health
dashboard tracks 160 quality and cost
measures, pulling data from the organi-
zation’s robust EHR and data warehouse.
Physicians can see how well their patient
panels or individual patients are doing on
specific metrics and compare their scores
against those of other physicians, while
senior leaders can compare performance

across differentlocations and over time.

“That dashboard is 100 percent trans-
parent to everybody in clinical care de-
livery throughout our organization,” says
Krueger. “Using a drill-down application,
they can immediately see all the way down
to individual provider-level performance
on any measure.”

The dashboard has made it easier to
engage physicians around organization-
wide efforts, such as the blood pressure
improvement initiative that began in 2015.

“We used our medical record and our data
warehouse to understand the population
of patients who have elevated blood pres-
sure and hypertension, and we put togeth-
er a strong response for managing that
population,” he says.

The initiative has enlisted all physician
specialists, from dermatologists to plastic
surgeons, in tracking blood pressure rates
and ensuring any patient with high blood
pressure is referred to a primary care phy-
sician for followup. “We developed some
other dashboards for our medical subspe-
cialties where they can see things like how
often patients show up in their office with
a blood pressure outside the desired range
and how often staff appropriately take a sec-
ond blood pressure in those cases,” Krueger
says. As a result, Marshfield Clinic has in-
creased the percentage of people with con-
trolled blood pressure of 140/90 or lower to
the high 80 percent range, from the low 70
percent range in 2015.

Crystal Run Healthcare’s business intel-
ligence team has also been enlisted to help
guide performance improvement. One tool
it built helps pinpoint variation in physi-
cian treatment approaches, which informs
best practice discussions. “If you had two
people, same age, same sex, same genetics,
who both had hyperthyroidism, and they
saw two different doctors in the same orga-
nization, you would think they’d be treat-
ed in relatively the same way,” says Hines.
“But we've found that’s not the case.”

The variation tool compares the overall
charges per patient per year for specialists
treating the same disease. For example,
when looking at diabetes, the tool shows
each endocrinologist’s average charges
per patient for the past year.

“No matter what diagnosis, no matter
what specialty, we usually find a three- to
four-fold variation between the providers
on the left and right side of the graph,”
says Hines. “The reason is not that some
providers have sicker patients or that oth-
ers have better quality. The reason is a lack
of awareness of, and adherence to, evi-
dence-based practice guidelines.” B
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Could analytics be healthcare’s
new superpower?

Discover how social determinants
of health can improve patient
care management.

@ LexisNexis’ Health Care
RISK SOLUTIONS

If providers could predict future health issues, they could be proactive in preventing
them. But do diagnostic tests and office visits provide enough information?
Fortunately, the clues lie in socioeconomic data.

Factors like education, employment and family support are proven social determinants
of health that account for as much as 50% of a patient’s outcome.! When used along
with clinical data, providers gain better insight into a patient’s health risk.

LexisNexis® Health Care gathers socioeconomic data from billions of public records
and uses predictive analytics to uncover hidden health risks.

To learn more, visit us at HIMSS Booth 3438, call 866.396.7703
or visit risk.lexisnexis.com/healthcare/provider

1Bridget C. Booske et al, “Different Perspectives for Assigning Weights to Determinants of Health,” http://www.countyhealthrankings.org/sites/default/files/
differentPerspectivesForAssigningWeightsToDeterminantsOfHealth.pdf, February 2010

LexisNexis and the Knowledge Burst logo are registered trademarks of RELX Inc. Copyright © 2018 LexisNexis. All rights reserved.
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What emerging technologies

hold the most potential for the
healthcare industry?

Two areas in which we're innovating are
block chain and machine learning. Both
require a vast quantity of high quality data,
which gets to the heart of what LexisNexis®
Health Care does.

Blockchain has potential to transform
healthcare and fix some of the more
difficult issues that currently plague

the industry. It could be used to create

a common, highly secure database of
health information that doctors and
providers could access, facilitating
better patient care and better sharing of
research for new drugs and treatments.

In machine learning, we're involved in
collecting and integrating vast data
sources including public records data,
healthcare provider data, claims data,
business data and more. When that
data is put into predictive models, it can
identify health risk. With insights gleaned
from data, medical personnel don't have
to wait for a patient to display symptoms
before taking action. They can focus

on prevention to avoid disease, health
complications and hospital readmissions.

What are the challenges
associated with strategically
implementing innovative
technologies?

Visionaries | Visit us at HIMSS18 #3438

LexisNexis has mastered the art of combining, analyzing and delivering data
and analytics to optimize quality, performance and impact across health
care entities. Our solutions leverage the industry's most robust and accurate
socioeconomic and provider data, comprehensive public records, proprietary

linking and claims analytics, predictive science and computing platform to

transform the business of health care.

David E. Glowacki, VP Technology, LexisNexis Health Care
Jeff Diamond, Vice President of Market Planning and Product Management,

LexisNexis Health Care

Most organizations are managing
multiple priorities, which can limit their
ability to develop a change management
strategy. Innovative companies recognize
the cost and time investment associated
with implementing new technologies but
place a higher value on the benefits that
will result.

They foster an innovative culture

that encourages people to think
independently and be open to different
perspectives. They empower employees
to be creative by dedicating resources
in time and money. They involve the
primary stakeholders in development.
Post implementation they work toward
ensuring the technology is adopted and
being used by stakeholders, while always
driving toward that ROI.

How can innovative technologies
help healthcare organizations
achieve the coveted triple aim?

We believe data can greatly contribute

to improving the patient experience,
improving the health of populations and
reducing the per capita cost of health care.

The amount of available data is growing
exponentially. Socioeconomic data, claims
data and personal fitness data can all

be integrated with a patient's medical
history to provide a clear, comprehensive
lens into that person’s health. A bigger
picture allows you to more easily identify
a patient who is at risk and intervene to

prevent a medical episode, one that might
involve costly treatment or chronic care.
The same idea can be applied to the
population at large. When you aggregate
large amounts of disparate data and link
them together, you can see patterns, track
trends and draw insights that might not
otherwise be apparent. The data can be
analyzed to understand patient behavior
and then drive smarter decisions about
intervention and treatment options.

How can organizations justify
investments in new technologies?
At LexisNexis, a big part of what we do
for our clients is promote innovation

by harnessing the power of data and
transforming key work streams. We enable
healthcare organizations to leverage
data and analytics to manage patient
and provider information, improve health
outcomes, identify market opportunities,
reduce fraud and ensure compliance. We
help them to use data technology in ways
that mitigate their risk while improving
their efficiency.

In today's fast-paced world, the real
question isn't, "How can organizations
justify investments in new technologies?”
It's "How can they NOT justify those
investments?"

If you'd like to know more, please contact us:
1000 Alderman Drive, Alpharetta, Georgia 30001

call: (866) 396-7703

visit: https:/risk lexisnexis.com/healthcare/provider
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What emerging technologies

hold the most potential for the
healthcare industry?

In today's evolving healthcare environment,
we are experiencing the impact of an influx
in healthcare data, health systems moving
away from legacy systems and archiving
data, and an increase in solutions for
patient involvement towards a value-based
healthcare system. Simultaneously, there are
technological advances and innovations in
response to these trends.

As patients become more engaged in their
healthcare experience, providers want the
technology and tools to communicate with
patients and provide the best care possible.
An increasing amount of applications are
being developed to foster that involvement,
such as Rx.Health by Mount Sinai, which
treats mobile applications as prescriptions
for patients.

However, with patient's involvement, health
systems and hospitals must now have the
ability to manage the clinical data exchange
with a robust communication platform.

An influx of data, coupled with managing

it from disparate systems, necessitates a
data interoperability platform that can
move discrete data across all parts of

the healthcare network, enabling internal
management and data tracking. The
development of economical clinical data
exchange platforms that can empower
health systems to track clinical data requests
and responses, search documents easily,
validate if documents are CMS RADV
compliant, and identify RAF scores are all
critical for increased reimbursements in
value-based models.

Cost-cutting technologies like interface

Kamal Patel, Chief Information Officer, ELLKAY

engines are near the top of the innovation
list. Instead of building and implementing
new interfaces each time, cloud-based
interface platforms allow health systems
and laboratories to reuse existing interfaces.
They allow for non-technical resources to
easily configure interfaces using drop-down
lists and achieve super-fast deployments

- sometimes within minutes. Another
significant cost-cutting technology is legacy
systems archives. As health systems become
increasingly reliant on their EMR, they are
looking for streamlined ways to access the
data stored in their legacy systems. Archive
systems link directly to the EHR and offer

an alternative to read-only data, complying
with federal regulations and maintaining
continuity in patient care by retaining access
to patient data in an actionable, economical,
and meaningful format.

What are the challenges associated
with strategically implementing
innovative technologies?

With archive systems, for example, the
biggest challenge is for health systems to

be aware that the option to shut down
expensive maintenance fees for their legacy
systems even exists. Once they invest the
initial few weeks to understand the processes,
options, and workflow, then additional
attention to proper resource allocation is also
important.

With the implementation of modern
interface platforms, an initial challenge is
understanding an entirely new concept and
how that new tool can solve an immediate
challenge. When CIOs commit and recognize
the long-term benefit of an interface engine
strategy, they can drive the shift in how their
personnel resources are used, relying on
project managers to execute the strategy

Visionaries

ELLKAY is a leader in building creative, cloud-based solutions for advanced
connectivity, structured data access, interoperability and workflow management,
allowing you to concentrate on high-quality patient care. With connectivity to

over 40,000 practices across over 550 EHR/PM systems, ELLKAY builds the data
pipeline for across the care continuum. Specializing in extracting and converting
clinical data from virtually any source EMR system, we are the healthcare industry's
‘Data Plumbers.”

rather than leaning on developers to create
new projects all the time.

How can organizations justify
investments in new technologies?
Hospitals and health systems investing in
new technologies, particularly some of those
we have explored, will actualize significant
savings quickly. Often, it is a small investment
in the short term for substantial positive
revenue impact in the long run.

Investing in archive systems reduces
ongoing costs and enables the retrieval of
consolidated legacy patient data stored in
various systems from within their primary
EHR - making it easy-to-use and simple.
A cost effective clinical data exchange
platform provides a holistic view of the
patient's history from various sources,
helping to decrease duplicate testing,
improve the patient's experience and
engagement, and document for quality
and risk.

Interfaces that are speedy to implement
significantly reduce development costs,
saving health systems the time and
resources associated with hiring interface
developers with high salaries. In less

time and with faster deployment, an
interface engine changes the development
timeframe from months to days and
sometimes minutes.

Tools and technologies like these, and
others, have been developed in response
to market needs and challenges. They
have the potential to not only improve how
healthcare is delivered, but also transform
the operational and financial workflow
that will result in a significant, positive,

If you'd like to know more, please contact us:

200 Riverfront Blvd, EImwood Park, NJ
call: (201) 791-0606

visit: www.ELLKAY.com
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BERG Analytics

Value-based care is on its way
toward becoming the dominant
care delivery model in health
care. What technologies do
health-care organizations need
to implement to succeed under
this emerging model?

The pay-for-performance model is a
critical next stage in health-care dynamics
— not only in the U.S,, but around the world.
Health-care services, procedures and
medical interventions are becoming more
sophisticated and, at the same time, more
expensive. Because of the high cost of new
gene-editing technologies — some have
price tags of up to $1million — patients and
payers want the reassurance of treatment
efficacy at the individual level.

As more sophisticated, expensive and
complicated treatments come to market,
the concept of assessing intervention
success on "average” will fade away. The
industry can not justify 20% efficacy
statistics, as on the other side, 80% of
the population have no benefit from the
intervention. Currently, payers reimburse
failed treatments en masse, and this has
only been possible in health care. But this
approach is rapidly changing as health-
care costs rise.

Precision medicine tools — specifically
advanced analytics and artificial
intelligence — will gain significant market
share in health information technology
within the next five years. Deep analysis

Slava Akmaey, Ph.D., Head of BERG Analytics

and interpretation of the available
molecular data (such as genomics and
metabolomics) is necessary to drive the
specificity of care. Also, new waves of
mobile data, thanks to wearables, are
flooding the health-care market.

Improved patient engagement

is an imperative for health-

care organizations. How do you
envision health-care organizations
using smart devices and other
consumer-facing tools to more
fully engage patients in their care?
Many organizations are already collecting
and/or monitoring patients' vital data via
mobile tech, so | see substantial growth

in the telemedicine market over the

next decade. Smart mobile devices and
wearables are making tremendous strides,
starting with heart-rate monitoring and
the recent advancement of EKG recording
on smart watches. Most likely, we'll see
widespread adoption of telemedicine in
Asia and the developing world before it
impacts the U.S. and Western Europe.

Staffing has emerged as a major
challenge for health care. What
staffing strategies can health-
care organizations adopt that

will enable them to fully leverage
technology innovations?

Training in IT, data science and machine
learning are requirements for the
successful implementation of data-driven
strategies in any health-care organization.

BERG Analytics provides real time predictive and prescriptive solutions that optimize
patient treatments and improve population health. BERG's Artificial Intelligence
platform, bAlcis® uses powerful technology to deliver new insight, validate clinical
trials and drive better performance for healthcare organizations. BERG Analytics
provides healthcare stakeholders with actionable Intelligence promoting best
practices while supporting value based care initiatives.

Where telemedicine, advanced analytics
and artificial intelligence are typically
not well developed within health-care
environments, health-care organizations
must decide whether to buy or hire. While
some of the largest pharmaceutical
companies are widely adopting
data-driven approaches within their
organizations, and making the transition
to the data-and-medicine philosophy,
growing such capabilities internally is

a formidable task for most health-care
organizations.

Artificial intelligence is having

a significant impact on how
businesses and consumers use
technology. How can health-care
organizations best leverage Al
technologies?

Artificial intelligence is a big term that is
often overused. Data research has played
a vital role in health care for decades, with
statisticians and medical informaticians
successfully using data-analysis tools

to predict outcomes. It's important to
understand that Al allows researchers and
clinicians to identify key insight in myriads
of data points in a hypothesis-free
manner. Advanced predictive methods
can help health-care organizations

to better manage complex treatment
pathways, identify patients at risk of
complications and adverse drug reactions,
and ultimately provide personalized care
leading to better outcomes.

If you'd like to know more, please contact us:
500 Old Connecticut Path, Framingham, MA 01701

call: (617) 588-0083

visit: http:/www.bergaianalytics.com
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Amidst all of the noise in this digital healthcare world, we're quietly building an innovative and effective lineup of solutions

and services to help your organization thrive — no matter where it may be on its journey to digitization. Document management.
Interoperability. Diagnostic Image Management. Artificial Intelligence. Accessing patient information and securely sharing it to
support critical decision making. Konica Minolta has all the bases covered. Our breadth of technologies, expertise and leadership
provides a solid game plan for being a trusted advisor and partner in the digital transformation of your organization.

Visit us at Booth #832 to learn more about our innovative solutions and enter our baseball challenge g?j“'fﬂmm,

to win some grand slam prizes — autographed baseballs, game tickets and more! ~E .
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Konica Mino

Konica Minolta is an innovative global organization focused on delivering value to our
customers through a comprehensive suite of solutions, including industry-leading printer
technology, software solutions and healthcare IT and consulting services, yielding
improved workflow efficiency, patient and provider engagement, cost reduction and
enhanced security and compliance. Our solutions range from enterprise content and
diagnostic image management to telehealth and healthcare analytics.

Value-based care is on its way
toward becoming the dominant
care delivery model in healthcare.
What technologies do healthcare
organizations need to implement
to succeed under this emerging
model?

The technologies needed to realize the shift
to value-based care include interoperability
and population health management.
Interoperability, such as Direct Messaging,
Health Information Exchanges, HL7 and
APIs, allows timely patient data liquidity
between disparate systems, giving providers
complete patient records at point of care
for more informed decisions. A complete
patient story includes clinical, financial and
social determinant data (both structured
and unstructured).

With complete patient data, Population
Health Management solutions will
leverage predictive analytics, NLP and ML
to increase risk stratification accuracy,
improve quality, measure outcome, and
deliver comprehensive yet personalized
care management.

Improved patient engagement

is imperative for healthcare
organizations. How do you envision
healthcare organizations using
smart devices and other consumer-
facing tools to more fully engage
patients in their care?

As providers explore the quiet revolution of
digital healthcare, they are realizing that
smart devices are vital for a connected,
digital healthcare organization to provide
the best patient care available.

Smart devices and consumer facing
tools empower patients to take greater

Visionaries | Visit us at HIMSS18 #832

to

ownership of their healthcare . For example,
implantable metabolic devices measuring
glucose levels for diabetic patients and
mobile apps for more effective patient
portal access and engagement could play
a big role and change the way providers
interact with patients. The best patient
engagement tools connect people in non-
intrusive ways and can easily adapt to
natural thought processes and behavior.

Staffing has emerged as a major
challenge for healthcare. What
staffing strategies can healthcare
organizations adopt that will
enable them to fully leverage
technology innovations?

With the rapid pace of innovation,
cybersecurity risks, and complex regulatory
environments, healthcare organizations
must implement strategies to maximize
process efficiency. Workflow automation,
utilizing content management systems and
more esoteric technologies like mobile video
robots can dramatically improve efficiency
and allow staff to focus on patients.
Challenging areas like cybersecurity can be
improved by partnering with a managed
security services provider. Healthcare
organizations need a technology partner
who knows the organization's culture and
business needs and offer needed solutions
and services. This eliminates the need for
hiring resources to maintain a 24X7 service,
but compliments the internal resources
with external teams who offer expertise
and knowledge, and assist with the
implementation.

Artificial intelligence is having

a significant impact on how
businesses and consumers use
technology. How can healthcare

Joe Cisna, MBA, MHA, CHP, Healthcare Solutions Manager, Konica Minolta

organizations best leverage Al
technologies?

As healthcare organizations gather large
quantities of data through interoperable
exchange from multiple and often disparate
datasets, the efficient processing, analysis
and utilization of that data for patient

care becomes critical. Al technology has

the potential to leverage machine learning
capabilities enabling accurate and real-time
decision making, improving overall operating
efficiency and reducing unnecessary costs.
With Al, health systems can reduce the
costs of treatments and optimize their
organization's processes. Through innovative
approaches like smart assistants, computer-
controlled or robotic therapeutic systems
which integrate into streamlined clinical
workflow, Al can improve healthcare delivery
and patient experience, care plan adherence,
outcomes and reduce costs.

Data security remains an

ongoing challenge for healthcare
organizations. What technologies
can healthcare organizations use
to better protect data?

Safeguarding patient data is the top priority
for any healthcare organization. Also,
healthcare organizations must be compliant
with extensive regulations (HIPAA, HITECH,
etc.). Securing PHI and guarding against
ransomware are just two cybersecurity
concerns to address. The growing use of
connected devices to treat patients also
significantly increases the risk. The key is

to make sure technology is being used to
constantly monitor the networks against
vulnerabilities at various levels (external,
internal and wireless). Proactively monitoring
the networks and, if a breach occurs, having
a capability to isolate the systems and
address the breach is vital.

If you'd like to know more, please contact us:

100 Williams Drive, Ramsey, New Jersey 07446

visit: kmbs.konicaminolta.us
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Population Health
Management
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There’s no shortcut to succeeding in value-based care. And your EHR
can only take you so far in obtaining vital insights outside your system
and across populations.

Turn your data into knowledge and knowledge into power with the right
population health management solution. It can deliver the

actionable, longitudinal data you need to manage the health of your
populations cost effectively.

Get broader, deeper insights and fund your ongoing progress in
value-based care with Philips Wellcentive.

www.wellcentive.com/HDM




Philips

What emerging technologies
hold the most potential for the
healthcare industry?

Artificial Intelligence: Bringing its promise
back to earth. HBR and others have
reported on the importance of forgoing
the moonshot of Al by identifying
pragmatic applications of it. While health
systems remain skeptical about the
hype, deploying Al for business process
improvements, supercharging analytics,
and engaging patients has real promise.
We're deploying Al to predict risk in both
home and care settings to drive better
outcomes and lower costs.

Actualizing Interoperability with brains,
brawn and lessons learned. Today's health
systems find themselves wrapped in a
"quilt” of solutions as they add a deluge
of new technologies to their existing
platforms. There is no single-vendor
solution, and there is no substitute for
insights, experience and doing the hard
work to create accurate, actionable and
truly interoperable data. While there

are no shortcuts, the potential rewards
are great, as the right population health
management (PHM) solutions can provide
comprehensive insights from outside the
health system and across populations to
drive true value-based care.

Telehealth: More than a technology.
Many see telehealth as a technology,
but its genuine potential is found in its
power to create a new access point and
drive patient choice. Providers must

be intentional about how and why they

Niki Buchanan, Business Leader, Philips Wellcentive

engage in virtual care. Telehealth is more
than a substitute for how we've delivered
care for hundreds of years. It is paving
a path for a new care delivery model.

What are the challenges
associated with strategically
implementing innovative
technologies?

[lluminating blind spots: Seeing beyond
the EHR. Our analysis shows that even

in markets with a "dominant” EHR, more
than 40% of these delivery areas are
strewn with many other vendors. When

so much critical data exists outside the
EHR, providers need visibility to a patients’
longitudinal care journey. EHRs will remain
an important contributor, yet we need
truly integrated data across the care
continuum to keep populations healthy.

Clinician time is under siege — optimized
workflows are more important than ever.
A primary care visit lasts just 18 minutes,
but doctors must cover seven issues
during that time. Given that some 50%
of clinicians' time is spent engaging with
the EHR, less time is available to view the
patient holistically. Getting longitudinal
data in the workflow, at the point of care,
is critical. We're partnering with other
companies to provide that relief.

Partnerships are perishable. As new
technologies enter the market, so do

a barrage of new vendors offering
them—opening a floodgate of
innovation. However, providers and
vendors alike must carefully weigh new

Visionaries

Since 2005, Philips Wellcentive has driven quality improvement, revenue growth and
business transformation for healthcare organizations transitioning to value-based care.
Our PHM solution provides long-term partnership services to impact clinical, financial and
human outcomes. Recognized as a leader in population health management in reports by
KLAS, IDC and Chilmark, Philips Wellcentive helps customers provide care management
for more than 49 million patients and achieve more than $700 million in value-based
reimbursements in 2016.

entrants and their ability to survive
long-term to separate those with
transformative merit from those that
cannot stand the test of time. The cost
of disruption caused by innovation that
lacks enduring value is too high.

How can innovative technologies
help healthcare organizations
achieve the coveted triple aim?
Accelerating time to treatment.
Telehealth plus predictive analytics
improves access, builds workflows around
patient needs and speeds their care.
Partners Healthcare used the predictive
capabilities of Philips CareSage and
remote patient monitoring to reduce
the risk of emergency transport in a
frail elderly population, avoiding an
estimated 224 hospital admissions and
saving $2.2M.

Hardwiring population health, now.
Improving the health of populations
can happen quickly. Ascension Medicall
Group ot Borgess used our platform

to identify, target and outreach to

their diabetic population that had
uncontrolled blood glucose levels.

They set a lofty goal of reducing their
hemoglobin Alc levels by 20% in one
quarter. Our platform revealed that over
67% weren't being seen in the office.
Impressively, they exceeded their initial
goal and have sustained improvements
since the program began in 2015.

They are a great example of having
"hardwired” population health in their
new care models.

If you'd like to know more, please contact us:
100 North Point Center East, Suite 320, Alpharetta, GA 30022

call: (877) 295-0886

visit: www.wellcentive.com/HDM
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You see that Medicare inpatient expenditures
are 37 percent higher than expected.
We see why.

Shine the light on solutions to your healthcare organization’s biggest problems.
The 3M™ Performance Matrix Platform, powered by Verily. See more at 3M.com/WeSeeWhy.
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What emerging technologies
hold the most potential for the
healthcare industry?

New and emerging technologies that
address the growing demand for
performance management analytics
hold significant promise. Although
industry organizations are already

using a variety of analytics tools today,

| don't think these tools have reached
their full potential. Many provider and
payer organizations continue to focus on
single vertical views of data—within just
one facility, for example—rather than
analyzing operational outcomes across
healthcare delivery systems and patient
populations. We have to understand
interdependencies between sites of care,
as well as caregivers, if we are to uncover
meaningful data insights. Only then will
we be able to identify the root cause

of inefficiencies and promote real and
sustainable improvements in healthcare
quality and cost.

We also will see consumer-directed care
programs become more mainstream

as patients become more actively
involved in managing their own care. This
trend will be enhanced by technology
advancements and further investment

in telemedicine and virtual health.

Also, watch for more innovation on the
horizon related to the Internet of Things.
Faced with many competing priorities,
healthcare organizations must determine
how best to leverage these emerging

technologies to improve patient care and
lower costs.

What are the challenges
associated with strategically
implementing innovative
technologies?

New technologies, tools and platforms
often come with people and process
challenges. Change can be difficult

for medical and operational teams,
making change management an
essential component of any technology
implementation. Culture is a word we
hear a lot lately, but the culture of your
organization can create roadblocks and
ultimately be a huge factor in whether

a new technology succeeds. We've also
seen organizations underestimate the
importance of planning for scale when
designing a data architecture strategy.
Associated with that, organizations need
to factor in data normalization needs
and consider any issues in securing data
use rights. Both issues must be carefully
considered during the planning process to
prevent problems down the road.

How can innovative technologies
help healthcare organizations
achieve the coveted triple aim?
Providers and payers share similar goals
centered around the three dimensions
of the Triple Aim. The most effective
way to achieve these goals and reduce
costs is to adopt technologies that
foster collaboration between payers and

Visionaries

With solutions in over 20 countries and 7,500 hospitals worldwide, 3M Health Information
Systems (HIS) is the global leader in coding, classification, grouping, and performance
management software and consulting services. From improving efficiency of medical records
coding, to outlining success in value-based care, 3M HIS helps tackle challenges in a fee-for-
service world, while helping to move clients into a value-based world.

Garri Garrison, Vice President of Performance Management, 3M

providers. Payers should share as much
data as possible with providers and
invest in the data infrastructure needed
to give providers point-of-care access to
information. Payers should invest in tools
that are proven to lower medical and
administrative costs and enhance quality
of care—and then share these tools with
providers. Examples include tools that
stratify clinical risk and analyze pathways
of care, allowing care management
teams to focus on the critical few.
Likewise, providers must be willing to
make a concerted effort to improve data
quality and incorporate administrative
claims data and other types of data
from payers into their daily workflow.
This includes data about access patterns
or data about patients whose disease
progression varies from the norm.

How can organizations justify
investments in new technologies?
Regardless of the investment, healthcare
organizations should always ask

three key questions when allocating
budget dollars: Will this investment
improve patient care? Will it help us

be more efficient at delivering care?
Will the investment help lower costs?
Answering 'yes' to these questions
directly connects the investment to the
Triple Aim. Investing in new technology
is no different. A healthcare executive
should take a hard look at emerging
technologies with these same three
questions in mind.

If you'd like to know more, please contact us:
3M Health Information Systems, 575 W. Murray Blvd., Salt Lake City, UT 84123

call: (800) 367-2447

visit: www.3M.com/HIS
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RACING TOWARD

INNOVATION TO
IMPROVE THE
CARE EXPERIENCE

Sachin Gupta, MD, a pulmonologist and
technology enthusiast, is predicting an explosion
of digital innovation in healthcare.

"With respect to digital health, | think there's a
bit of an arms race going on between hospitals
right now,"” Dr. Gupta said. “Digital innovation
pilots are happening in many health systems
because patients are demanding to receive care
with these innovative tools. So, hospitals and
health systems are going to be forced to adopt
innovative technologies whether they want to

] (Continued on page A16)




Psyche Systems Inc.

What emerging technologies
hold the most potential for the
healthcare industry?

Telemedicine, interoperability and loT are
the emerging technologies that hold the
most long-term potential for providing

a platform for continued technological
development and expansion in the
healthcare industry.

What are the challenges
associated with strategically
implementing innovative
technologies?

The biggest challenge is understanding
the new technology along with the
potential and practical uses of it. Once
you have the knowledge - and a comfort

with it — you can create a strategic vision.

You will need a short-term vision to test
your theory and direction and a longer
term vision to build towards which will
allow you to realize maximum potential.

Another common challenge is building
consensus within your organization.
Getting others on board with your
vision and in some cases that includes
the necessity of educating them on the
potential of the new technologies.

There is always the budget procurement
issue. With a well vetted vision and

articulate plan, the budget process
should be fairly simple.

How can innovative technologies
help healthcare organizations
achieve the coveted triple aim?
The direction the entire healthcare
industry is moving in is toward the triple
aim. It will be necessary to incorporate
innovative and new technologies to
even imagine the achievement of the
triple aim. You must consider the need
for interoperability, population buy-in
for their participation and usage, and
the healthcare entities IT infrastructure
needs. All of this is necessary to
understand the puzzle and how the
pieces need to communicate in what

I am now calling a full-directional
fashion. Interfaces are only built to be
unidirectional and bidirectional. What
| am referring to is interoperability-it

is full circle communication of data
between multiple parties, including
applications and IT middleware.

What are the best practices
associated with a successful new
technology implementation?
Proactive communication and a solid
implementation plan are the keys to
any successful implementation. You
need to understand the strategy and

Visionaries

Psyche Systems Corporation is a private, profit-driven software company focused exclusively on
laboratory information software for hospitals, clinics, reference and private labs since 1976. This
focus on serving our core customer base enables Psyche to maintain strong customer loyalty
while delivering high quality products and services at a competitive price. Psyche Systems'
best-of-breed products designed to meet the specific needs of anatomic pathology, cytology,
histology, dermatopathology, Gl, clinical, toxicology, microbiology and molecular laboratories.

Lisa-Jean Clifford, Chief Executive Officer, Psyche Systems Inc.

objective, the timeframe and to have
the right people on the team. Everyone
must be clear on the outcome you are
all targeting and the steps necessary to
get there. Each team member must be
clear on their role and what is considered
successful completion of their role in the
overall plan. Regular communication
between all parties is necessary and
interdependencies must be clearly
highlighted. Team members who are
able to help each other in covering

key areas of knowledge and skill are
extremely helpful.

Testing, testing and more testing. Be
prepared with a test plan for every
scenario or use of the applications and
technology and be ready to adjust if
necessary. Understand what constitutes
a successful launch.

Do not drop the project once it is 'live".
Audit and revise if necessary so that
advances in the industry aren't lost
because your implementation became
stale. Update and rework your workflows
if necessary to continue to expand on
the potential uses and toke advantage
of new directions that your technology
platform can move in.

If you'd like to know more, please contact us:

25 Birch Street Building B, Milford, MA 01757
visit: www.psychesystems.com

call: (800) 345-1514
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Consumers

are now taking
financial
responsibility
because of all the
high deductibles,
high out-of-pocket
healthcare
expenses. So,
they are more
cognizant of the
quality of care
that they are
receiving.

(Continued from page A14)

or not. And | think they want to,
because they are also interested in
their bottom line."

Indeed, the healthcare industry is
moving toward the increased use of

a variety of innovative technologies
including telehealth, Internet of Things,
artificial intelligence, virtual reality,
wearables and others (see sidebar).

Much of this growth can be attributed
to the need to meet consumer
expectations in an increasingly
connected world.

"Consumers in healthcare have
changed quite a bit. Consumers are

now taking financial responsibility
because of all the high deductibles,
high out-of-pocket healthcare
expenses. So, they are more cognizant
of the quality of care that they are
receiving,” said Paddy Padmanabhan,
author of The Big Unlock and CEO

of Damo Consulting, Oak Brook,

Il “If consumers don't have a good
experience, they're not going to come
back. So, in order to provide consumers
with a good experience, healthcare
organizations need to start digitizing
their experiences. Organizations can
start by giving them the tools, mobile
apps and handheld devices that can
improve the care experience.”

(Continued on page A18)

Studies Show Market Growth for Healthcare Technologies

» As healthcare organizations move toward increased innovation, a variety of
technology markets are expected to experience growth:

» The global market for healthcare artificial intelligence software, hardware and
services will increase from $235 million in 2016 to $19.3 billion by 2025, according

to Tractica.

« The global telehealth market is expected to reach $12,131 million by 2022, growing
at a compound annual growth rate of about 30.1% between 2017 and 2022,
according to a report from Zion Market Research.

» The world Internet of Things healthcare market is expected to reach $136.8 billion
by 2021, growing at a CAGP of 12.5% between 2016 and 2021, according to research

from Research and Markets.

* The augmented and virtual reality in healthcare market was valued at $769.2
million in 2017 and is expected to hit $4,997.9 million by 2023, a CAGP of 36.6%
during the forecast period, according to a report from Markets and Markets.

« The healthcare wearables market will exceed revenues of $10 billion in 2022,
according to a market forecast from ABI Research.

« The health intelligent virtual assistant market hit $180 million in s018 and is
expected to grow at a 31% CAGR from 2017 to 2024, according to research from

Global Market Insights.

A16



Casenet

Value-based care is on its

way toward becoming the
dominant care delivery model in
healthcare. What technologies
do healthcare organizations
need to implement to succeed
under this emerging model?
Population health management (PHM)
will eventually morph into a Health
Engagement model and away from the
"management” theme the industry has
traditionally embraced. When patients are
engaged in their own care, higher quality
care and more meaningful interactions
result. The stronger the patient
engagement, the more likely a positive
outcome which will drive success in

a value-based care model. Technologies
that streamline the management of
patients with the most complex conditions
while also maintaining the wellness of
healthy as well as at-risk populations
should be implemented to deliver on
value-based care. For value-based care
to progress, we must expand our
discussion to leverage the technological
advances in analytics, access to
expanding data sources, and the
evolution of care management systems
enabling complex multi-role processes
and engagement methods.

Improved patient engagement

is an imperative for healthcare
organizations. How do you
envision healthcare organizations

Peter Masanotti, Chief Executive Officer, Casenet

using smart devices and other
consumer-facing tools to more
fully engage patients in their care?
Improving patient engagement requires
the implementation of consumer-

facing tools that fit into consumer
lifestyles and buying habits. These

tools and smart-devices must be easy
to use and acquire, serve multiple
purposes much like the cell phones and
downloadable apps of today, and be
simple to maintain. Innovative health
and wellness solutions such as consumer
wearables with active monitoring, in-
home monitoring and environmental
assessment devices, user-friendly portals
and virtual personal companions are
necessary to get consumers more
involved in their healthcare.

Artificial intelligence is having

a significant impact on how
businesses and consumers use
technology. How can healthcare
organizations best leverage Al
technologies?

With the massive amount of data
being gathered, collected in systems
and accessed by clinicians, artificial
intelligence (Al) is imperative to more
quickly and precisely mine data to spot
trends, identify risks and take actions.
Al is already being used to improve
X-ray scanning, more accurately identify
cancers and further analyze lab results.
Al can also be used in real-time to

Visionaries

Casenet is a leading provider of population health solutions. Casenet provides healthcare
organizations around the world a single, comprehensive experience with their members so they
can effectively coordinate the delivery of care to individuals and populations at appropriate
costs. Casenet aligns data and resources, so care can be managed with confidence. As a result,
care teams can improve the delivery and quality of healthcare for everyone.

assist in the delivery of care from the
operating room to the ambulance. Al
clinical support can also be used for rural
telemedicine and care coordination. The
possibilities are endless if healthcare can
be extended beyond cities and delivered
to rural areas and countries where care
access is often limited. In Copenhagen,
dispatchers are already testing the use
of Al to identify cardiac arrest symptoms
purely from what is said to the dispatcher
on the phone. This ability is extended
even further if the Al analysis can then be
used to dispatch a drone with automatic
defibrillators to the location of the
patient, alert the appropriate care teams,
and automate the care coordination and
follow up tasks required to manage this
patient's eventual transition home.

As the capabilities of Al increase, it will
be adopted more readily by clinicians
and care coordination teams. This

will enable earlier identification of
illnesses and more rapid intervention
resulting in the positive outcomes the
industry expects from population health
management and value-based care.

If you'd like to know more, please contact us:

36 Crosby Drive, Bedford, MA 01730
call: (781) 357-2700

visit: http:/www.casenetllc.com
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About 80% of
people are doing
a Google search
or some kind of
digital search to
find healthcare
providers at

a location near
them.

(Continued from page A16)

Customer is king

As such, many trailblazing healthcare
organizations are looking to get out
ahead of the technology curve and
provide consumers with what they
want — and need. For example, AMITA
Health has embarked upon what
Deborah Fullerton, CMO and VP, calls
a "digital retail journey" as the health
system aims to focus keenly on the
needs of patients.

"We held a retreat for leadership last
spring about the consumerization of
healthcare. Our leadership understands
that we need to ensure our organization
thinks and acts more like a retail
environment," Fullerton said.

As part of this consumer-focused
effort, the Arlington Heights, Ill.-based
health system has implemented an
online appointment scheduling system

A18

that intelligently matches patients
with available healthcare providers.
With this system in place, patients
can use online search tools to access
the AMITA Health physician directory
and easily book appointments with
providers who accept their insurance
and match their individual healthcare
needs. Patients can quickly see which
providers are available at their desired
times, without having to pick up the
phone or wait on hold.

"About 80% of people are doing a
Google search or some kind of digital
search to find healthcare providers at
a location near them. So, we are giving
them a mobile-ready way to find the
information that they need. We are
making it possible for patients to tailor
their search by ZIP code, specialty,
ailment or physician. Giving them the

(Continued on page A20)



MEDITECH

Improved patient engagement
is an imperative for healthcare
organizations. How do

you envision healthcare
organizations using smart
devices and other consumer-
facing tools to more fully engage
patients in their care?

At MEDITECH, we are dedicating the
time, research, and investment into
ensuring our customers and providers
not only meet future health paradigm
requirements but fully engage their
patients in doing so. Physicians shouldn't
be glued to a computer screen nor turn
their back on a patient when they are
documenting notes. A user-interface
that is mobile with intuitive navigation,
personalized views, customizable tools,
tap-and-swipe capabilities, and is
accessible on any smart device — will
not only save physicians time but will
help them to fully engage with patients
at the point of care and influence the
outcome of their care.

Consumers today are well-informed, tech-
savvy, and with the amount of information
available at their fingertips, are more
likely to do research on a product or
service. With that in mind, healthcare
organizations and physician practices
should offer tools to their patients that
entice, empower, and engage them in
their health. MEDITECH believes patients
should have access to their entire medical
record in order to be active participants in
managing their health.

Visionaries | Visit us at HIMSS18 #1360

Helen Waters, Executive Vice President, MEDITECH

An integrated and interoperable patient
portal is an effective tool that gives
both care providers and their patients
the resources to make preventable care
a priority. With a portal, patients can
book online appointments, set-up text
reminders, complete questionnaires
and pre-admission testing profiles, and
even have video visits — all from the
convenience of their home.

The ability to retrieve and consume
Patient Generated Health Data (PGHD)
that can integrate with an organization's
EHR and patient portal is equally as
important. Whether a patient is entering
details about their care via telehealth
devices or by syncing their personal
activity trackers — the data collected
can help providers improve the quality of
care and keep more patients healthy, out
of the hospital, and receiving care in a
setting that is most comfortable for them.

Value-based care is on its

way toward becoming the
dominant care delivery model in
healthcare. What technologies do
healthcare organizations need to
implement to succeed under

this emerging model?

Value-based care is more than just a
shift in how outcomes are viewed, it's a
shift in how healthcare is delivered. It's
team-based care, proactive engagement
by clinicians, and wellness promotion
and accountability. In order to achieve
better outcomes and ultimately lower

The next digital transformation of healthcare is underway, and MEDITECH's leading the
charge. We've been unwavering in preparing for the demands of this paradigm shift, and

now we're all-in with the only full-scale EHR designed for the post-Meaningful Use era. Our
cutting-edge solutions are helping organizations everywhere to see healthcare through a new
lens and successfully navigate this virtual landscape.

healthcare costs, keeping patients
healthy and out of the hospital is crucial.
There needs to be technology to support
these new roles and workflows, however,
it's a two-way street — patients need to
feel engaged and empowered to do their
part and contribute to their own health
and medical record.

To succeed under this emerging model,
organizations need fully-integrated,
interoperable, and intuitive tools that
incorporate clinical workflows, advanced
predictive surveillance features, patient
registries, and state of the art analytics.
Achieving quality outcomes and
managing chronic conditions proactively
start with proper documentation and
surveillance within an EHR.

Healthcare organizations can begin

the shift by discussing strategies for
Population Health Management and
using patient data to transition to a
model of care that is truly value-based.
MEDITECH is doing this through its
collaboration with Arcadia Healthcare
Solutions to integrate aggregated
claims data into MEDITECH's Web
Enterprise Health Record and Analytics
solution for improved Population Health
Management. The inclusion of data,
such as risk scores and gaps in care,
empower healthcare organizations to
better understand their populations and
position them well for the healthcare
paradigm shift underway.

If you'd like to know more, please contact us:

MEDITECH Circle, Westwood, MA 02090
call: (781) 821-3000

visit: ehrmeditech.com
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Adding

an easy, fast
self-scheduling
option is the next
logical service
improvement.

(Continued from page A18)

capability to search in a variety of
different ways helps to create a better
experience,” Fullerton said. "Adding an
easy, fast self-scheduling option is the
next logical service improvement.”

In addition to making it easier for
patients to schedule appointments,

the online scheduling system is also
expected to enable AMITA Health to
make improvements to the overall
patient experience. Data gathered by
the online system provides detailed
insights into patient behavior, as related
to existing workflows. As such, AMITA
Health will be able to leverage this
information to make changes that could
improve the patient experience, provider
productivity and staff utilization.

For example, a particular physician
might have open schedule slots but the
data could show that new patients are
requesting appointments for Fridays,

a day that the physician has fewer
appointments. As such, AMITA Health
will be able to better "align supply and
demand,” Fullerton said.

The online scheduling system is just one
of many technologies that AMITA Health
is using to improve the overall patient
experience. The healthcare organization
is implementing a variety of consumer
facing technologies such as:

An omni-channel contact center.
"This center will enable consumers to
communicate with us in the medium
they choose, whether that's texting
or email or phone call or snail mail,"
Fullerton said.

AMITA Health Check, a patient-
generated health data app. This app

A20

simplifies complex care plans into
daily steps/reminders and enables
patients to communicate directly with
their care teams about every aspect
of health, from medication doses and
side effects to follow-up appointments.
The app uses artificial intelligence to
customize a symptom word cloud.
Patients also enter their pain levels
and register their activities. All of these
entries are monitored daily by nurses
on a customized dashboard, which
quickly identifies when patients need
an intervention.

"AMITA Health first introduced this app
to joint replacement patients because
of the many activities required by
patients before they show up for
surgery — and the fact that if they fail
to complete these, surgery would be
cancelled, which is not good for the
patient or the hospital,” said Fullerton.
"Now AMITA Health uses this app

for patients with anxiety, depression,
stroke and bariatric surgery.”

A medical transportation app. "This
app uses Lyft drivers for patients
who need follow-up physical therapy.
A driver, with a special vehicle and
who is specially trained to pick up
healthcare patients is sent to pick
them up,” Fullerton said.

A behavioral medicine app. This app

is initially being used with addiction
patients. "It has a GPS, so if the patient
is in an area that's near a temptation

- say, their favorite bar - then it sends
them positive messages and tells

them where the nearest Alcoholics
Anonymous meeting is," Fullerton said.
The app also connects patients to

(Continued on page A22)



DotaBank

Many healthcare organizations
are hearing about Hybrid

IT. From a compliance and
security perspective, is Hybrid

IT a good option for healthcare
organizations?

Absolutely, HybridIT is a good option for
healthcare organizations. Hybrid IT is
not a new concept and what healthcare
organizations may be surprised to find
out is that they are probably already
doing Hybrid IT to some degree.

To be clear, Hybrid IT is the concept that
IT systems are are located in house and
at a provider. Sometimes it is one entire
application in house and another at the
cloud provider. Sometimes the single
application will span back from a cloud
provider into the organization's data
center. For example, the application may
be at the provider, but the database is
kept in house.

Regardless of the model you follow,
security and compliance concerns are

of paramount importance, especially
within the healthcare industry. One of
the key things to ensure in a hybrid set
up is that the boundaries are clearly
documented and responsibilities clearly
defined. All too often, when | am working
with healthcare organizations that are
transitioning to a cloud provider, they
think that the cloud provider assumes or
takes over the responsibilities for security.
This is not accurate and unfortunately,
sometimes a healthcare organization has

Visionaries | Visit us at HIMSS18 #12039

Mark Houpt, Chief Information Security Officer, DataBank

to look at the fine print to see what the
provider is actually doing for them. When
working with a provider, ask the same
questions you would ask of your internal
teams. Assess the provider in the same
manner, or even with more scrutiny, than
your internal teams. Find the provider
that will work with you and disclose this
information easily and frequently. Look
to a provider that can provide KPIs and
other reporting functions so that you
know the provider side of the hybrid
model is working for you.

How do federal government
mandates such as FISMA or
FedRAMP affect HIPAA HITECH?
FISMA and FedRAMP only impact
HIPAA HITECH if you are using, storing,
processing, or qualifying federal
government-owned data. If you are

a healthcare provider that has no
interaction with the federal government
data, then compliance with those
mandates is off your radar screen.

Of course, compliance with HIPAA and
HIPAA HITECH is never off your radar.

If you are hosting data owned by a
federal agency, then compliance with
HIPAA is astonishingly easy. Don't get
me wrong, you can't simply assume
HIPAA compliance if you are doing
FISMA or FedRAMP. But the fact is that
compliance with FISMA or FedRAMP
requirements is more stringent in many
areas than HIPAA. For example, the
FedRAMP requires for use of two-factor

DataBank provides secure data center, cloud, and interconnection services, offering customers
100% uptime availability of data, applications and infrastructure. Our technology solutions
reduce risk, improve performance and ensure compliance. DataBank acquired Edge Hosting,
LLC in September of 2017 providing additional expertise in the delivery of cloud solutions and
managed services, especially for highly regulated industries.

authentication and FedRAMP specifies
the need for using encryption compliant
with FIPS 140-2 where HIPAA does not
specify down to the detail that FedRAMP
does. Also, the continuous monitoring
requirements of HIPAA are vague, simply
stating that they are "required” to do

so, whereas FedRAMP is specific about
which controls and their frequency
which can be daily, weekly, monthly, or
quarterly. The one area a healthcare
provider should certainly look to HIPAA
over FISMA or FedRAMP is with breach
notification. As all healthcare providers
know, the DHHS is very prescriptive on
this subject.

About the Author

Mark brings over 25 years of extensive
information security and information
technology experience in a wide range
of industries and institutions. Mark
holds an MS-ISA (Masters Information
Security and Assurance), numerous
security and technical certifications
(CISSP, CEH, CHFI, Security +, Network+)
and qualified for DoD IAT Level llI, IAM
Level lll, IASAE Level I, CND Analyst,
CND Infrastructure Support, CND
Incident Responder, and CND Auditor
positions and responsibilities. Mark is
an expert in understanding and the
interpretation of FedRAMP, HIPAA and
PCI-DSS compliance requirements.
Mark is an active member of ISC2, ASIS
International, COMPTIA, IAPP, and ISACA,
among other leading national and
international security organizations.

If you'd like to know more, please contact us:

Steve Callahan, EVP, Sales
call: (800) 840-7533

visit: www.databank.com
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With the
blue-tooth
technology in
place, clinical

staff will receive
updates in real
time, eliminating
the need for
frequent check-ins.

(Continued from page A20)

counselors, who are available around
the clock.

Create a better experience

Dr. Gupta agrees that healthcare
providers need to meet escalating
consumer demands by providing a
more connected healthcare experience.

"There is a bell curve developing. The
most connected patients that live in
cities like San Francisco, Chicago and
New York City are already starting to
demand it. And, | think we're going

to see an uptick now where even

less tech-savvy patients are going to
start looking at availability of health
technology as an important factor
when making decisions about which
insurer and hospital system they go to,”
Dr. Gupta said.

To meet these needs, Dr. Gupta is
counting on the fact that innovative
technology can not only looking to
make healthcare more convenient
and efficient but more effective. More
specifically, Dr. Gupta is working to
develop a system that utilizes blue-
tooth connected devices (blood
pressure cuff, scale, pulse oximeter
and activity tracker) that pulmonary
hypertension patients can use at
home to provide information to
clinicians who can monitor their
health status.

"There's a condition called pulmonary
hypertension, which is basically a
form of heart failure where the heart
fails due to high pressure in the lung's
arteries. Patients need to be on

A22

diuretics to control the swelling. So,
helping these patients regulate their
diuretics is really key," Dr. Gupta

said. "These patients require high
touch services. So, with the existing
traditional systems, nurses or
pharmacists need to manually call
patients at set intervals. They check
in to see what their weight and blood
pressure is. The patients often record
these measures on a piece of paper
and then recite them. This is OK but
there are times when this process fails,
and these vulnerable patients can slip
through the cracks.”

With the blue-tooth technology

in place, clinical staff will receive
updates in real time, eliminating the
need for frequent check-ins. Perhaps
more importantly, though, the system
leverages analytics to "identify trends
in a patient's blood pressure, oxygen
levels, activity, or weight that indicate
they are proceeding in the direction
toward heart failure based on pre-
defined variables,” Dr. Gupta said.

‘Just being able to digitize this process,
in and of itself, is valuable because

it can ensure that patients are being
properly monitored. Applying the
algorithm to determine which direction
patients are moving in, that's what
really distinguishes the value of this
technology,” Dr. Gupta said. As such,
the technology is expected to improve
patient satisfaction, and hopefully
demonstrate it can help reduce
hospital readmissions and improve
morbidity rates.

(Continued on page A24)



HealthEC

What technologies do healthcare
organizations need to implement to
succeed under value-based care?
The confluence of technology and Big
Data in the digital age is transforming the
health IT industry; and, as organizations
transition to value-based models,
population health management (PHM)
tools are leading the charge. With simple-
to-navigate, interactive dashboards,
these platforms provide unparalleled
opportunities for healthcare professionals
to analyze data and formulate holistic
strategies for improving patient outcomes
and costs — particularly for the small
amount of high-risk and rising-risk
patients within a population who utilize
the bulk of the resources.

Quite simply, PHM solutions are reinventing
how provider organizations manage and
administer services — achieving clinical and
operational outcomes that were unheard
of just five years ago.

Perhaps the most amazing function of
certain PHM solutions is the ability to
access data from any disparate system,

in any setting and in most any format

- thereby allowing organizations to
aggregate, normalize and analyze decades
of information using a single platform.

How does artificial intelligence
impact health IT?

Artificial intelligence is not a new
phenomenon, but the convergence of
Al and Big Data is likely to transform
medicine. Healthcare-based Al pairs
deep learning with massive amounts

Arthur Kapoor, President and CEO, HealthEC

of data from multiple sources, such as
claims, hospital, health system, physician
practice. and laboratory systems. The
clinical and financial information can be
aggregated and processed in meaningful
ways by applying powerful algorithms to
millions of data points.

Al in turn, finds a correlation. The more
information capable of being processed
by machine -based-learning, the

more insightful and beneficial are the
applications that integrate and use the
data for high performance analytics.

Essentially, Al recognizes and analyzes
changing patterns in the patient’s health
and care, which gives physicians more
time to react to and treat life-threatening
diseases, for example.

How can the delivery of healthcare
under a value-based care program
be improved by analyzing social
determinants of health?

Social determinants of health, which
include factors such as a patient's
socioeconomic status, physical
environment and education, are an
increasing consideration of organizations
transitioning to new care delivery and
reimbursement models. Using PHM
solutions designed to automate patient
interventions and activities, physicians
along with care coordinators can tackle
barriers blocking optimal health to improve
patient outcomes and reduce costs.

For example, a provider armed with
relevant data can help a diabetic patient

Visionaries

HealthEC is a KLAS-recognized Population Health Management Company improving patient
outcomes, managing costs and optimizing patient quality of life for independent physicians,
provider organizations and health plans. An array of consulting services supplement in-
house resources and develop or refine value-based care initiatives. Advanced analytics and
workflow management tools guide patient care interventions for better care coordination
and maximum reimbursement.

address health literacy challenges. The
diabetes educator can point to healthy,
low- cost food choices during a grocery
store walkthrough. The pharmacist can
also meet with the patient to review the
medication list and provide education,
and bilingual support staff can bridge
language gaps.

Improved patient engagement

is an imperative for healthcare
organizations. How do you envision
healthcare organizations using
smart devices and other consumer-
facing tools to more fully engage
patients in their care?

Some observers have noted anecdotally
that we receive more communication
from our dentists and veterinarians than
our doctors! With that, a tremendous
amount of action can be taken
employing smart devices and other
consumer-facing tools, including:

+ Sending outbound messages such as
e-reminders for upcoming appointments
and suggesting preventive care services
such as influenza vaccines.

» Communicating securely with patients
to follow-up after appointments and
procedures, or staying in touch with
high-need patients to avoid exacerbation
of illness.

+ Supporting data entry by patients with
chronic illnesses to more closely monitor
weight, blood sugar and other vital signs.
+ Delivering reinforcement of education
and healthy behaviors through push-
education and knowledge assessment.

If you'd like to know more, please contact us:
HealthEC, 371 Hoes Lane, Piscataway, NJ 08854

call: (781) 444-0278, ext. 1500

visit: www.healthec.com
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Having an app
that provides
and, at the same
time, documents
my review of the
clinical guidelines
and NIH (National
Institutes of
Health) stroke
scale is essential.

(Continued from page A22)

Go-to guidance

In addition to assessing patient
progress, artificial intelligence can

also be used to help clinicians provide
more effective care (see sidebar). For
example, Marcus Scarbrough, MD, a
hospitalist with Lawrence Memorial
Hospital in Kansas, is using a mobile
app that helps to prevent errors by
providing clinicians with standardized,
step-by-step guidance and decision
support during critical healthcare
events such as stroke, cardiac arrest
and sepsis. The app provides step-
by-step navigation similar to a GPS
application to a sometimes 40 to 50
step algorithm followed by clinicians
during a critical medical event. In
essence, the app intelligently automates
a clinical algorithm and offers a simple,
intuitive way for providers to navigate
that scenario for time critical diagnoses.

The app has proved especially helpful
when dealing with stroke patients in
inpatient units — because clinicians
working in this environment typically do
not experience these events very often,
according to Scarbrough.

"When patients have a possible

stroke in the inpatient unit it can

be challenging because of the low
frequency of this occurrence but the
obviously high stakes. Having an app
that provides and, at the same time,
documents my review of the clinical
guidelines and NIH (National Institutes
of Health) stroke scale is essential. All
the while, the timer is prompting and
reminding me how much time we have
to get the TPA (tissue plasminogen
activator) in," Scarbrough said. "l don't
want to be without the app anymore
when | go on shift.""

The Very Real Benefits of Artificial Intelligence

According to Artificial Intelligence: Healthcare's New Nervous System, a study pub-
lished by Accenture Consulting, key clinical health artificial intelligence applications
can potentially create $150 billion in annual savings for the U.S. healthcare economy
by 2026. The dollar amounts break down as follows:

$40 billion

Robot-assisted surgery

$20 billion

Virtual nursing assistants surgery

$18 billion

Administrative workflow assistance

$17 billion

Fraud detection

$16 billion

Dosage error reduction
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$14 billion

Connected machines

$13 billion

Clinical trial participant identifier

$5 billion

Preliminary diagnosis

$3 billion

Automated image diagnosis

$2 billion

Cybersecurity



HealthData

anagement

www.healthdatamanagement.com

SUBSCRIBE. ENGAGE.
DISCOVER.

e

Ot e il smmpast i 5. HIT leaders mlfm R
advocate for tec

reforms to solve opioid =~~~

|I il &=

Rt 1S aiLl ibr/clc
anagemet

__ mr—anus

|I il | = L
ki v HOW HAI]IUI.I)GY IS

Sadame=— CHANGING ITS IMAGE

e

Register Now to Enjoy These Exclusive FREE
Member Benefits:

+ The leading magazine for healthcare technology
executives and professionals

- Exclusive E-Newsletters delivering the latest headlines to
your inbox

- Discounts to conferences and events

- Access to White Papers, Web Seminars, E-Books,
Podcasts, and morel

For more information please contact Customer Service at
212-803-8500 or help@sourcemedia.com : SourceMedia“



VISIONARIES

Racing Toward Innovation to
Improve the Care Experience

PRODUCED BY

i3 SourceMedia” | HealthData

MARKETING SOLUTIONS GROUP Management



Reinvent Radiology

Delivering content around radiology innovation

Heﬁlthﬂata Anclytics  More -
Reinvent Radiology

Scoping ot the accuracy of Al Artificial intelligence
MCORCODe #nhanced with ool inlefgence shows neor
identifies bacteria

images qluicldy,
accurately

.......

How to improve
collaberation te achieve
better information
govarnance

White Paper
Modemizing that guide doctors  incorporates Al platform
healthcare in ordering

hnology for B
today’s needs
and

tomorrow's
possibilities

LIMEE fralytics

As medical imaging moves from a profit center to a cost center under VBA
initiatives, radiology departments will need innovative tools and strategies
to maximize profit while improving service levels.

The Reinvent Radiology content channel and weekly newsletter include insight
and analysis on how:

® New technology is evaluated, budgeted and installed.

® Radiologists are reaching out to other disciplines to improve
their productivity and effectiveness.

e Qutpatient services are being expanded to meet the growing need.

From the publishers of

DISCOVER AND EXPLORE:
www.healthdatamanagement.com/reinvent-radiology Health Data

Management



ANALY TICS RIS

CLOUD

Providers are embracing SaaS models

to meet value demands.
By Greg Slabodkin

s healthcare organiza-
tions increasingly take
on risk-based contracts,

cloud-based analytics are

nabling providers to break

down data silos and gain visibility into

care delivery provided across their enter-

prises in order to achieve better clinical
outcomes at the best possible value.

By harnessing analytics in the cloud,
these organizations are leveraging tools
that help deliver actionable insights ac-
cessed through the Internet without hav-
ingtoinvestin their own costly, on-premise
infrastructure. This kind of software-as-

58 Health Data Management MARCH 2018

a-service ensures that providers are able
to store, access and analyze a plethora
of clinical, claims, risk stratification and
other data resulting in best practices and
strategies for quality improvement.

Gaining shared savings
Accountable Health Partners (AHP), a
clinically integrated network of hospitals
and physicians in Rochester, N.Y., has suc-
cessfully moved to new reimbursement
models using a cloud-based data reposi-
tory and analytics platform from Arcadia
Healthcare Solutions to support its popu-
lation health management initiatives.

- 10 THE

AHP’s cloud-based population health
platform analyzes the data to calculate
hundreds of quality measures, cost utili-
zation, risk scores and clinical gaps. As a
result, its physicians make better decisions
and support stronger collaborations with
health plans on risk-based contracts and
pay-for-performance quality programs.

According to LaRon Rowe, director of
information management at AHP, the ac-
countable care organization includes the
University of Rochester Medical Center
and more than 40 independent communi-
ty primary care practices.

While the University of Rochester Med-

healthdatamanagement.com
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ical Center has an Epic electronic health
record system, Rowe points out that the
more than 40 other practices use 10 differ-
ent EHRs—which presented some techni-
cal challenges. However, AHP taps into the
Arcadia platform in the cloud, enabling
the ACO to centrally plan and drive clin-
ical outcomes across their heterogeneous,
geographically dispersed network of hos-
pitals and rural independent physicians.

“One of the first things that AHP did was
we entered into a shared-savings agree-
ment with one of our commercial payers
here in town,” says Rowe. “We needed to
not just measure cost but quality. We also
have risk modeling built into the system
that helps us come up with a risk score
based on an algorithm, allowing our care
managers to figure out who has the poten-
tial of being the sickest patients and to co-
ordinate appropriate care.”

Under a three-year Accountable Cost
and Quality Arrangement (ACQA) with
Excellus BlueCross BlueShield, quality
measures are reported via the Arcadia
analytics dashboard in an effort to share
responsibility for providing coordinated
care to patients to improve quality indi-
cators—such as cancer screening rates,
hypertension and diabetes control—and
reduce unnecessary healthcare costs.

“It’s a population health system that
helped us as a network measure truly how
we’re doing on quality, aggregating data
into a single source of truth that enables
success across disparate practices,” adds
Rowe. “We’re also able to integrate claims
data from those local payers and bring it
into a single system with clinical data.”

He says AHP is also focused on opti-
mization for its value-based contracts
by improving its workflows to better
capture quality measures, adding that
when data is shared and presented in a
transparent, workflow-relevant format,
physicians trust the patient information
seen at the point of care.

More than claims data

Beth Israel Deaconess Care Organization
(BIDCO), a Massachusetts ACO and val-

ue-based hospital and physician network,
has also implemented the Arcadia plat-
form to enable real-time, cloud-based an-
alytics aimed at improving population by
integrating both clinical and claims data.

“What we're trying to do is get away
from managing risk populations simply
through claims data—which, in our case,
has lagged anywhere from 90 to 150 days,”
says Bill Gillis, BIDCO’s CIO.
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BIDCO members, which include nine
hospitals and about 2,600 physicians,
currently operate more than 40 different
EHR systems, and trying to integrate data
from all the various hospitals and phy-
sician groups across Massachusetts was
a daunting challenge. “We've got a very
heterogeneous network from an EHR and
clinical information system perspective,”
adds Gillis.

However, using Arcadia’s EHR integra-
tion process and technology—called Data
Connect—the organization has been able
to extract the clinical data needed to meet
risk contract requirements for quality out-
comes and financial performance.

“The EHRs in our network now provide
real-time data for us to actually do some-
thing with the analytics,” Gillis says. “We
get that data nightly in a batch process,
and we pull it into our population health
platform, which gets married with claims
dataas well as scheduling information and
[admission, discharge and transfer] to give
a real picture to our care teams of what’s
going on in the network with our patients.”

“Ifyou're a physician or hospital that’s in
a value-based contract, those insights are
important to ensuring that health plans
are measuring you in a timely manner and
that all those important insights around
quality are captured in their analytics so
that your outcomes are not understated or
misstated,” says Eric Sullivan, senior vice
president of innovation and data strategies
at Inovalon, a cloud-based data analytics
vendor focused on healthcare.

Gillis notes that BIDCO “has no actu-
al internal infrastructure, aside from the
desktops, PCs and network components
in the closet—there are no servers here
running databases; everything we have
is up in the cloud.” He asks: “Why would I
own this infrastructure, build it and have
to maintain it when I can go to the cloud?”

“As demand goes up and needs in-
crease, being able to scale the analytics
quickly is definitely something a cloud-
based solution has helped us with versus
an on-premise system,” adds Rowe.
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Sullivan agrees that scalability and con-
figurability are major benefits of the cloud.
“You as a provider don’t have to download
software and get updates—that automati-
cally occurs,” he says.

When it comes to cybersecurity, Gil-
lis doesn’t worry about data stored in the
cloud. He recommends that providers
go with a reputable cloud vendor that is a
“known and trusted entity” in the industry.

Data become insights
In many ways, cloud computing is being
transformed through artificial intelli-
gence. It's no surprise that cloud giants
like Amazon, Google, IBM and Microsoft
are all making Al tools a part of their ser-
vice offerings.

When it comes to AI, Rowe sees tremen-
dous potential for machine learning and
natural language processing to provide re-
al-time analysis of clinical data and claims
data for quicker insights. In particular, he
observes, NLP holds great promise for un-
locking the value of vast troves of unstruc-
tured data hidden within EHRs.

Cloud-based analytics vendor Inova-
lon is collaborating with the University of
Maryland’s Center for Health Information
and Decision Systems as part of its ongo-
ing development of NLP, machine learn-
ing and deep learning solutions. One goal
is to advance the ability to perform ultra-
high-speed analysis of unstructured data
contained within raw clinical documenta-
tion, such as that found within EHRs.

“More than two-thirds of what is really
clinically relevant is in unstructured text
and uncodified fields,” says Sullivan. “If
you can have a machine scroll through a
300-page medical record in a fraction of a
second and identify five potential places
where the physician is indicating that they
may have some diabetes complications,
that is incredibly more efficient than hav-
ing a human try to identify those areas.”

“Artificial intelligence can be used to
help with disease prediction, identify
high-risk patients and preventative ther-
apies,” contends Véronique Grenon, vice

president of risk analytics of The Risk Au-
thority Stanford, as well as the director of
risk analytics for Stanford Health Care and
Stanford Children’s Health. “Risk manage-
ment can also help with automating and
optimizing hospital operations.”

Identifying risk

The Risk Authority Stanford, created from
the hospital risk management department
serving the Stanford University School of
Medicine, Stanford Health Care and Stan-
ford Children’s Health, has developed a
platform for hospitals that leverages ma-
chine learning and NLP algorithms to
classify millions of data points into catego-
ries that can identify key areas of risk.

TRA Stanford’s platform, called Inno-
vence Pulse, provides a suite of tools that
deliver evidence-based data on demand
to the hospital industry. The risk manage-
ment software analyzes disparate data sets
such as incident reports, loss runs, patient
complaints and net patient revenue so us-
ers can manage expectations and claims
in a given area, while taking actions to ad-
dress issues and prevent future losses.

“It uses machine learning and natural
language processing to read the unstruc-
tured free text of an event and then cate-
gorizes that event through our Stanford
Risk Lexicon, which provides accurate risk
classifications, descriptions and reports
that make information actionable,” says
Randall Smith, product manager for Inno-
vence Pulse. For instance, in the case of an
infection that goes through a certain unit
of a hospital, Smith says the platform can
identify that emerging risk and enable the
provider organization to intervene before
it potentially affects more patients.

Beazley, an underwriter of hospital
professional liability insurance, is using
Innovence Pulse to identify trends in
past claims and generate actionable data
in real time to increase patient safety. Its
claims database is one of the largest in the
insurance industry and includes nearly
900,000 unique loss records dating back
two decades. ®
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OLLABORATING ON

SECURITY

CIOs and CISOs work together as attack threats grow.

s cyberattacks against hos-

pitals intensify, healthcare

organizations are looking

to boost security practices,

and more are turning to
chief information security officers to bol-
ster defenses.

Healthcare IT executives say it’s crucial
for them to work closely and in coordina-
tion with CISOs to ensure cybersecurity
strategies mesh effectively with an organi-

By Joseph Goedert

zation’s IT initiatives.

Providers are realizing that the risks
to their operations couldn’t be higher,
particularly as healthcare organizations
have become dependent on electron-
ic clinical records for continuity of care
and operations.

That point was exemplified in January,
when Hancock Health, a regional hospital
in Indiana, paid a $55,000 ransom after a
ransomware attack that infected the hos-

pital’s systems and hindered its operations.
Attackers deployed SamSam ransomware
that encrypted files, quickly affecting op-
erations and forcing the hospital’s IT staff
to shut down the network and resort to pen
and paper.

Even though the hospital had backed up
its data, it opted to pay the ransom of four
bitcoin, or $55,000. Hancock Health CEO
Steve Long said that the files could have
been recovered but restoring them would
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have taken days or weeks.

The same variation of SamSam crippled
information systems at Allscripts in Janu-
ary, knocking 1,500 healthcare providers
off their cloud-based electronic health
records systems and other applications
for at least a week. Allscripts executives
acknowledged the incursion and said ser-
vices to all customers were restored about
eight days after the attack at two of its data
centers.

Security challenges have intensified
because most facilities’ “attack sur-
face” has increased exponentially in the
past couple of years; BI Intelligence, a
research service, forecasts that the in-
stalled base of healthcare IoT devices
(not including wearable devices such
as fitness trackers) will grow from ap-
proximately 95 million in 2015 to 646
million in 2020. These medical devices
are increasingly connected to hospital
systems via the Internet, giving hackers
more entryways to hospital networks.

In addition, providers are facing rising
pressure to facilitate data sharing with
other providers. Data exchange capabili-
ties require a fine balancing act—systems
must be open enough to share data with
others, but that also provide more oppor-
tunities for hackers to break in, security
experts note.

Because CISOs are focused on securing
systems, they can pay all their attention to
thwarting potential threats, and CIOs are
giving them increased latitude in boost-
ing security efforts. That’s stimulating the
move to close cooperation between CIOs
and CISOs.

Attack surface expands
An organizationwide approach to secu-
rity is crucial because vulnerabilities are
not limited to—and not under the control
of—systems that IT departments oversee,
CISOs say. For example, various hospital
departments have been buying “smart” or
Internet-connected medical devices, with
little or no input from IT departments, and
many of them are poorly protected from a
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data security standpoint, says Kevin Cha-
rest, CISO at Health Care Service Corp.,
which operates Blue Cross and Blue Shield
plans in five states.

Increasingly, CIOs are looking for help
with the broadening scope of security, and
CISOs can bring a different view of the in-
tersection of information technology and
information security, Charest says. Be-
cause data and vulnerabilities are every-
where, CISOs tend to bring extreme cau-
tion to IT efforts because “our approach
is zero trust. We have to assume folks we
interact with may be compromised, so we
need a mind-set for that challenge.”

CISOs face rising security challenges at
healthcare organizations, which in gen-
eral lag far behind the sophistication of
the cyber criminals that are trying to ac-
cess their systems. The allure for hackers
is twofold—hacked medical records have
more black market value than financial
records. Secondly, ransomware attacks
are proving successful against health-
care organizations, because they're easily
breached and often incentivized by oper-
ational pressures to get patient data and
systems restored as quickly as possible.

Filling security gaps
While some provider organizations have
robust and proactive data security pro-
grams in place, there’s much room for
improved security leadership at most or-
ganizations. A December 2017 survey of
323 providers and insurance payers con-
ducted by Black Book, a research compa-
ny serving the healthcare industry, found
progress but also high levels of unpre-
paredness for growing cyber threats.

Some 84 percent of respondents from
providers said their organizations did not
have an enterprise leader for cybersecuri-
ty, and only 11 percent planned to install
such a leader in 2018. Among surveyed
payers, 31 percent had an established
manager for cybersecurity, and another 44
percent were planning to have that posi-
tion filled this year.

The survey also found that 54 percent

of respondents from all organizations do
notregularly conduct data securityrisk as-
sessments, and 39 percent do not regularly
conduct penetration testing on firewalls.
Further, nearly all C-suite officers partic-
ipating in the survey acknowledged that
cybersecurity and the threat of breaches
are still not major talking points with their
boards of directors.

CISOs at provider organizations believe
the trend for investing money and resourc-
es in security is likely to grow as ransom-
ware attacks and other cyber incidents
gain notoriety, both within the industry
and in the popular press. New security
approaches must constantly be developed
to counter not only new threats, but also
discovered weaknesses in security, and
evolving computing and device trends.

Data security is very much a “people
process,” and that can put CISOs and other
security personnel in high-pressure posi-
tions, says Shari Lewison, chief informa-
tion security officer at University of Iowa
Hospitals and Clinics, an 811-bed public
teaching facility.

Avyear ago, the organization started see-
ing malicious emails coming in at a rate
not previously seen, and it created addi-
tional training mechanisms for employees
to enable them to identify internal versus
external emails.

In addition, the university extended the
email subject line to highlight emails that
were coming from external sources and
quickly found that employee awareness of
potential phishing emails increased dra-
matically. In December, University of lowa
Hospital and Clinics employees reported
8,000 suspicious emails to data security
personnel. “Email cyber awareness rose,
phishing incidents dropped by 75 percent,
and the program costs were very low,”
Lewison says.

The organization also put in place a
protection strategy of highly segmenting
its networks, including creating a sepa-
rate wireless guest network so patients or
visitors with their own computing devic-
es could use them without jeopardizing
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hospital medical devices, information
systems and networks. The hospital has
tens of thousands of connected medical
devices, including more than 1,500 IV
pumps.

During 2015 and 2016, the university
also implemented a security governance
plan that included a device management
approach to determine which devices
could be brought into the hospital, as well
as an annual review of device patching,
according to Maia Hightower, MD, chief
medical information officer at University
of Iowa Hospitals and a clinical assistant
professor. By 2017, University of lowa Hos-
pitals felt comfortable enough with its in-
tegration program and security posture to
offer a bring-your-own-device program to
employees.

New security initiatives at the organiza-
tion this year will include next-generation
firewalls on network borders to provide

more visibility into what is going on in the
networks and further determination of
what devices can be allowed on networks,
Lewison adds.

Getting along
CISOs and CIOs increasingly will need to
work together to raise security awareness,
as well as dollar amounts organizations
spend to protect themselves.

For CISOs it is important to have a good
relationship with the CIO because that’s
who fights for funds for the CISO, says
Charest of Health Care Service Corp.

Kris Kusche, vice president of informa-
tion services and chief information secu-
rity officer and a biomedical engineer at
Albany (N.Y.) Medical Center, reports not
just to the CIO but to the chief compliance
officer as well, and that gives him clout to
a degree that other CISOs may not have in
their organizations.

“I have the best of both worlds to have
this wide portfolio and executive authori-
ty,” he says. Other reporting relationships
he’s seen elsewhere include the quality
assurance or legal departments. “The
CISO has to be able to play across many
roles and acquire alevel of understanding
of all clinical and business aspects of the
organization.”

University of Iowa Healthcare recent-
ly completed an annual risk assessment
that found 20 percent improvement in the
organization’s overall security score com-
pared with the previous year, and that in-
crease was achieved largely with little new
financial investment and with staff using
existing security tools and processes.
This underscores how tight relationships
among the CIO, CISO and CMIO align the
resources and messaging that deliver ser-
vices in accordance with policies across
the enterprise, she says. ®
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Brennan Spiegel, MD

Director, Health Services Research in Academic Affairs and

Clinical Transformation
Cedars-Sinai
Los Angeles

The Spiegel File
@ Tufts University, BA in philosophy
® New York Medical College, MD

@ University of California, Los Angeles School of Public Health,

master’s in health services
® Editor-in-Chief, American Journal of Gastroenterology

® Director of Health Services Research, Cedars-Sinai Health System

Interview by Fred Bazzoli

Pursuing a new reality for tech

rennan Spiegel, MD, moved seam-

lessly from his role as a gastroen-

terologist to digital health maven

by inventing a wearable device that

helps clinicians answer a simple
question—when can a patient start eating after
surgery? Thus was born the AbStats monitor, a
small device that listens to the gurgles of the in-
testines to determine if they’ve recovered enough
after surgery to allow the patient to eat. That suc-
cess has inspired Spiegel to look at other digital
device approaches, most notably virtual reality
and augmented reality, which he believes can
help patients cope with pain without the addictive
risk of opioids.

Spiegel doesn'’t just see gee-whiz gadgetry in
digital health. “It’s a platform to serve our pa-
tients,” he says. “Health IT is less of a computer
science or engineering science—it’s more of a so-
cial science and a behavioral science. Technology
development has become rather trivial—the hard
part now is, how do we implement these technol-
ogies on the frontlines of care?”

On digital health’s value

Digital technology allows us to go beyond the four
walls of the hospital. Patients spend most of their
lives far away from the hospital—if we're really go-
ing to engage them, we have to reach out to where
they are.
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On innovation

In my role, I report to the senior vice president
of clinical transformation and also the dean of
our faculty. That recognizes that my role spans
both research and operations. Our research
needs to support the learning health system
cycle—research is great but what we discover
should not just stop there; it should be inserted
back into the health system to move the nee-
dle.

On value-based care

The incentives of payment reform are being
aligned so we get paid for doing high-quality care,
and digital health and informatics are right at the
heart of that.

On hype surrounding AR/VR

Much depends on the use case; on the Gartner
hype cycle it’s moving back up the plateau of
productivity—it seems like it’s ready to be imple-
mented. Our recent research suggests VR may be
more effective at reducing patient pain than opi-
oids, with low risk of addictive side effects. The
question is, how do we get it into the hands of pa-
tients and into the clinic?

We've also recently published research that
there’s not yet sufficient evidence that wearable
biosensors improve the value of healthcare—that
doesn’t mean it won't happen in the future. B

healthdatamanagement.com



Care Delivery Powered by Telehealth

Telehealth Platform | Virtual Care Devices | Provider Services

Manage all of your telehealth programs with one integrated system-wide

TrUSted by telehealth solution. Enterprise telehealth increases patient access to care,
= improves coordination and collaboration, and empowers providers to deliver
1 I n 4 better outcomes.
Hospitals Discover why Avizia is one of only three KLAS konfidence rated vendors that

covers the broadest clinical use cases, connects more points of care, and
integrates deeper with EHRs to deliver a seamless healthcare experience.

KAVIZIA

Avizia.com Empowering System-Wide Telehealth HIMSS Booth #2869



cpsi

healthcare
amplified

As a community healthcare company,
CPSI is helping you live healthier,
more vibrant lives by leveraging our
collective strengths to create the
latest solutions to meet your needs.

With an arsenal of companies that
focus on all aspects of healthcare,
CPSI understands the challenges
you face each day and applies a
multi-faceted approach to providing
the products, people and innovation
you need.

The kind of healthcare
you want to deliver

Be a part of the future of healthier communities.

Visit us at HIMSS, booth #2861.

Ameri L4 . 2
Amercan, a%% Healthland. A 1 upridge cpsi.com  £lin]V]

The CPSI family of companies



