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Your merchants come in different shapes and sizes. They accept risks
and combat unique and complex business challenges every day.
Castles Technology International creates payment and technology
solutions for ISOs that remove guesswork and empower their
merchants. Let us handle the heavy lifting for your merchant with
our simple, smart and secure payment solutions.
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Your success is our mission! EMS agents have access to industry-leading portfolio
tools, in-demand products and unparalleled 24/7/365 service. Using this as the
foundation of our payment processing organization, we now service tens of
thousands of Retail, Internet, and Card Not Present Businesses.

Partner with the best, become an EMS Agent today.

1.866.845.6026
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TECHNOLOGY

DEVELOPERS

Chase’s Quest to Become Stripe

It's hard for a big bank to keep up with nimble newcomers. But JPMorgan Chase is determined
to be on the same level as Stripe and Braintree. BY JOHN ADAMS

T

he biggest innovators in
payments aren’t necessarily
banks, and that’s a problem
for JPMorgan Chase, which
has such a large client base
that every startup sees it as a target.
While banks took a back seat, technology companies like Stripe and PayPal’s Braintree swept in to work with
the most ambitious upstarts, including
Lyft (Stripe) and Uber (Braintree). Many
companies try to compete by becoming
the next Uber, but Chase doesn’t want
to be the next Uber — it wants to be
the next Stripe.
“You have Square, Stripe and Braintree in this market,” said Rich Aberman,
co-founder and chief strategy officer of
WePay, which Chase is acquiring. As
part of Chase, “we can now say we are
the API layer to [4 million] small businesses. That’s transformative,” he said.
The bank’s earlier investments have
paid off in unexpected ways. For example, the Chase Pay mobile wallet is
actually an incarnation of ChaseNet, a
project initiated in 2013 in partnership
with Visa. The result is a system that
sharply streamlines the payment process, improving security while erasing
costs, the bank has said.
The key to Chase Pay — and perhaps,
to everything about Chase’s transformation — is its scale. Chase Pay provides
the most benefits as a closed-loop network, when both the merchant and
consumer are Chase clients. Chase’s

plans for WePay have to be just as ambitious, with the bank’s 4 million small to
medium sized business clients at stake.
“We see more business owners that
want to have the payments integrated
with the software that runs their businesses. We want to be in position to take
advantage of that,” said Rob Cameron,
Chase’s head of partnerships for North
America and president of Canada for
Merchant Services.
With its size, Chase can make deals
quickly, whether it’s acquiring mobile
wallet technology,investing in smallbusiness mobile marketing, or buying
cloud software that will embed its Chase
Pay app into small businesses as part
of a broader suite of online offerings.

Chase’s investments have given it
technology from the former Merchant
Customer Exchange, collaborative access to LevelUp’s deals and WePay’s
application programming interface.
All of these will power marketing and
payments for small to medium sized
businesses, according to Cameron.
“When you add Chase Pay to all of
this technology, a business can allow
people to pay with points at a small business through a mobile app, the same way
they do at Starbucks,” Cameron said.
WePay will act as a referral engine
to spread services across a range of
e-commerce businesses that could
benefit from demographic or geographic
synergy.
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SECURITY

BLOCKCHAIN

Democratizing ID, After Equifax

In the wake of the Equifax data breach, it's clear that Social Security numbers are outdated in
the digital age. Can blockchain do better? BY JOHN ADAMS

S

ecurity professionals have
long argued against the use
of static identifiers like passwords and Social Security
numbers, while consumers
have long questioned why a handful of
bureaus can claim to be the ultimate
judges of their identities.
While the Equifax data breach will reinvigorate the discussion about identity,
the reality is the system is as vulnerable
as ever, particularly in the health care
industry, according to Julie Conroy, a
research director at Aite Group.
“This breach will unquestionably
add fuel to that fire,” Conroy said. “In
the highly regulated spaces that rely
on [personally identifiable information] it’s difficult to make fundamental
changes overnight, particularly when
regulation mandates the verification of
the traditional data elements.”
It’s possible that the compromised
data was not only accessed but poisoned
with fake identities and malware. Even if
this system can be fixed, consumers may
be willing to help build something that’s
more appropriate to the modern age.
“The Equifax hack shows that universal identifiers like Social Security
numbers are 20th-century solutions that
were designed for the age of paper,” said
Phil Windley, chairman of the Sovrin
Foundation and a professor at Brigham
Young University. “They’re designed
for industrialized nation states with
large bureaucracies. Universal identi-

fiers aren’t good in a digital age. In fact
they’re dangerous.”
Sovrin is a nonprofit established to
govern a self-sovereign identity network.
It uses distributed ledger technology
powered by Plenum and Evernym to
manage a global group of interconnected
nodes, which it hopes will eventually
be run by public and private sector
organizations.
The concept is to decentralize control
over ID attributes, moving them away
from a large location where the data
is a single target for crooks. To form a
Sovrin identity, organizations or people
move into the network by what it calls a
“trust anchor,” such as a bank, identity
provider or other preexisting relation-

ship. Once an initial Sovrin identity
record is established, the ID owner can
add items that only the owner can see,
manage and share.
“If you put each person in charge of
their own identity, it’s as hard or harder
to hack a single identity as it is to hack
143 million,” Windley said.
He likened the concept to a bartender
checking a patron’s driver’s license
before serving a drink. The bartender
can see only the information printed
on the license, and this is sufficient
to provide proof of age. The license
doesn’t give the bartender access to
the DMV’s entire database, so driving
records and other motorists aren’t at
risk of exposure.

isoan

8 ISO&AGENT November/December 2017

008_ISO111217 8

Si
gives
of bi
the “
that
ate a
large
All I
attri
stree
So
Equi
brea
to m
less f
Wind
“T
brea

11/7/2017 1:06:34 PM

ax

d in

AMS

Similarly, a Sovrin identity owner
gives only basic information such as date
of birth to another Sovrin participant,
the “relying party,” which can check
that record on the blockchain and create a consent record. That record is
largely unusable in another context.
All ID information is separated into
attributes, such as birth date, name,
street or frequent-flier numbers.
Sovrin is not a direct response to the
Equifax breach, but the nature of the
breach should spur people to find ways
to make identity more dynamic and
less financially attractive to saboteurs,
Windley said.
“The data that’s exposed in these
breaches isn’t that valuable by itself,”

he said. “Nobody goes to a large amount
of effort to steal one person’s identity.
But 143 million? That’s another matter.”
This identity initiative will need
willing participants to be successful.
The state of Illinois is among Sovrin
and Evernym’s early adopters, using
the identity to digitize birth certificates
in a recently announced pilot. The state
hopes the digitized birth certificates can
be the basis for a broader set of identity
tools that grow with the individual, and
can be accessed only from a distributed
ledger with the person’s (or parent’s)
consent.
Attempts to move beyond static ID to
accommodate digital transactions aren’t
new. And there are other companies,

such as Civic, that are trying to create
a network of participating companies
in a digital ID protection scheme.
The frightening scope of the Equifax
breach should give the decentralized
ID movement a shot in the arm, but it
remains to be seen if the effects will be
long-lasting, according to Al Pascual,
a senior vice president and research
director at Javelin Strategy & Research.
“Relying on an amalgam of personally identifiable information has become such a ubiquitous approach to
establishing identity, from the smallest
businesses through the largest organizations … that it will take more than just
one headline-grabbing event to create
solid momentum,” Pascual said.

BUILDING
MERCHANT
LOYALTY

ntity
r can
see,

Webinar: Meeting Today’s Modern
Merchant Challenges

ge of
arder
hack

Join Edgar Dunn and ACI on November
30. We’ll outline the five key merchant
payment challenges highlighted in our
research and provide solutions to
address these issues.

nder
ense
nder
nted
cient
ense
ss to
ving
n’t at

Register today at
www.aciworldwide.com/loyalty

isoandagent.com

009_ISO111217 9

November/December 2017 ISO&AGENT 9

11/7/2017 1:06:35 PM

TECHNOLOGY

MOBILE PAYMENTS

Is This Uber’s Mobile Wallet?

Uber has hinted at its development of an unconventional mobile wallet. Did that wallet launch
under the guise of a cobranded credit card? BY KATE FITZGERALD

M

any companies in financial services say
they want to be the
next Uber. But the reverse may also be true,
with the ride-sharing company adding
a cobrand card that can be managed
from within the Uber app.
Barclaycard and Uber’s new Visa
card, uses its digital advantage in a few
ways: Consumers can apply—and get
approved—in minutes by signing up
directly within the Uber app, a process
sped up by having basic customer information already on file. Once approved,
customers can shop immediately with
a digital version of the card, earning
rewards and tracking them in real time
via the Uber app.
The in-app money management features harken to the ambitions the ridesharing company hinted at last month
at SourceMedia’s annual PayThink
conference.
“What we’re working on, I don’t even
want to call it a wallet,” said Brian Crist,
chief payments counsel for Uber Technologies, at PayThink. “One thing that
we continue to look at is trip experience
… could you pay for a restaurant, for
example? Could you pay for your theater
tickets through the experience?”
The card’s rewards structure are in
line with that philosophy.
Like many cards targeting middlemarket consumers, the Uber Visa card
has no annual fee, and rewards vary

based on the merchandise category,
emphasizing activities most popular
with Uber riders.
Customers may earn rewards at a rate
of 4% of spending on restaurants and
UberEATS; 3% on travel; 2% for online
purchases (including Uber) and 1% on
everything else, and an introductory
bonus includes $100 in points after
spending $500 on the card during the
first 90 days.
Other benefits point to the card’s
potential appeal to a digital-savvy consumer, with no foreign transaction
fees; a one-time $50 credit for online
subscription services like Netflix when
spending $5,000 annually and mobile
phone insurance of up to $600 for damage and theft when the card is used to

pay the monthly mobile phone bill.
“We’ve put features in this card that
directly relate to Uber users’ everyday
lifestyles, which includes real-time
visibility into rewards as they’re earning—and using them,” said Denny
Nealon, head of U.S. partnerships for
Barclaycard in an interview at Money20/20 coinciding with the card’s
announcement.
Barclaycard said its research showed
strong consumer interest in this niche for
earning rewards on everyday activities,
with the ability to quickly plow rewards
back into frequent transaction types,
Nealon said.
“Uber users love immediacy and
the rewards we’re offering cater to that
lifestyle,” he said.
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SECURITY

EMV

Has EMV Issuance Run Its Course?

After a sharp spike in EMV card issuance in 2015, it's clear that demand has tapered off. Is
there still any untapped demand for chip-card security? BY NICK HOLLAND

N

ow two years on from the
U.S. EMV liability shift,
chip cards are commonplace in American wallets.
But the benefits of EMV
cards — a longer five-year lifespan and
a reduced need to reissue in the event
of fraud — have muted the demand for
new cards.
The Total Available Market (TAM)
for cards in the USA spiked from around
250 million cards in 2014 to 700 million
in 2015, then dipped to 532 million in
2016 and is expected to be in the order
of 460 million cards in 2017, according
to Philip Andreae, principal at Philip
Andreae and Associates. “Clearly [EMV]
has impacted the card manufacturing
business,” said Andreae.
The volumes seen in 2015 may have
been artificially high, meant to take
advantage of bulk pricing to satisfy
years of demand for EMV card issuance,
according to Randy Vanderhoof, executive director of The Secure Technology
Alliance, a not-for-profit industry group.
“We hear that large banks have a
considerable inventory of chip cards
because they wanted the best prices they
could get,” Vanderhoof said. “There will
be a drop in demand in 2018 because
so many cards were issued in a short
window of time in 2016 that won’t expire
until 2019 – 2021.”
Another factor weighing on card
inventory orders is that increased card
security measures, including EMV, are
isoandagent.com
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containing the need for entire portfolios to be reissued in the event of a
data breach. This is good news for the
industry overall, and demonstrates that
EMV is serving its purpose as a fraud
deterrent.
However, actions have consequences
and the diminished need for mass card
reissuance due to breaches is also a
factor in a lull in card orders.
“EMV and dynamic authentication
mitigate the need for complete and
entire portfolio reissuances when data
breaches and compromises occur.” says
Jason Bohrer, senior vice president of
operations for the card manufacturer
CPI Card Group.
“We have seen some small reissuance

efforts based on recent breaches, but,
have not seen large scale reissuance
efforts in recent months.”
A time ripe for experimentation and
innovation
It’s not all bad news however.
The card industry is not just about
debit and credit, and manufacturers are
looking to push EMV-chip cards into
other card products such as prepaid
payroll cards for the travel and tourism
industry.
There have also been tentative steps
to move EMV into fleet card upgrades.
While the transition to EMV at the pump
is not scheduled to occur until 2020, the
connected convenience stores also want
to be protected from card fraud.
November/December 2017 ISO&AGENT 11

11/7/2017 1:11:13 PM

SECURITY

BIOMETRICS

Apple’s Cautious Use of Face ID

Face ID may indeed be more accurate than Touch ID, but Apple isn't willing to say it's perfect.
Like many biometric technologies, it can suffer an ªevil twinº attack. BY DANIEL WOLFE

A

pple’s upcoming iPhone
X will ditch its fingerprint
sensor in favor of a multicamera system, but it still
expects some users to opt
for a PIN code.
In eliminating the fingerprint sensor to accommodate an edge-to-edge
display, Apple had to redesign a lot of the
ways its smartphone handles common
interactions, especially payments. And
while the company touted the strength
of its new Face ID system, it came with
a few words of caution.
“If you happen to have an evil twin,
you really need to protect your sensitive data with a passcode,” warned Phil
Schiller, Apple’s senior vice president
of worldwide marketing, in a presentation announcing the company’s newest
smartphones.
When picked up by a stranger, that
stranger has a one in a million chance
of being able to trick the camera — a
huge improvement from the one in
50,000 chance with Touch ID, which
Schiller described as the “gold standard”
of biometric authentication. The odds
get lower when people such as family
members share traits with the phone’s
owner, but it has protections against
being unlocked by a sleeping user’s
face or a photo of the user.
“Face ID also works with Apple Pay,”
Schiller said. “You look at iphone X to
authenticate and hold it near the payment terminal to pay.”

Phil Schiller, SVP of worldwide marketing at Apple, explains the iPhone X's facial recognition system
during a presentation on Tuesday, Sept. 12.

Third-party financial and security
apps like Mint, 1Password and E-Trade
also support Face ID authentication,
Schiller said. The iPhone 8, announced
alongside the iPhone X, still uses Touch
ID instead of Face ID.
Despite Apple’s advances, the company has never felt confident enough
to totally remove PIN authentication.
When Touch ID launched, Apple even
saw fit to strengthen its PIN security,
requiring a six-digit PIN instead of the
four-digit PIN it supported on previous
iPhones. That change made it far less
likely for a stranger to guess the user’s
PIN — one in a million compared to one
in 10,000, Apple said at the time.

Schiller’s warning is likely in response to publicity surrounding attempts to defeat biometric authentication. In May, a BBC reporter and his
non-identical twin brother were able
to fool HSBC’s voice biometrics phone
banking system. Such efforts are worrying for companies that want to advance
biometric authentication, even if they
are unlikely to apply to most consumers.
Apple isn’t the first to support facial
biometrics for smartphone authentication and payments. Samsung introduced
a similar feature in its ill-fated Note 7
smartphone last year, which had an iris
scanner built in. The feature survived
into its Note 8 device.

12 ISO&AGENT November/December 2017

012_ISO111217 12

11/7/2017 1:13:09 PM

TECHNOLOGY

DIGITAL PAYMENTS

PayPal’s Plan for Venmo in Retail

Venmo is the go-to brand for P-to-P payments, but can it do the same for retail? And does that
mean PayPal has to downplay its own brand? BY DAVID HEUN

P

ayPal’s latest move to promote
Venmo for retail payments
may be the company’s clearest admission of the limitations of the PayPal brand.
PayPal has a long history of buying
brands that it could not defeat in the
market, and Venmo is no exception.
Other examples include BillMeLater
(now PayPal Credit) and Braintree
(Venmo’s owner at the time of the acquisition). But PayPal never seemed
particularly threatened in its primary
mission of online and P-to-P payments
— until Venmo came along.
Venmo somehow succeeded where
years of upstarts failed, to the point
where PayPal is now comfortable putting
Venmo’s own brand before its own. In
the new setup, PayPal is testing dynamic
payment buttons that swap in the Venmo
brand for Venmo users when visiting
merchant websites.
While this gives Venmo users the
option of shopping at more than two
million merchants, it also concedes
that PayPal may never convince Venmo
consumers to think of themselves as
PayPal users. Despite the risk to the
PayPal brand, the company sees this
as a positive development.
“We’re seeing in some instances that
the appeal of Venmo has prompted some
of the largest and most influential U.S.
merchants to expand existing, or begin
new, processing relationships with PayPal,” Bill Ready, chief operating officer
isoandagent.com
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at PayPal, said in an Oct. 17 blog post.
As much as anything, it puts Venmo
in the forefront of a promise that mobile
payments has made since its inception
— that it is easy for users to split the
cost of purchases among friends and
share payments on the Venmo feed.
“My kids go out and buy things jointly
a lot, sometimes as a gift, or something
for themselves, but someone wants to
pay for part of it,” said Steve Mott, principal of BetterBuyDesign, a Stamford,
Conn.-based consulting firm.
“It’s very easy to do with Venmo,
and that’s a different lifestyle that the
payments industry really hasn’t stepped
up to,” Mott said.

Venmo has grown to the point where
the PayPal.me P-to-P service created
two years ago to lure older age groups
may not even be necessary. It appears
PayPal realizes by leveraging Venmo
and its infrastructure it is “creating a
new conduit into the future of digital
payments where it is more of a social
interaction,” Mott added.
And that also appears to be a major
selling point for PayPal and Venmo as
it expands retail reach.
The move allows merchants to connect with a new audience of shoppers,
many of whom engage with Venmo
multiple times a day, Ready said in the
blog post.
November/December 2017 ISO&AGENT 13
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RETAILERS
GET READY
FOR A
HIGH-RISK
HOLIDAY
SEASON
For most retailers heading into this year's holiday-season
sales crunch, the epic Equifax data breach was only the latest
in a series of escalating threats having a profound effect.
effect on the way they handle payments.
BY KATE FITZGERALD

THE SCOPE OF THE SEPTEMBER
Equifax event may be vast, but it’s not the
first time many of the millions of consumer
files have been compromised, sold and
resold on the “dark web,” forcing merchants to accept the reality that fraud is
an ongoing and evolving risk that calls for
customized solutions.
Specific risks to retailers online and in
stores this holiday season will come from
criminals using troves of stolen consumer
account data to spoof identities for in-store
purchases and create synthetic identities
for fraudulent accounts plus applying stolen
data to machine-driven account-takeover
fraud, with all categories of fraud on track
to rise this year, according to data from
Auriemma Consulting.
What's in store

Many retailers that sell higher-ticket
merchandise already are bolstering au-

thentication methods this holiday season,
in anticipation of increased fraud threats
after data breaches and malware attacks
and the surging growth of e-commerce
through mobile channels, and they will
need to closely track trends and tighten controls if they see fraud begin to spike when
holiday sales surge after Thanksgiving.
“With the continued adoption of EMV at
the POS, especially those merchants that
criminals traditionally like to patronize
selling electronics and high-end consumers
goods, e-commerce merchants will be the
targets of choice this holiday season,” said
Al Pascual, a senior analyst with Javelin
Strategy & Research.
The drawback in heavying up authentication, however, is the possibility that false
positives will turn away good customers,
he noted.
“With all the online traffic retailers will
see this year, it will be harder than ever
November/December 2017 ISO&AGENT 15

015_ISO111217 15

11/7/17 11:48 AM

SECURITY

SEASONAL RISK

to separate good customers from bad
without stronger controls in place,”
Pascual said.
Retailers that are succeeding at
streamlining sales while ferreting out
fraud have found the best approach is to
use a combination of technology, tools
and processes customized for their
specific niche and risk levels.
Online fraud is a constant threat
for Closet Candy, a women’s apparel
company based in Indianapolis, and
attempted theft intensifies each year
around the holidays, said founder and
president Christina Smith.
After launching in 2012 on Shopify’s
hosting platform, sales quickly soared
to more than $6 million annually, but
the operation is not large enough to
sustain many losses, according to Smith,
who personally investigates most fraud
incidents.
“Over the last couple of years we’ve
dialed our chargebacks down to one or
none per month, because I analyze the
heck out of every fraud case to avoid
any repeats,” she said.
The first line of defense is filters built
into the Shopify’s system that signal
when an order has risky characteristics.
A common sign of attempted fraud is
when the customer requests shipment
to a destination different than the billing address, or when orders are placed
from a computer IP address that’s more
than 50 miles away from the shipping
address, according to Smith.
Other red flags include unusually
large gift card purchases and orders of
multiple sizes of the same item shipped
to a single address, presumably for
resale.
“We look at a range of data to validate
orders, including the path the shopper
followed to reach the site,” Smith said,
noting that customers who arrived
directly from an online or social media
promotion tend to be legitimate customers who regularly shop the site.
Whenever an order has an odd com-

bination of characteristics, employees
run a series of quick tests to verify that
it’s legitimate. If they can’t resolve the
case, they bump it up to senior management for further investigation.
“We’ll explore publicly available
information of consumers’ addresses,
and fraudsters usually have a lot of
discrepancies that are easy to spot.
For example, if you’ve got a $400 order
going to what Google Maps indicates
is a shack, chances are high you’ve got
a problem,” Smith said.
Closet Candy relies heavily on social
media to promote its wares, which Smith
said helps to spot fraudsters.
“We get a lot of repeat business,
so there’s a consistency to the mix of
merchandise and price points we see
from legitimate customers, and anything
that’s way out of the ordinary catches our
attention for further scrutiny,” she said.
The big picture

Personally vetting each suspicious
sale may work for Closet Candy, but ecommerce operators with higher volume
often rely on third-party services to help
in fraud detection.
Huckberry, a large and growing
menswear website launched six years
ago in San Francisco, hired Kount, of
Boise, Idaho, to assist in fraud protection
through its fraud-filtering platform and
consulting services, said Lisa Eugene,
a fraud analyst for the retailer.
Kount, which has worked with Huckberry for several years, maintains a
broad set of transaction data from numerous e-commerce merchants and
automatically compares that information against prospective transactions
to determine whether customers are
legitimate.
“Today’s fraudsters aren’t just random
individuals in a basement somewhere—
these are people using information
available on the ‘dark web’ and even
on Reddit who leverage sophisticated
knowledge about fraud and technol-

ogy to probe e-commerce systems,”
said Melayna Gabiou, Kount’s senior
marketing manager.
Expert e-commerce fraudsters create
IP proxies, engineer remote desktop
logins and emulate mobile devices,
and they know how to spoof deviceidentification systems, she said.
“A multilayered fraud detection system will send fraudsters elsewhere,”
Gabiou said, noting that the central
weapon Kount provides is a vast storehouse of information from e-commerce
sites that’s constantly refreshed.
Whitepages Pro is one of the data
providers Kount works with to speedily
validate customers. Using a network of
5 billion consumer records, Whitepages
Pro’s Identity Graph establishes linkages
between five key customer attributes
including email, phone number, person,
address and business, according to
Sam Hartung, Whitepages Pro’s risk
partnership manager.
“When a customer sends us these
attributes, we key off of all five at once,
to see whether the e-commerce site’s
consumers are who they say they are,”
Hartung said.
Armed with Kount’s data filters,
Huckberry prepares for fraud each
holiday season by devising new policies to combat fraud based on recent
trends of legitimate transactions and
attempted fraud, Eugene said.
“The data not only points out potential
fraud scenarios, but isolates the riskysignal combinations we want to confirm
before approving a transaction. For
example, earlier this year we compared
recent transaction data with previous
years, and used the data points on certain signals to help us build new rules
to reduce false positives,” Eugene said.
Huckberry typically hires additional
personnel to process orders during the
holiday season and teaches them how to
handle manual reviews on questionable
transactions, escalating trickier cases
to more experienced agents, she said.
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Why ATM Deployers Say that
You Should Attend ATMIA US 2018
If you are an ATM deployer, you must plan to attend ATMIA’s US conference and expo this coming
February. Engage with well over 1,000 of your industry colleagues; participate in a workshop
to learn how to outsource your services to financial institutions; and attend a wide variety of
breakout sessions on industry trends and innovation. Here is an example of what ATM deployers,
both independent and financial institution have to say about why they attend this premiere event.
“I attend ATMIA as a Financial Institution’s ATM
representative because ATMIA is the only conference
that is still focused on the ATM Industry. Most other
shows have minimized their ATM focus. I enjoy
having most ATM manufacturers and suppliers in
the same place to discuss their products as well as
our outlook for the future of self-service banking.
The mix of Banks, Credit Unions and Independent
Deployers help give us a broader perspective of
what is going on in the industry. I look forward to
additional FIs to become engaged in ATMIA.”

“ There is nowhere better to get involved and
get updated information on all the craziness
that goes on in the ATM world unless you
attend the annual conference. The annual
conference is a cornucopia of contacts,
information and learning. It can’t be beat!”
- Teresa Scott, ATM Product Manager,
First American Payment Systems

- Billy Arnold, ATM Operations Manager, IBERIABANK

And if you market products or services to ATM deployers,
whether bank or IAD, this is where you will find your customers
February 6 – 8, 2018. Our educational program is full and booth
space is shrinking, but there are still opportunities to include the
ATMIA US Conference in your 2018 ATM channel marketing strategy.
Platinum Sponsors:
Diamond Sponsors:

Gold Sponsors:

Silver Sponsors:

Bronze Sponsors:

Conference Sponsors:

Media Sponsors:
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SECURITY

SEASONAL RISK

Each order also goes through an
automated assessment of how the customer navigated to the site, which can
provide valuable clues to investigating
potentially fraudulent orders, Eugene
said.
Rise of the machines

Criminals increasingly are turning
to machine learning and bots to commit
online fraud, which pose a special challenge in industries selling high-ticket
goods, such as the travel industry.
The Canadian travel agency RedTag.
ca sees a surge of all types of fraud
attempts during the holiday season
when travel volume surges, said Roberto Gennaro, chief digital officer at
RedTag.ca.
“Fraud attempts escalate right before
the holidays for flights within a few
days of the bookings, with fraudsters
using stolen cards from travelers,”
Gennaro said.
One of the insidious side effects of
criminals deploying bots is that they
often fraudulently reserve blocks of
seats on flights, causing the price of
the remaining unsold seats to increase
dramatically, throwing off sales, he said.
“Threats from bots are always changing, and as they get better at mimicking human behavior while browsing
our travel sites, they make it look like
they’re legitimately shopping by adding
items to their cart and proceeding to a
checkout page,” Gennaro said.
RedTag.ca has been able to thwart
many bot attacks this year with help
from Distil Networks, which weeds
out bad bots from humans before the
checkout process begins, he said.
While the good guys are deploying
new tools of their own, to block fraud
without impeding legitimate sales,
industry organizations are working to
find a replacement for flimsy passwords,
and retailers are recognizing the need
to use multiple tools and filters — along
with developing their own unique solu-

tions based on their mix of merchandise,
customer base and business models,
experts say.
“EMV payment tokenization has
been around for a while and it’s helping
to protect certain payment methods,
but the recent publication of EMVCo.’s
updated tokenization framework has
benefits that can be extended to all
transactions, including mobile NFC,
e-commerce and in-app transactions,”
said David Worthington vice president of
business development at Rambus, which
provides a range payments technology
including mobile payments and token
services.
In addition to confronting these
threats, more retailers are adopting
omnichannel strategies to sell goods
online, through mobile devices and
inside stores and kiosks, expanding
their overall exposure to risk.
“As retailers move towards an omnichannel approach to deliver an enhanced experience for consumers,
vulnerabilities are emerging that can
be exploited by sophisticated fraudsters
armed with significant amounts of
personal information obtained by data
breaches,” Worthington said.
“The POS systems at retailers’
branch offices can be a prime target
for determined hackers, who may find
weak security and enter to connect to a
merchant’s remote data center, giving
the attacker the ability to move laterally
through the network, compromising
the breadth of a retailer’s payment
systems,” said Matt Hur, director of
product management for public key
infrastructure at Entrust Datacard,
which provides software and hardware
support to authenticate consumers in
bank and retail environments.
But the payments industry isn’t resting idly while threats rise, experts say.
The industry is working to develop
more secure customer authentication
methods based on biometrics and
multifactor protocols, including a new

approach with advocates at the FIDO
Alliance, which designs and develops
strong authentication methods that
experts say show immediate promise
for improving payments security.
Targeted tactics

While working to spot fraud, merchants also are welcoming many new
customers online and in stores during
the holidays—and fraudsters know it.
Criminals can strike at any hour, but they
often concentrate their attacks during
heavy sales periods on weekends, late
in the day and just before stores close,
experts say.
When fraudsters slip past retailers’
bulwarks, there’s still a chance to block
the transaction at the processing level
using machine-learning technology, said
Karim Ahmad, head of global product
and innovation at TSYS, a major payments processor based in Columbus, Ga.
TSYS partnered with U.K.-based
Featurespace last year for a bank service
that applies adaptive behavioral analytics to spot uncharacteristic customer
patterns that might be fraudulent, according to Ahmad.
“Featurespace creates a profile of
what normal behavior looks like for
a specific consumer, and then every
transaction on the account gets compared against that profile,” Ahmad
said, noting at least two TSYS bank
customers will be using the service,
called Foresight Score, for the first
time this holiday season.
There is no single solution to combat fraud in all environments, but the
payments industry is embarking on
broad efforts to upgrade authentication
processes across the board, said Brett
McDowell, executive director of the
FIDO Alliance.
The approach FIDO recently began
to recommend, called high-assurance
strong authentication, shows significant
promise for broadly reducing fraud,
McDowell said.
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Delivering the news that matters the most
to the merchant acquiring industry

ISO&Agent is the merchant acquiring industry’s leading publication,
combining timely news and articles on ways to boost revenue with insightful
and relevant analysis of long-term trends shaping the industry.
ISO&Agent’s unique position is its ability to deliver information
via a print magazine and a weekly eNewsletter. For more than 12 years,
thousands of industry professionals have turned to ISO&Agent for its
comprehensive coverage of the industry—Invest in a brand your audience trusts.

ADVERTISE WITH THE BRANDS YOU TRUST.
FOR MORE INFORMATION ON ADVERTISING, PLEASE CONTACT:
Megan Downey at 212.803.6092 or Megan.Downey@sourcemedia.com
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Vendors Open Up Their Tech

As processors and hardware makers compete to win more small-business payments, they are
opening up their technology platforms to developers. BY KATE FITZGERALD

“We’re still in the early stages of where we plan to go with an open marketplace for apps, which ultimately will be a platform that allows a developer or a

T

software company to port their solution into our platform anywhere in the world,” said Paul Galant, CEO of Verifone.

rying to anticipate merchants’ needs in the fastevolving digital commerce
environment can be expensive — as evidenced
by Vantiv’s $1.65 billion deal for Mercury Payment Systems in 2014, when
the prevailing technology centered on
embedded payments.
But even that didn’t address all
merchants’ needs. Vantiv is trying a

complementary approach this year by
partnering with Germany-based Aevi,
a unit of Diebold Nixdorf, to provide a
global marketplace of white-label apps
for merchants.
Aevi will support this marketplace
through an open application platform
Vantiv controls, aiming to bring more
flexible solutions to its small- and midsize merchant clients.
Giving merchants direct access to

third-party software isn’t new—First
Data’s Clover unit introduced the concept
three years ago—but Vantiv is giving
its approach a custom-development
spin with an app marketplace where
developers can play with solutions that
work with Vantiv’s SmartPay Series
hardware. The platform uses application
programming interfaces and software
development kits Aevi supplies.
“One of the big problems merchants
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face is getting locked into an app or a
device, when both sides of the equation
keep evolving, and we believe the answer
is having a single platform that enables
merchants to connect any kind of app
to any kind of device, so we become a
kind of iTunes store for merchant apps,”
said Scott DeAngelo, Vantiv’s senior vice
president of product, in an interview at
Money20/20 in Las Vegas.
Its Mercury ISV program isn’t going
away, but Vantiv hopes its approach—
rolling out next year in the U.S. only—
will spark more creative solutions for
merchants, too.
“Any software developer can write
code for merchant apps on our platform,
and they don’t have to limit the sphere
of end users,” he said. “If they come
up with a great app, and because our
platform is hardware-agnostic, it will
work on any brand of payment hardware
Vantiv provides, whether it’s through
a bank, an ISO or another channel.”
Vantiv’s move could bring it closer
relationships with merchants, said Eric
Grover, an independent payments consultant.
“With Vantiv’s Mercury model, merchants are getting software bundled in
with services, but the software doesn’t
come from Vantiv,” Grover said. “By
offering merchants a menu of software
apps on a platform it controls, Vantiv
tightens its relationship with merchants
and likely also it can capture more of
the economics on the back end.”
Legacy hardware makers are doing
some of the same things.
Verifone for several months has been
developing its own developer-centered
app marketplace for merchants, and
this week unveiled five products including a solution enabling merchants to
sync their e-commerce catalogs with
merchandise in stores, plus tools to
manage customer loyalty, gift cards
and workforces.
It’s taken longer for Verifone to get
its open platform for apps rolling beisoandagent.com

021_ISO111217 21

cause of the company’s goal to support
solutions globally, said Verifone CEO
Paul Galant.
“Verifone operates in 168 countries,
and while a lot of available apps are limited to local geography, our strategy is
based on security and ubiquity, which
requires us to take a global approach,”
Galant said. “We’re still in the early
stages of where we plan to go with
an open marketplace for apps, which
ultimately will be a platform that allows
a developer or a software company to
port their solution into our platform
anywhere in the world.”
Clover’s leaders seem unfazed by
the competitors’ moves into open application development.
“We have a huge head start in the

merchant application market, with developers steadily delivering to specific
merchant needs, including observing
the privacy and server requirements
of different geographies and industry
sectors,” said Mark Schulze, Clover’s
co-founder and director.
Currently operating in the U.S., U.K.
and Ireland, First Data’s Clover has
more than 300 merchant apps available
and a roadmap for rolling out thirdparty merchant apps to other nations,
Schulze said.
“Clover’s model already has made a
lot of progress in providing a platform
for frustrated developers, and we have
a lot of momentum with solutions that
work, and we expect to maintain our
lead,” Schulze said.

Maybe we need to rethink this race to the bottom...

Tired of being promised the kitchen sink to find yourself circling the drain?

The Merchant Store Guarantee:
True revenue sharing!
Up-front cash!
Free equipment and POS options!
Wholesale equipment pricing!
And, one-on-one support, when, and how you need it!
To setup your custom agent program,
Contact us at: 855.898.8025
or visit: MsiAgents.com

TheMerchantStore

Minding your business
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KNOW YOUR CUSTOMER

How Hate Groups Exploit Fintech

Almost no bank or fintech company wants to enable hate groups Ð even bitcoin exchanges
don't want them Ð but these groups still find ways to move money. BY NICK HOLLAND

T

he events of Charlottesville,
Va., have exposed the dark
underbelly of hate groups
and their media channels,
and raised fresh questions
about how they get funding.
Numerous payments players have
clamped down on hate groups’ access to
funds in the wake of the Charlottesville
rally, an event that resulted in the death
of one counterprotester and two police
officers. However, given the decentralized and lawless nature of the internet,
hate groups can find their own ways to
move money even after the mainstream
financial system has kicked them out.
At the epicenter of the post-Charlottesville purge was The Daily Stormer,
a neo-Nazi publication that quickly
became a pariah for ISPs and payment
networks as a key enabler of white
supremacist hate and incendiary commentary. Posts on the site highlighted
that even Bitcoin funding was being cut
off, as Coinbase — one of the primary
cryptocurrency exchanges — suspended
not just The Daily Stormer’s account,
but the accounts of those attempting
to send funds to its bitcoin wallet for
violation of the exchange’s Acceptable
Use Policy (AUP).
The irony is that, rather than cut hate
groups out of the financial ecosystem,
these bans have instead turned them
into innovators.
Even within the confines of the mainstream financial services system, hate

groups have developed inventive ways
to move funds.
The massive, decentralized nature of
the internet makes policing by merchant
service providers (MSPs) an onerous
task and inevitably some sites pedaling illicit content and materials will
fall through the cracks. This is where
transaction laundering occurs.
According to PCICompliance.org,
transaction laundering takes a number
of forms —
•
A front company that passes
the due diligence underwriting tests,
but also launders money or sells illegal
products.
•
A pass-through company with

a legitimate processing account takes
on a “silent partner.”
•
A legitimate business acts
as a funnel account, accepting card
charges from companies that do not
have merchant processing accounts.
Transaction laundering is not to be
underestimated. Transaction laundering
online sales of products and services
topped $159 billion in 2016 in the US
alone, according to an estimate from
Ron Teicher, CEO of EverCompliant,
an internet security company. Of this,
some $4.6 billion involved illegal goods,
which were sold online by an estimated
100,400 unregistered merchants.
“Exacerbating the problem is the
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plethora of payment methods that have
appeared in recent years,” says Teicher.
“If in the past, acquirers, banks and other
institutions focused on websites as the
nexus of transaction laundering, the
mobile era has opened up a whole new
playground for scammers to operate in.”
The continued flight from one MSP
to another eventually reaches a point
where traditional payments channels are
exhausted. But once caught out and cut
off, there is still a continuum of options
available to so-called payment hustlers.
“Payment hustlers rotate payments
methods until the path of least resistance
is found,” says Dan Frechtling, chief
product officer at G2 Web Services.
“This can follow a pattern of A, B, C.
Plan A, or ‘acquirers,’ is initially successful but often leads to a rejection after
banks and PSPs discover transaction
laundering. This is followed by Plan A1,
‘Alternative Payment Methods,’ then
Plan B, ‘bank payments,’ followed by
Plan C, ‘cryptocurrencies.’ Payment
hustlers look for the most hospitable
environment to monetize forbidden
e-commerce.”
However, even the ABCs can be
exhausted, as The Daily Stormer discovered when the site and its donors were
cut off from funding via “mainstream”
cryptocurrencies by the Coinbase exchange.
As it turns out, bitcoin may not be
the lawless cash alternative that many
imagined it to be.
“Last year, as traditional cryptocurrencies were proven to be suboptimal
mechanisms for disguising illegal transactions from law enforcement there was
a shift among certain groups from using
the most popular cryptocurrencies
like BTC and LTC, towards so-called
‘privacy coins,’ such as Monero and
Zcash,” says Al Pascual, senior vice
president at Javelin Strategy & Research.
“Privacy coins obscure the parties in
each transaction, making them attractive for individuals and organizations
isoandagent.com
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that wish to keep their funding off the
radar, such as fraudsters, hate groups
and terrorists.”
The relative ease with which altcurrencies can be funded via initial coin
offerings is inspiring some to develop
platforms that are more welcoming of
hate groups.
Gab is an example of a player that
it taking currency into its own hands.
Gab promotes itself as a non-politically
affiliated anti-censorship platform, and
it hosts several high-profile far-right or
“alt-right” users who have been banned
from other services over hate speech
or harassment.
In the wake of the events of Charlottesville, Gab’s app has been removed
from both Apple and Google’s app stores.

According to Gab’s chief operating
officer, Utsav Sanduja, the company
is planning an ICO for its own cryptocurrency.
“We are going to be using the blockchain and incorporating elements of
the Ethereum network,” says Sanduja.
“Gab’s overall plans are to help develop
a Web 3.0 that allows for true peer-topeer decentralization. A lot of this work
is being done by The Free Speech Tech
Alliance, a team of 100-plus engineers
and whistleblowers from Silicon Valley
wanting to take on the duopoly that is
Apple and Google, both who control over
95% of the mobile distribution market.
Eventually, we will replace PayPal and
work with the banks directly as a processor of digital currencies.”
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INTERNET OF THINGS

Visa’s Post-Password Strategy

These days, passwords are too easily compromised to be of much use, but people still use
them. To get past our reliance on passwords, Visa is building an open platform for the protection of internet-connected devices. BY JOHN ADAMS

I

ncidents such as the Equifax
breach create more urgency to
move beyond static identifiers
and authentication methods, and
Visa is getting aggressive about
pushing dynamic tools to vet and shield
identity.
Visa recently introduced Visa ID Intelligence, an open platform that issuers,
developers and other parties can use to
enable biometrics and other forwardlooking authentication techniques.

“We want to provide faster access to
what we think is smarter authentication
technology,” said Mark Nelsen, senior
vice president of risk and authentication
products at Visa.
Visa projects that 20 billion devices
will be internet-connected by 2020, but
not all device makers put security first.
This places an onus on faster time to
market for identity protection. Visa
wants to support forms like face ID
and touch biometrics, which improve

security through the use of familiar
authentication habits.
“Consumers’ expectations for digital experiences have been shaped by
frictionless and elegant experiences
provided by brands like Apple and
Amazon,” said Julie Conroy, research
director of the retail banking practice at
Aite Group, adding Aite’s research has
found consumers choose convenience
over security. “While there are certainly
technologies that can offer the win-win
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and enable experiences that are both
more convenient and more secure,
getting those solutions deployed in a
timely manner is a challenge for many
businesses.”
Visa’s not alone in trying to move
people, merchants and issuers beyond
passwords, nor is its strategy new—companies have wanted to dump usernames
and passwords for years.Mastercard
supports “selfie” ID as part of its implementation of 3D-Secure, and fingerprint
ID is a staple of mobile wallet apps,
which are also building toward facial
recognition.
Available through the Visa Developer
Platform, Visa ID Intelligence (VIDI)
is accessible through Visa’s application
programming interfaces and software
development kits. Visa has vetted its
technology partners for security and
consumer privacy, including onsite
assessments, penetration testing, and
ongoing compliance audits. The platform
also enables streamlined contracting to
shave time off of negotiations.
VIDI compares images from the
user’s camera with photo IDs (driver’s
license, passport, military ID), while
extracting and converting information
from documents into digital form. This
is designed to speed account creation
and serves as an alternative to calls to
customer service to perform password
resets or replace cards.
Biometric choices through VIDI are
eyes, face, fingerprint and voice, with
Daon powering the biometric technology. Applications include app login,
payments, step-up authentication, and
other features. VIDI offerings will expand in 2018 to user data and device data
to improve digital identity decisioning,
working with Neustar and ThreatMetrix.
What could be particularly helpful to banks is the ability to use open
development as a “sandbox” to test
and develop technology that’s part of
a tailored identity risk strategy.
Dynamic authentication does not
isoandagent.com
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move people away from passwords, but
an interim step is still welcome, according to Avivah Litan, a vice president and
security specialist at Gartner.
“Supplementing passwords is important. It will take a long time to get
rid of passwords, because people feel
uncomfortable with getting rid of passwords,” Litan said.
With Thursday’s announcement,
Visa is expediting this approach. Major
breaches at Equifax and large retailers
have exposed holes in prevention that
exist through the payments and broader
technology industries. There’s a talent
shortage, fears of severe long-term impact on merchants and a concern that
even larger incidents are on the horizon.
As such, there’s a “urgency of now”
to Visa’s strategy.
The breaches don’t necessarily involve Visa, but have a downstream
impact since ID theft usually fuels card
theft. It can take up to two years to add
a new security system at a bank or merchant, and that timeframe doesn’t fit a
quickly changing threat environment,
Conroy said.
“Anything that can cut down on the
complexity of bringing more effective
authentication online is welcomed,”

said Al Pascual, research director and
head of fraud and security at Javelin
Strategy & Research.
Banks contend with far more than
technical integration and contract management challenges when implementing
new forms of authentication, Pascual
said.
“More specifically, institutions need
to determine which solutions fit into
their authentication strategy across
challenges and products, what vulnerabilities may exist and how to best
manage for them,” he said.
Consumers encounter many authentication moments during the course of
a day, whether accessing an account,
checking a balance, or reporting a lost
card, Nelsen said. With so many possible interactions, speed and simplicity
are key.
“We’re all about speed in introducing
new ID authentication technology. How
can we do that faster…how can we get
biometrics in wide use in six months
to a year out,” Nelsen said, adding a
more tangible timeline for biometrics
adoption is desireable. “Biometrics are
stronger and more convenient to consumers…issuers struggle with speed
to market.”
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EMV

Acquirers, Processors and EMV

The EMV liability shift took effect two years ago. So why are many merchants still dragging
their feet on upgrading their security? BY JOHN ADAMS

W

hile the EMV fraud liability shift for most
companies passed
two years ago, there
are still pockets of
stores that haven’t switched over — and
they can be particularly prone to the
kind of fraud chip cards are designed
to thwart.
EMV is designed to be resistant to
counterfeiting, and the October 2015
liability shift is a consequence the card
networks imposed on companies that did
not make the switch. Some companies
considered the fraud risk to be less
than the cost of upgrading; others had
to wait on certain vendors to support
the technology; and certain categories
such as restaurants and gas stations
had issues that worked against simple
upgrades (the card networks even gave
gas stations an extension).
Thus, two years after the EMV card
standard should have gone into effect in
the U.S., the country is still very much
resisting the change.
“There are still a lot of stores out
there that don’t have EMV,” said Ken
Paull, CRO at Boston-based acquirer
Cayan.
Cayan recently received chip card
certification from the payment processor
Worldpay, which can help Cayan reach
small businesses through its Genius
cloud-based payment gateway. While
EMV certification announcements
come frequently from across the pay-

ment industry, Worldpay, which is in
the midst of being acquired by Vantiv,
has a number of programs in sectors
where EMV use still lags.
“The EMV conversions are moving
down the pyramid so to speak,” Paull
said, adding the stragglers include small
to medium-sized businesses and some
restaurant segments. “Full-service restaurants in particular haven’t converted
due to the slow growth of pay-at-table
solutions. There hasn’t been a wholesale
adoption of pay-at-table tech.”
The Worldpay pact will also allow
Cayan to reach merchants that are
looking for faster EMV payments execution, which would give Cayan a chance
to sell its Genius ChipIQ service that

processes chip card transactions in 4
seconds. Worldpay recently added support for faster EMV execution products
from Mastercard and Visa, contending
a “traditional” EMV checkout can take
as long as 20 seconds.
“Worldpay is very well positioned
in some of these verticals,” Paull said.
“They have been very successful in
creating a market segment and we have
had strong demand for Genius in these
segments.”
The Worldpay certification is the
latest in a series of moves Cayan has
made on the frontier of digital payments,
to reach industries that are either not
using chip cards or don’t accept cards
at all.
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TECHNOLOGY

MOBILE POINT OF SALE

After EMV, a New Approach

TableSafe's timing worked against it when it designed a magstripe product ahead of the EMV
shift. Nevertheless, the situation helped the company prepare for
the next wave of payments technology. BY DAVID HEUN

I

t’s been nearly six years in the
making, but TableSafe has the
EMV certification it has long
needed to make its pay-at-thetable Rail platform a future-proof
option for restaurants.
Seattle-based TableSafe was prepared
to launch the Rail five years ago under
the company’s previous name Viableware, as a device housed in a patented
billfold that replicates the traditional
leather booklet used at restaurants to
deliver a guest’s check before wait staff
takes the payment card back to a point
of sale terminal.
At the time, the premise was fairly
simple. After a year of developing the
technology to create some efficiency
for restaurant operations, TableSafe
felt it had a product late in 2012 that
also would eliminate the diner’s fear
of card skimming when the card left
the table for payment.
“Then the card companies revealed
they were coming out with EMV (chip
cards), and suddenly this new product
we were releasing was obsolete,” said
Steve McKean, president of TableSafe.
“We had no choice but not to release
the product at that time.”
In hindsight, the timing couldn’t
have been better, McKean said. Had
TableSafe already launched its product
and had a large customer base using
it, the time and effort to upgrade to
EMV could have been devastating for
the company.
isoandagent.com
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“We went down the path to EMV, but
also learned along the way that it just
couldn’t be EMV now either,” McKean
said. “There were other payment capabilities coming to market and we had to
understand how to engage with mobile
payments and contactless cards.”
The company began talking about the
new capabilities of what it was calling
Rail 2 five months ago in preparation
for its launch announcement this week.
The result now is that TableSafe’s Rail
platform is certified through the CreditCall omnichannel gateway for EMV
and signature, and also includes a Near
Field Communication chip for mobile
and contactless payments, a camera to
read QR codes, and Bluetooth to help

restaurant owners recognize customers
at the time they are dining. Payments
and EMV technology provider Cardtek
is also partnering with TableSafe for
the Rail launch.
Rail 2’s proximity technology allows
location-based messages and marketing,
a promise of the original Rail concept —
that the platform would help restaurant
owners mine, manage and monetize
customer data.
“We really had to position this as an
effective platform for the future and one
that restaurants could grow with over
time,” McKean added.
Potential clients and investors have
been patient in waiting for TableSafe
to debut its latest version of Rail.
November/December 2017 ISO&AGENT 27

11/7/2017 1:21:46 PM

LOYALTY

PAYMENT CARDS

Startup Aims at Forgotten Perks

Modern credit cards are loaded with features and rewards Ð often so many that consumers
can't keep track. And by helping consumers make better use of their rewards, Sift can also
nudge them toward other activities. BY DAVID HEUN

C

redit card benefits aren’t
worth much to a consumer
who has no idea what the
card offers, or has forgotten
about them over time and
simply never uses them.
That’s money lost in the eyes of Sift,
a Sunnyvale, Calif.-based startup that
has developed an app to strengthen
mobile wallets by keeping track of card
benefits.
Sift alerts cardholders to use benefits,
but engages with card issuers on behalf
of the consumer behind the scenes to
make good on benefits that may have
gone unclaimed.
It’s that potential to save money that
should lure most mobile wallet users to
download Sift from the App Store as a
monitoring tool on iOS devices, said
Sift co-founder Janne Salminen.
“People use Sift for getting money
back, to review what the benefits or
policies are for specific purchases, such
as how many days to return a product,”
Salminen said. “But it looks like many
people have started using Sift it as their
go-to shipment/purchase tracking tool.”
That feature is not something Sift
actively markets or promotes, but it
does track shipment status with realtime updates. “It has been a pleasant
surprise to see people really digging for
those hidden features,” Salminen said.
But it’s the “hidden benefits” of credit
cards that Sift wants in the forefront
of a mobile wallet, as the app delivers

ªIt has been a pleasant surprise to see people really digging for those hidden features,º Sift co-founder
Janne Salminen said.

an easy-to-read table of each card’s
benefits. While consumers generally
understand and utilize cash-back or
rewards points programs, they are not
as keenly aware of benefits a card may
have like trip cancellation protection,
flight delay insurance, car rental insurance, lost-luggage insurance, extended
warranty, theft and damage, return

protection and price protection.
In that regard, Sift says its service
can map all of the benefits for 90% of
all credit cards in the U.S. In doing so
and also filing appropriate claims on the
user’s behalf, Sift estimates it can help
consumers get back “tens of billions
of dollars left on the table every year.”
Sift’s biggest hurdle will likely be

isoan
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enrollment, since the consumers who
would benefit most from its service are
the ones who don’t know what they’re
missing, said Richard Crone, chief
executive of San Carlos, Calif.-based
payments consulting firm Crone Consulting LLC.
“But you’d have to say an app like
this would be a plus-one feature on a
mobile banking app or on an issuer’s
own app,” Crone said, hinting that the
technology could be valuable to a future
buyer. “As a stand-alone app, it can be
hard to get an enrolled base.”
From a “scrappy startup” standpoint,
it is easy to admire Sift in what it is trying
to do to benefit consumers, Crone added.
“It will be hard, but hard is good if you
are a startup that can solve a problem.”
That “problem” in many cases, Salminen said, is that consumers aren’t
always aware that a transaction should
have resulted in savings, based on
their card benefits. If a benefit was not
used on a certain transaction, Sift files
claims to retailers or credit card issuers, depending on the circumstances
of the transaction and the companies
they are dealing with.
“Most of the retailers and some of
the credit card issuers accept email
claims, and we provide all of the relevant
information in that way,” Salminen said.
“Others typically have online forms
and we fill them out on behalf of the
card user.”
Sift usually needs to provide only
a person’s name, address and the last
four digits of the card — all data that
is collected when Sift makes its first
claim for a user.
Sift also provides the transaction
receipt, and then proof of a lower price
available.
“Sift puts all of this together without
the users’ involvement,” Salminen said,
noting that the company looks out for the
card user without being asked to do so.
The app tracks all purchases in one
place, matches the benefits to that purisoandagent.com
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chase and then uses a bot to proactively
deliver claims and alert consumers when
they have money coming back.
Retailer refunds are direct chargebacks on the card used, while credit
card refunds are chargebacks on the
card or mailed checks, depending on
the issuer, Salminen added.
After a user signs up with cloud-based
Sift and provides an email address and
retailer account information, Sift is
able to obtain digital receipts, detect
purchases and automate claims. Sift
does not have access to card user email
passwords on some platforms, but those
they do have are converted to tokens
and stored in an encrypted database.
Sift plans to make its free service
available on other operating networks,

but for the time being it works only for
Apple users. The company is also testing various business models that would
generate revenue.
“A success fee is one of those options, but it remains to be seen what the
model, if any, would be with consumers
regarding the claims,” Salminen said.
“In addition to that, we are going to
make money from financial service
referrals when we recommend a better
credit card to a consumer.”
While some companies such as Paribus and Earny focus on retailer price
protections and Airhelp seeks refund
claims through the airlines, Sift says
it operates as a unique tool to make a
mobile wallet stronger by unlocking
credit card benefits, including travel.
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DEBIT

FASTER PAYMENTS

How Debit Led to Faster Payments

While the U.S. payments industry works to build an ubiquitous real-time payments network,
major players in the gig economy are finding that debit -based systems meet at least some of
their needs. BY KATE FITZGERALD

S

ame-day ACH debits rolled out
last month, a year after sameday credits, cutting processing time for these payments
from a couple of days to a few
hours — but for many emerging use
cases, that’s not fast enough. So what’s
filling the void?
In the expanding array of ride-

sharing and delivery services where
payout speed is paramount, debit push
payment services like Visa Direct and
Mastercard Send ride on card network
rails to move funds in seconds. Debit
push payments also are available around
the clock, which isn’t necessarily the
case for the same-day ACH payments.
This is vital for instances such as

a Lyft driver who needs to receive a
fare payment immediately to refill on
gas. But debit-based systems require
the use of a debit card, a process that
omits many potential recipients — and
creates a pain point that Lyft and others
are eager to eliminate.
Despite this limitation, there are
many immediate opportunities for in-
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DEBIT

FASTER PAYMENTS

stant debit payments.
Mastercard sees continued demand
for immediate payroll funding coming from the gig economy, but there’s
an even bigger opportunity for debit
push payments to modernize the $4
trillion person-to-person and corporate disbursement market with debit
push pay, according to Jessica Turner,
Mastercard’s executive vice president
of digital payments and labs for North
America.
The travel industry is a key vertical that’s driving new use cases and
growth as airlines and other suppliers
shift paper-based travel vouchers and
reimbursements to debit push payments, she said.
“What’s nice about this business
model is we’re not competing against
similar providers as much as we’re
competing against checks, paychecks
and certificates, and it’s a big pie,”
Turner said.
Recent technical advances have
helped accelerate growth of debit push
payments, with back-end providers like
Stripe streamlining the integration
process for merchants and corporates
looking to add core services like Visa
Direct and Mastercard Send.
“It’s not just the gig economy that’s
driving demand for quick debit payments—we’re positioning to serve a
new demographic group of millennials
who expect things to move instantly, for
immediate gratification,” said Michelle
Young, senior vice president of debit
segment sales for First Data Corp.,
which recently entered the debit push
arena with its own Disburse-to-Debit
service leveraging Acculynk’s debit
routing technology that First Data acquired last year.
Acculynk’s backbone is its ability
to identify the least cost debit network
available, which may include First Data’s
Star, or other competing networks like
Pulse, NYCE, Accel, Shazam and CU
Alliance. Debit push payments have

a wide array of use cases—including
person-to-person payments— but corporations are the primarily audience for
them, Young said.
The insurance industry alone spends
vast sums gathering the account details
of recipients, and 25% of call center volume is tied up in chasing check details
for consumer and business payments, an
expensive and time-consuming process,
Young said.
“People who are used to receiving
person-to-person payments instantly
don’t want to wait days to be reimbursed
by a company,” she said. “Many corporations may continue to use traditional
disbursement methods, including check
and ACH, but with Disburse-to-Debit
in most situations we can offer those
services at a lower cost in real time.”
Small businesses also are taking
advantage of the increasing ease of
integration via APIs to add debit push
capabilities.
“For a small business owner who
uses a merchant acquirer with these
capabilities, it’s improved cash flow to
the business,” said Cecilia Frew, head
of Visa Direct for North America.
More than half of small businesses
use some type of debit card for business

purposes and nearly 90% express interest
in using a debit card to receive instant
funds transfers, Frew said.
Despite these promising signs, debit
push payments aren’t likely to supersede
same-day ACH debit payments in the
long run, experts say.
Nacha is introducing an array of
faster ACH payment types in phases.
Last year’s same-day credit payments
now account for nearly 200,000 transactions a day.
It’s still early in the development cycle
of same-day ACH debit developments,
and over time the service is expected to
be fast, affordable and ubiquitous and
easy for large corporations and financial
institutions to access on a broad scale,
observers say.
But in the near term, debit push payments may capture significant market
share in certain niches, said Sarah
Grotta, director of debit and alternative
products at Mercator Advisory Group.
“It’s interesting that these [debit push
payments] are seeing growth prior to a
real-time debit payments platform that
checks all the required boxes to meet
the effectiveness criteria of the Federal
Reserve’s Faster Payments Task Force,”
Grotta said.
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ACCEPT EMV CHIP
CARD PAYMENTS

ON THE GO!
SwipeSimple is a mobile point of sale
solution that enables merchants to quickly
and securely accept credit card payments
from any smartphone or tablet.

Central Payment is looking for sales professionals who want to take their
business to the next level. We provide all of the necessary tools to help you
win business and sustain growth. We realize that a healthy relationship is built

Ask Us About Our
New Affiliate Program

on trust, accountability, and integrity. Let us prove it to you with our aggressive
compensation, exceptional support, and competitive pricing.

Check out our line of free products

RiO

RiO Pro

RiO Restaurant

Get Started Today!
Call: 888.881.3818
Ask for Jason Chan, Director of Recruiting
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Virtual Terminal

Terminals

Mobile Solution

Discover more at:

www.cpaypartners.com
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