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Our users are empowered to identify and transform insights
into measurable actions.
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and data governance.
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columnar databases engineered for speed. A columnar database
(cBase) structure stores data in columns instead of rows, placing the
information needed for each individual query in close proximity in
memory, producing results at lightning speed.
Learn how we have perfected the 4-day BI deployment.
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editor’s

NOTE

Tech is ready to disrupt care
WAY BACK IN THE MID1970S, MY PAR
ents and I ran an errand to our bank. I prepared to wait in the long line of customers
for a teller. My parents made a sharp turn
toward a shiny machine in a corner of the
foyer.
“We use this all the time,” my dad said.
“Much faster, no lines.” That
was an ATM, and it wasn’t
too long before I followed
my parents’ lead and went
with the new technology
that saved time and made
life easier.
Technology in healthcare is in a similar place today. It’s ready to disrupt the
way things have always been done. It’s not
just that it’s cool, or that someone’s forcing
you to use it. It’s now offering clinicians the
chance to accomplish things and to learn
things that can be achieved in no other way.
Digital disruption is just beginning to
make an impact in healthcare, writes contributing editor John Morrissey in his story,
which begins on Page 14. Through the use
of technology such as artificial intelligence,
the Internet of Things, remote patient monitoring and more, providers are seeing
changes—read improvements—in the way
their able to deliver care.
These new uses of technology are disrupting common notions of healthcare,
counteracting some of the negative perceptions that some clinicians may have felt
about information technology to date, says
Lyle Berkowitz, MD, a medical informaticist and IT entrepreneur based in Chicago.
Leading the charge to these radical uses
of technology in healthcare are a new wave
of technology leaders who are taking a fresh
look at ways in which that IT can impact
healthcare. Starting on Page 18, our editors
highlight some of the rising stars who are
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finding new ways to incorporate IT into improving patient care.
New technology is particularly making
an impact in how patients’ conditions are
monitored by clinicians. With financial
pressure rising to get patients out of acute
care facilities and into less expensive settings, providers must be able
to check on vital signs and
other indications of health
to be able to intervene before
patient conditions worsen.
Technology is enabling that,
and starting on Page 20, Linda Wilson describes how new
monitoring devices and the
Internet of Things is closely
connecting doctors and their patients.
Another emerging technology, blockchain, is piquing the interest of technologists in healthcare. Already in wide use in
the financial industry, blockchain is being
studied to see how it can be used in healthcare. Managing Editor Greg Slabodkin
looks at the current state of blockchain in
healthcare in an article beginning on Page
37. It’s still early, he notes, and much work
remains before blockchain impacts the way
that we store and secure clinical records.
In many ways, healthcare is ready for
digital disruption. We look forward to covering the ways in which technology will
change the face of healthcare and bring
new insights to clinicians who want the
best tools available to care for their patients. We hope that you’re ready for some
disruption as well.
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- 100+ educational sessions
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- 100+ exhibitors showcasing the latest technology
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- And much more!
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Newt Gingrich

Former Speaker of the
US House of Representatives

Barbara Boxer
Former US Senator
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SECURITY

WannaCry Had Wide Impact

E

ffects of the WannaCry ransomware attack lingered
long past the initial attack, with some organizations
still dealing with the aftereffects weeks later.
Some 1 million to 2 million computer systems
were compromised by the global WannaCry ransomware attack in mid-May, with victims including the National
Health Service of the United Kingdom and at least two hospital
systems in the United States. The malware, which hit computer
systems worldwide, is believed to have infected five to 10 times as
many systems as experts estimated in the early days of the attack,
an expert told members of Congress in June.
WannaCry first appeared in Europe and Asia on May 12 and
spread globally. An employee of Kryptos Logic in the U.K. stopped
the worm attack by registering a domain associated with it, testified Kryptos CEO Salim Neino at a joint hearing of the House
Oversight and Research and Technology subcommittees.
More than a month after the attack, Kryptos Logic had mitigat-
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ed more than 60 million WannaCry infection attempts worldwide,
with about 7 million of those from the U.S. The vendor estimated
that those infections could have impacted 10 million to 15 million
unique systems had they not been stopped, Neino contended.
The largest attack occurred nearly three weeks after the malware appeared, “on June 8 and 9 on a well-funded hospital in the
east coast of the United States,” Neino added. “Another hospital
was also hit on May 30 in another part of the country.”
Neino did not identify either system in his remarks. His testimony matches information contained in a Department of Health
and Human Services alert issued in early June notifying the
healthcare industry that the agency was aware of two large multistate hospital systems that were “continuing to face significant
challenges to operations because of the WannaCry malware.”
Although WannaCry disrupted hospitals, telecommunications
and other organizations globally, the U.S. infection rate was lower
than that experienced elsewhere in the world. —Greg Slabodkin

Image from gettyimages.com

Recent ransomware attack hit much harder than initial estimates; NHS facilities, two U.S.
healthcare systems are among its victims.
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Newsline

VA, DoE Join
in Big Data
Effort
The Departments
of Veterans Affairs and Energy
are partnering
on a big data
initiative to help
facilitate medical
breakthroughs
for veteran
healthcare, working on research
in the areas of
cardiovascular
disease, prostate
cancer and suicide prevention.
The VA-DoE Big
Data Science
Initiative leverages the VA’s
Million Veteran
Program, a
national voluntary
research effort
that includes the
country’s largest
database linking
genetic, clinical,
lifestyle and
military exposure
information.
The DoE is
contributing
expertise and
technologies in
artificial intelligence, big data
and highperformance
computing.

EHRS
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EHR Vendor eClinicalWorks Settles
Suit With Feds for $155M

M
G

A major vendor of electronic
health record systems for physicians, eClinicalWorks, will pay the
federal government $155 million to
settle a False Claims Act lawsuit contending that its products are faulty.
The settlement, announced in
June, is the first of its kind for a
healthcare IT company facing formal charges that its systems did not
help providers achieve objectives
of the meaningful use program for
EHRs and that usability shortcomings put patient lives at risk.
The company denied any wrongdoing as part of its formal statement on
the settlement. eClinicalWorks said it
fully cooperated with the Department
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of Justice civil investigation.
“The claims settled by the agreement are allegations only, and there
has been no determination of liability,” the statement said. “Although
eCW disputed the DoJ’s allegations,
it decided to settle to avoid the cost
and uncertainty inherent in protracted litigation.”
The settlement also contends that
eClinicalWorks paid kickbacks in
exchange for promoting its product,
which had flaws that could expose
patients to potential safety issues.
The plaintiff in the lawsuit, Brendan Delaney, an IT staff worker for
New York City who was implementing the software at Rikers Island

jail, said he encountered numerous
problems with the EHR, its coding
and functionality. The suit was filed
under the False Claims Act, a federal
law that allows people unaffiliated
with the government to file actions
against federal contractors.
The lawsuit alleged that eClinicalWorks falsely certified that the EHR
met all government criteria; that the
vendor failed to adequately test software before release; failed to correct
critical and urgent problems and
bugs for an extended period of time;
failed to ensure data portability and
audit log requirements; and failed
to reliably record lab and diagnostic
imaging orders.
—Joseph Goedert

RURAL HEALTHCARE

Connect2Health Says ‘Isolated’
Counties in Dire Need of Broadband
The ConnectHealth Task Force
has released an update to its research on the availability of broadband health services, identifying
counties in the U.S. in which there
is a critical need for increased availability of high-speed Internet services delivering healthcare services.
The group, supporting the health
technology efforts of the Federal
Communications Commission, released a new priority list of “critical
need” counties in broadband and
health, which are among those most
in need of broadband health solutions or are “digitally isolated.”
The findings were included in
the group’s update of its “Mapping
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Broadband Health in America” platform, which the federal agency released in June. The new information
reflects the latest complete annual
fixed broadband data from the FCC
and updated health data from the
Robert Wood Johnson Foundation’s
County Health Rankings.
“As telehealth, telemedicine and
other cutting-edge mHealth initiatives gain momentum across the
country, this web-based mapping
platform enables more efficient, data-driven decision making at the intersection of broadband and health,”
says Michele Ellison, chair of the
Connect2Health FCC Task Force.
The fixed broadband data in the

mapping update was released in
December 2016, covering data submissions as of December 2015. The
health data is drawn from the 2017
release of the Robert Wood Johnson
Foundation County Health Rankings & Roadmap. This map data update provided the Task Force with
an opportunity to look at broadband
and health data between years.
The group’s estimation of areas
most needing broadband health support are dubbed “The Priority 2017”
and “Rural Priority 2017.” It aims to
highlight areas of the country seeing
increases in chronic diseases and
shortages of medical services.
—Fred Bazzoli
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Newsline
PRECISION MEDICINE

Mayo, 2bPrecise Join to Develop
Genomics-Based CDS Tools
The Mayo Clinic will work with bPrecise, a precision medicine company, to develop and research a genomics-based care
protocols approach to providing decision
support at the point of care.
The well-known delivery system has
signed a license agreement with 2bPrecise,
a Pittsburgh-based company that offers an
EHR-agnostic cloud-based precision medicine platform that harmonizes genomic
data with research knowledge and clinical
information.
The partners will use the 2bPrecise
platform and combine it with Mayo

make

Clinic’s knowledge and electronic phenotyping algorithms to further develop
clinical protocols, which will be used to
further develop the capabilities of the
platform.
Initial work will be used to apply research to measure outcomes in patients
who have cardiovascular genetic disease.
The two organizations will begin their
collaboration by bringing a Mayo Clinic algorithm for familial hypercholesterolemia
into the 2bPrecise platform to derive insights from combined clinical and genomic research data. The collaboration aims to

aid clinical researchers with the ability to
test and validate new protocols based on
clinical-genomic insights, with the ultimate goal of making these protocols available for optimized decision-making at the
point of care.
The 2bPrecise platform harmonizes
clinical and genomic information to extract patient-specific insights and present
them in an actionable way to the clinician,
within their current EHR workflow, overlaying knowledge sources to guide and enable clinical genomics at the point of care.
—Fred Bazzoli
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WASHINGTON
report
OIG: $729.4M
in MU Pay
Was in Error

VA Picks Cerner to Replace EHR

T

he Department of Veterans Affairs is beginning a multiyear transition to a commercial off-the-shelf electronic health records
system from Cerner, initiating a switch from reliance on its decades-old EHR system.
While the VA will not be adopting the identical EHR that the
Department of Defense plans to install over the next five years, it will be on a
similar Cerner platform. The U.S. military has started to deploy Cerner’s Millennium system, the same platform that has been named as the replacement
for the VA’s legacy Veterans Health Information Systems and Technology Architecture (VistA).
“At VA, we know where almost all of our veteran patients are going to come
from—from the DoD, and for this reason, Congress has been urging the VA and
DoD for at least 17 years, from all the way back in 2000—to work more closely on
EHR issues,” said VA Secretary David Shulkin, MD.
House appropriators have provided $65 million in Fiscal Year 2018 funding
for the Department of Veterans Affairs’ plan to switch to Cerner. However, the
funds come with strings attached. The FY 2018 Military Construction, Veterans Affairs and Related Agencies Appropriations Bill states that no more than
25 percent of the funds can be obligated or spent until Shulkin provides details
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about the records system transition to both House and Senate
appropriators:
The announcement by the
VA that it plans to follow the
lead of the DoD and acquire a
commercial off-the-shelf EHR
system from Cerner was met
with approval from healthcare
IT groups and stakeholders.
“The Department of Veterans Affairs’ selection of Cerner
to develop its electronic health
records system is wonderful
news for U.S. veterans and their
families,” said David Kibbe,
MD, president and CEO of DirectTrust.
—Greg Slabodkin

Image from Shutterstock.com

The Centers for
Medicare and
Medicaid Services paid $729.4
million in improper
incentive payments to eligible
professionals
who did not meet
meaningful use
requirements,
according to a
new audit by the
Office of Inspector General of the
Department of
Health and Human Services.
OIG reviewed $6
billion in electronic health record
incentive payments that CMS
made to more
than 250,000 EPs
from May 2011
through June
2014. Auditors
found that, on
the basis of their
sample results,
the agency inappropriately paid
12 percent of the
total in incentive
payments to EPs
who did not meet
MU requirements.
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WASHINGTON report

PATIENT INFO

Panel Urges Decisive Action on Cybersecurity
CBO Gives
Good Score
to Medicare
The Congressional Budget Office
has given a favorable budget score
to proposed
Senate legislation designed to
give Medicare
Advantage plans
and ACOs greater
flexibility in providing telehealth
services to patients with chronic
conditions.
Previously, the
CBO had expressed concern
that changing
Medicare reimbursement policy
regarding telemedicine could
dramatically
increase healthcare spending.
However, the
office released
a positive
preliminary cost
estimate of the
CHRONIC Care
Act, which includes provisions
expanding telehealth coverage
under Medicare.

HEALTHCARE CYBERSECURITY IS A KEY PUBLIC
concern that needs immediate and aggressive attention
to counter the growing threats putting patient information at risk, according to the findings of a just-released
task force report mandated by Congress.
The task force’s 21 subject matter experts, drawn
from a diverse group of stakeholders, was created by the
Department of Health and Human Services in response
to the Cybersecurity Information Sharing Act of 2015
and charged with examining healthcare’s challenges in
securing data from hacker attacks and to see how safeguards can be improved.
Specifically, the Health Care Industry Cybersecurity Task Force identified six “high-level imperatives
by which to organize its recommendations and action
items,” including:
• Defining and streamlining the government’s leadership, governance and expectations for healthcare industry cybersecurity.
• Increasing the security and resilience of medical
devices and health IT.
• Developing the healthcare workforce capacity necessary to prioritize and ensure cybersecurity awareness and technical capabilities.

QPP

CMS Proposes Quality Payment Program Rule
THE CENTERS FOR MEDICARE AND MEDICAID
Services has proposed a new rule for its Quality Payment Program in an effort to simplify reporting requirements with updates for the second and future
years of the program.
In October 2016, CMS published a final rule to implement the Quality Payment Program (QPP) under
the Medicare Access and CHIP Reauthorization Act
(MACRA), designed to reward providers for value and
improved health outcomes. As part of the program,
clinicians have two tracks from which to choose—the
Merit-Based Incentive Payment System (MIPS) or the
Advanced Alternate Payment Models (APMs), based on
practice size, specialty, location or patient population.
The new approach in MACRA incorporates payments
to reward providers for their use of IT and data.
“The proposed rule would amend some existing requirements and also contains new policies for doctors
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• Increasing healthcare industry readiness through
improved cybersecurity awareness and education.
• Identifying mechanisms to protect research and
development efforts and intellectual property from attacks or exposure.
• Improving information sharing of industry threats,
weaknesses and mitigations.
The panel, co-chaired by Emery Csulak, chief information security officer at CMS, and Theresa Meadows,
CIO at Cook Children’s Health Care System, developed a
set of more than 100 recommendations to help increase
cybersecurity across the healthcare industry.
“As healthcare becomes increasingly dependent on
information technology, our ability to protect our systems will have an ever greater impact on the health of
the patients we serve,” wrote Csulak and Meadows to
the chairmen of several congressional committees in
a letter accompanying the report, issued in early June.
“While much of what we recommend will require hard
work, difficult decisions and commitment of resources,
we will be encouraged and unified by our shared values
as healthcare industry professionals and our commitment to providing safe, high quality care.”
—Greg Slabodkin

and clinicians participating in the Quality Payment
Program that would encourage participation in either
APMs or the MIPS,” the agency announcement noted.
If finalized, the proposed rule would advance CMS’
goals of regulatory relief, program simplification, and
state and local flexibility in creating innovative approaches to healthcare delivery.
The agency says it is sensitive to stakeholder concerns
that small, independent and rural practices in particular are not sufficiently prepared for the Quality Payment
Program. By providing additional flexibility in its proposed rule, CMS contends that barriers will be reduced.
As for health IT, CMS proposes reduced burdens and
increased flexibility to help clinicians successfully participate in QPP by continuing to allow the use of 2014
Edition Certified Electronic Health Record Technology,
while encouraging the use of 2015 edition CEHRT.
—G.S.
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DISRUPTION
Technology is changing the way providers deliver care.
By John Morrissey

I

nformation technology is transforming healthcare, increasingly
being used to radically improve care
and change many of the ways in
which organizations have traditionally practiced medicine.
Digital approaches are changing how
physicians and healthcare systems diagnose diseases, treat patients and monitor
their conditions on an ongoing basis. These
new iterations are coming rapidly, as technology enables care to become virtual and
patient-centric.
Various technologies such as artificial
intelligence, natural language processing,
medical devices connected via the Internet of Things, smartphone-based apps and
more are giving doctors myriad options for
revamping patient care.
This is disrupting common notions of
healthcare and, at the same time, counteracting negative perceptions some clinicians may have had about information
technology to date, says Lyle Berkowitz,
MD, a medical informaticist and IT entrepreneur based in Chicago.
Contentions that healthcare IT has unduly burdened physicians are “silly,” he
says, because most problems are a result of
the way technology implementations have
been done, as well as the relatively basic
purposes behind healthcare IT.
Emerging solutions that reconceptualize
care delivery are catching on because they

cut straight to the need to use IT to truly improve care—using technology’s strengths
to eliminate plodding, labor-intensive processes that make healthcare expensive and
unnecessarily burdensome.
“Too often, innovation starts with cool
things we think we can do, as opposed to
[starting with] the problems we need to
solve,” says Andy Slavitt, former administrator of the Center for Medicare and
Medicare Services who has become a noted
health reform advocate.
Slavitt now sees technology being used
to improve care and support clinicians in
their work—and he believes that trend will
continue. “We need to innovate in ways that
give physicians and clinicians and patients
more time to get the better result,” he adds.
Increasingly, those innovations are coming to market today, disrupting norms in
healthcare delivery and bringing new efficiency and capabilities to provider organizations. The use of these technologies holds
promise for assisting clinicians in making care decisions and improving patient
health.

Artificial intelligence
Clinicians and hospital administrators are
adopting computing technology to process
data and make decisions based on the insights derived from it.
The growing acceptance of smart technology—artificial intelligence, machine
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learning, predictive analytics and deep
learning—involves making use of some of
the best capabilities of computing power.
These advanced technologies can organize
data and derive insights from that information, thus helping support clinicians as they
make crucial care decisions.
AI is increasingly being incorporated
into imaging products to assist radiologists
by improving the speed and accuracy of
their diagnostic work.
For example, Royal Philips has developed IntelliSpace Portal 9.0, the latest edition of its comprehensive, advanced visual
analysis and quantification platform. The
product helps radiologists detect, diagnose
and follow up on treatment of diseases,
while using new machine learning capabilities to support the physician. Another
of its products, Illumeo, is an imaging and
informatics technology that uses adaptive
intelligence to redefine and enhance how
radiologists work with medical images.
Radiology professionals are increasingly
seeing new IT capabilities applied to image
assessment. Early tests have suggested that
these approaches are at least as accurate as
clinicians. For example, a research team
led by Case Western Reserve University
studied whether a deep-learning network
approach could identify invasive forms of
breast cancer. The network was “trained” by
downloading 400 biopsy images from multiple hospitals; then, the network was asked
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to analyze 200 images from The Cancer Genome
Atlas and University Hospitals Cleveland Medical
Center. According to Anant Madabhushi, professor
of biomedical engineering at Case Western Reserve
and co-author of the study, the network scored 100
percent accuracy in determining the presence or absence of cancer on whole slides.
AI, machine learning and other forms of applying
computing to intelligence are being combined with
other technologies and analytics to help providers
anticipate patient problems and then head them off.
For example, Hamilton Health Sciences, based
in Hamilton, Ontario, is using technology from Toronto-based ThoughtWire, which combines data
streaming from Internet of Things devices with AI for
a variety of purposes. In the realm of patient care, the
technology is able to forewarn staff of potential Code
Blue calls, using a grading scale to launch preemptive interventions before patients are even in danger.
Code calls have been reduced, and the organization
has set a goal of eventually eliminating them altogether. As a result, patient survival is enhanced by
intervening before heart arrests require heroic measures, says Mark Farrow, vice president and chief information officer at Hamilton Health.
The ThoughtWire technology also uses AI to assist
administrators. For example, it is able to calculate
projected staffing needs, assisting Hamilton Health
in scheduling nurses to specific units, Farrow notes.
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Thus, artificial intelligence can contribute on several levels to disrupt current challenges in healthcare.
But it can make an immediate impact,by first rescuing clinicians from overwork, says Santosh Mohan,
who chairs the HIMSS Innovation Committee and
heads an initiative at athenahealth called “More Disruption Please” Labs. Mounting administrative tasks
“are not the best use of a doctor’s time, and [physicians] aren’t great at doing assembly-line check lists
anyway,” says Mohan. As a result, he sees great value
in using technology to computerize and automate
some of this “low-level work.”
For example, Berkowitz is co-founder and chief
medical officer of healthfinch, a new company that
seeks to squeeze time and cost out of some of the
most ordinary tasks in clinical practice.
“Our focus is not on the most difficult, complex 5
percent of patients,” says Berkowitz, who’s also CEO
of FutureHealth, a precision medicine-based primary care practice and director of the Szollosi Healthcare Innovation Program at Northwestern Medicine.
“Our focus is on the 80 to 90 percent of patients who
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Other AI targets

Lyle Berkowitz, MD: Distruptive
technology can improve patient care and
make clinicians’ lives easier.
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DISRUPTION

just need routine care. And if we can automate and delegate a lot of that care, we can
give doctors back a lot of time to be able to
focus their attention on the more complex
cases.”
The objective is to clear away routine
work—such as refill requests, emails
about incoming patients and lab test orders—that pile up in physicians’ electronic inboxes says, Jonathan Baran, CEO of
healthfinch.
Mohan says AI can make an immediate
impact in performing “intelligent computing” in areas such as scheduling, predicting no-shows and cancellations, determining appropriate appointment lengths,
and tackling the drudgery of insurance
preauthorizations.

Remote monitoring
Advanced IT also is making inroads in
providing care to patients who are not in
traditional healthcare settings. As providers deal with shrinking reimbursements,
they’re seeking to treat patients in the least
expensive care setting possible.
New technologies are enabling organizations to monitor these patients offsite.
Such capabilities are crucial for organizations that want to better manage their
care continuum and handle the financial
risk associated with population health and
value-based care contracts.
In home healthcare, for example,
subjecting vital sign and other monitored data to a “lightweight machine
learning algorithm,” AI can “predict the
onset of an adverse event and perhaps
avoid an ED visit or some other bad
outcome,” says Michael Joseph, CEO of
Prime Dimensions, a healthcare consulting firm.
This class of technology also can “microsegment” patients along lines of what
works for a very specific health history and
medical situation, by mapping back to records of similar cases very quickly and applying a care pathway accordingly, something that couldn’t be done even five years
ago, says Joseph.

Another problem with delivering care at
patient homes is that a nurse can’t be present to constantly observe patient compliance with medication administration or
other treatment routines. And if a patient
lapses into a negative outcome while on a
treatment, it’s not clear from self-reported
data whether the problem was nonadherence to treatment or the treatment itself
didn’t work.
By using a front-facing camera function of a smartphone in combination with
sophisticated algorithms, a platform created by AiCure simulates the interaction
of nurses. It identifies a specific med held
up to the phone, “observes” the med going into a patient’s mouth and confirms it
was ingested, even to the extent of alerting to possible “cheating” if the patient’s
uniquely recognized face drops out of
the field of vision at any point, says Laura
Shafner, AiCure’s chief strategy officer.
Some monitoring approaches are
geared to the hospital setting, enabling
clinicians to identify changes in patient
conditions in real time and make adjustments in treatment approaches or interventions to head off deterioration in patient conditions.
For example, Medtronic is offering a
combination of technologies that enables
patient monitoring software with wireless monitoring devices and customizable
clinical decision support mobile applications. The company contends that its
Vital Sync monitoring and CDS solution
can simplify time-intensive patient care
processes, helping clinicians prevent or
mitigate harmful and potentially costly
adverse events.
Medtronic’s solution gathers patient
physiological data from a variety of
wireless and bedside devices made by
Medtronic or other vendors. Vital Sync is a
connectivity and remote patient monitoring software solution from Medtronic that
links electronic medical record systems
to a variety of medical devices, including
ventilators, capnography monitors, pulse
oximeters, depth-of-consciousness moni-

tors and other devices. Clinicians can remotely view results on any web-enabled
device, including smartphones.

Patient involvement
Disruptive technology also gives patients
an opportunity to take a more active role
in checking on their health and participating in their care.
For example, Zipnosis is a virtual care
platform that works with a client health
system—using its physicians and labeled
with the system’s name—and acts as “an
entrée and an entry point” to the health
system, says Jon Pearce, the its CEO.
Whereas traditional telemedicine has
to put both clinicians and patients in front
of a camera at the same time, the Zipnosis
platform works like this: A patient with a
simple condition, such as a bladder infection, can go to the hospital’s website and
answer a series of software-guided diagnostic questions, enabling the service to
capture a full history. It then applies rules
to suggest the appropriate level of care for
that patient—ranging from online advice
with no need to talk to anyone, to a video
consultation to a clinic visit, which the service can schedule.
And smartphones laced with other advanced technologies are enabling consumers to take more of their diagnostic
and care needs into their own hands.
For example, Duke University researchers have developed a handheld device for
cervical cancer screening that produces
high-quality images on a smartphone
or laptop, part of an initiative to make
screenings more accessible, easier to conduct and less costly than studies using expensive traditional equipment.
The wandlike device, which is portable
and simple to use, captures high-quality images of the cervix. In fact, the pocket colposcope rivals the image quality of
the best colposcopes on the market but
at a fraction of the weight, size and cost,
contends Nimmi Ramanujam, the Robert
W. Carr, Jr., Professor of Biomedical Engineering at Duke.
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“The mortality rate of cervical cancer
should absolutely be zero percent because
we have all the tools to see and treat it—
but, it isn’t,” says Ramanujam. “Women do
not receive screening or do not follow up
on a positive screening to have colposcopy
performed. We need to bring colposcopy
to women so we can reduce this.”

Not just for tech’s sake
Many experts believe that innovation
needs to continue to focus on making
changes that improve healthcare, and not
just make clinicians’ lives more complex.
Healthcare’s plodding processes need
reinvention, but innovation without a plan
of adoption won’t make a difference in care
transformation. Digital disruption only
works if it solves longstanding problems and

makes clinicians’ lives easier, Slavitt says.
For example, the healthfinch service
uses a cloud-based rules engine integrated with an EHR to detect a task—refill
request, appointment or some other trigger—and review a patent’s chart for a variety of activities, such as the last appointment, medicines taken, recent problems,
recent lab tests and vital signs. An algorithm determines what should be done,
and routes the task to the right person.
With technology designed to take the
rules-based protocol from the nurses and
automate all the steps, the resulting work
done by the system is handed off to the
nurse, who then has the information to
be assured that it met the protocol and is
ready for action, Berkowitz says. For example, he explains, conditions were met

for a refill, conditions weren’t met for reasons that required extra scrutiny or physician intervention, or it was in a gray area
in which not all data could be found but a
nurse could fill in the rest.
All told, the automation was able to reduce the workload of nurses by 80 percent,
he says, which made it possible to redeploy
the excess nursing staff to other centralized activities where they were needed.
Whatever the promise of advanced
technology, however, digital disruption
has its limits in the current culture, experts warn. Physicians have warmed to
the idea of following evidence-based or
recommended rules for diagnosis and
treatment, but trusting conclusions generated by artificial intelligence or machine learning is another matter. ■
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LEADING INNOVATORS IN

HEALTHCARE IT
A number of HIT executives, policy makers and industry innovators are leading
the digital disruption of healthcare. In the following listing, Health Data Management editors
profile some of these visionaries who are seeking new and better ways
to use cutting-edge technology to improve patient care.

Michael Blum

John Brownstein

Eric Dishman

Title: Director

Title: Chief Innovation Officer

Organization: Center for Digital Health Innovation,
University of California, San Francisco

Organization: Boston Children’s Hospital

Title: Director, Precision Medicine Initiative
Cohort Program

Blum became director of UCSF’s Center for Digital
Health Innovation four years ago, after having
served as chief medical information officer for the
facility. He manages the initiative, which aims to
lead the transformation of healthcare delivery from
empiric, generalized disease-based diagnostic and
treatment approaches to individualized precision
medicine. In his role as director, Blum, a cardiologist and clinical professor of medicine, coordinates
and leverages UCSF’s information technology as
sets. CDHI is working to develop new technologies, apps and systems that will create large new
datasets to enable improvements in patient care.
Currently, UCSF and GE Healthcare are teaming up
to develop advanced analytics to support the next
generation of clinical decision support systems
hosted on a cloud platform. The project includes
the development of a library of “deep learning algorithms” that can be embedded in decision support
and aid in quicker diagnoses in acute situations
such as trauma.
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Brownstein comes from a career as a successful
entrepreneur, and now is applying those gifts at
Boston Children’s Hospital, where he focuses on
employing informatics and big data analytics. At
Boston Children’s, he leads a 50-person multidisciplinary team focused on digital innovations
that affect both clinicians and consumers. He has
pioneered HOW digital epidemiology, which uses
diverse digital data sources to understand population health. Brownstein has led the development
of patient-facing public health systems, including
HealthMap, Vaccine Finder and MedWatch, which
support patient interactions with the healthcare
system. In general, he describes his job as helping
to shepherd promising technologies through the
commercialization process and to promote a culture
of innovation within the organization.

Organization: National Institutes of Health
Last year, Dishman was named director of the
Precision Medicine Initiative Cohort Program.
In that role, he leads NIH’s effort to build the
PMI landmark longitudinal research study of 1
million or more U.S. volunteers to expand the
country’s ability to improve health and treat disease through precision medicine. He comes to
NIH with a deep understanding of the initiative,
having played a critical role as a member of the
PMI Working Group that deliberated intensively
for several months last year to develop the
design for the study. Before coming to NIH,
Dishman was general manager of the health
and life sciences group for Intel; during his
time at Intel, he launched the analytics-driven
Collaborative Cancer Cloud to share genomic
imaging and clinical data among providers with
a goal of generating a diagnosis and treatment
plan for use by clinicians within 24 hours.

healthdatamanagement.com

6/23/2017 12:22:21 PM

Rebe

Title: C

Organ
Anders

MD An
the ins
Center
organi
resear
and fin
harnes
experti
innova
develo
izing n
establi
compa
partne
the Un
Center
tion of
Techno
known
create
spinoff

Chris

Title: C

Organ

Ross is
ting-ed
one of
networ
leaders
advanc
and m
discov
into im
broad
healthc
execut
manag
ability
has 30
in heal
and go

Rebecca Kaul

Omkar Kulkarni

Santosh Mohan

Joe Randolph

Title: Chief Innovation Officer

Title: Director, Healthcare Innovation
Accelerator

Title: Chair, Innovation Committee

Title: President and CEO

Organization: Healthcare Information
and Management Systems Society

Organization: The Innovation
Institute

Mohan heads HIMSS’ Innovation
Committee, which identifies emerging technologies and processes
that positively impact healthcare
by improving the care experience;
individual and population health;
and reduce costs, and disseminating what members find throughout
the HIT community. Mohan currently
serves as the Head of the More
Disruption Please (MDP) Labs at
athenahealth, fostering the next
generation of healthcare innovators. Prior to joining athenahealth,
Mohan served as a Digital Solutions
Management Fellow at Stanford
Health Care and helped the organization achieve EMRAM Stage 7
inpatient and outpatient validations.

Randolph leads The Innovation
Institute, a healthcare incubator
and provider of medical device and
healthcare innovation solutions. The
institute has experience in funding
and supporting healthcare innovation
worldwide. Founded in 2013, the
institute has three distinct elements:
an innovation lab, an investment
fund and an enterprise development
group.
Randolph previously was
executive vice president and chief
operating officer of St. Joseph
Health, one of the largest multistate
Catholic healthcare systems in the
nation. Before beginning his career
at SJH, Randolph worked for three
other healthcare systems, both
for-profit and nonprofit, in Southern
California.

Organization: University of Texas MD
Anderson Cancer Center
MD Anderson hired Kaul to develop
the institution’s new Innovation
Center. She is responsible for leading
organizational strategy to accelerate
research, improve patient care
and find new revenue streams by
harnessing institutional data and
expertise. Kaul also collaborates with
innovators within MD Anderson to
develop strategies for commercializing new ideas and is working to
establish relationships with startup
companies and other industry
partners. Previously, she was at
the University of Pittsburgh Medical
Center, where she was chief innovation officer and president of UPMC’s
Technology Development Center, now
known as UPMC Enterprises. She
created several joint ventures and
spinoffs for UPMC.

Organization: Cedars-Sinai Medical
Center, Los Angeles
Kulkarni leads a partnership with
Techstars, a health accelerator
that seeks to support companies
developing emerging uses for technology. Techstars has partnered with
Cedars-Sinai with the intent of helping
healthcare startups get to market
more quickly. Kulkarni leads the effort,
which is a three-month residential
program in Los Angeles, physically
located at Cedars-Sinai. In the partnership, 10 healthcare startups are
selected to participate, focused on
innovative technology and care delivery in healthcare. Kulkarni focuses on
ways to support and accelerate the
pace of innovation at those companies, through robust mentorship from
both the Techstars and Cedars-Sinai
communities.
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Christopher Ross

Rasu Shrestha, MD

Eric Topol, MD

Debi Willis

Title: Chief Information Officer

Title: Chief Innovation Officer

Title: Founder

Organization: Mayo Clinic

Organization: UPMC

Title: Director of the Scripps
Translational Science Institute and
Chief Academic Officer

Ross is driving a number of cutting-edge initiatives at Mayo Clinic,
one of the most respected provider
networks in the country. Under Ross’
leadership, Mayo Clinic is engaged in
advanced use of big data, analytics
and machine learning to drive clinical
discoveries that are being translated
into improved patient care. Ross has
broad experience in many facets of
healthcare, including serving as the
executive vice president and general
manager of the clinical interoperability business for Surescripts. He
has 30 years of diverse experience
in healthcare, information technology
and government.

Shrestha, trained as a radiologist, has
been a key architect of an innovative
unified approach to image viewing
across 20 University of Pittsburgh
Medical Center hospitals and 30
imaging centers. He also serves
as the executive vice president of
UPMC Enterprises, the innovation
and commercialization arm of UPMC,
and leads a team of more than 200
technology professionals. UPMC
Enterprises funds incubators and
leads efforts to commercialize technology products and services developed at UPMC. Shrestha says UPMC
is looking for ways to commercialize
its data governance best practices
and information management models.

Organization: Scripps Health

Willis has been working to develop
software for PatientLink, a company
that offers applications that integrate
patient data with electronic health
records. The company’s solutions
use FHIR and Direct secure messaging to authenticate and transmit
encrypted data to trusted recipients.
The nearly 20-year effort to develop
the application seeks to enable a
fast and cost-effective way to enter
discrete data into electronic medical
records. In addition to her development work, Willis has been able to
steer PatientLink into a number of
vendor research partnerships.

Topol fills a variety of roles, including
that of professor of genomics and
Gary and Mary West Endowed Chair
of Innovative Medicine at the Scripps
Research Institute. But through all
of them, he prods the healthcare
industry to look at innovative ways
to use technology to provide better,
less expensive and more widely
accessible care to patients. Under
his guidance, the Scripps Research
Institute is playing a pivotal role in
enrolling participants in the National
Institutes of Health’s Precision
Medicine Initiative.

Organization: PatientLink Enterprises
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IoT devices offer radical new ways to monitor conditions.
combination of education on the disease
and lifestyle changes, as well as digital devices to regularly monitor blood pressure
and fine-tune medication to optimize disease management.
To enroll in the hypertension program,
which began in 2015, patients need an
order from their physician and a smartphone. They then visit one of four O Bars,
which are the health system’s stores that
sell and provide support for a variety of
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health-related apps, wearables and devices. Patients buy a wireless blood pressure
cuff that is designed to work with their
smartphone, which can be either an Android or iOS device. Once at home, they log
in to the patient portal, MyChart from Epic,
to fill out a questionnaire about their other
chronic conditions, social circumstances,
medications and lifestyle habits.
Patients work with a health coach and
pharmacist to develop care regimens that
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T

o improve the health of patients with chronic medical
conditions, Ochsner Health
System tapped into the Internet of Things.
The health system, based in Jefferson,
La., has used IoT, specifically remote monitoring, to help patients with uncontrolled
hypertension lower their blood pressure
to healthy levels. Its Hypertension Digital
Medicine Program offers participants a

By Linda Wilson
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include both medication and lifestyle
goals. Patients measure their blood pressure between one and five times per week,
and the results are transmitted automatically from the cuff to the EHR via the
smartphone. That information is presented in dashboards for health coaches and
pharmacists, enabling better tracking of
patient conditions.
The program works: More than 70 percent of the patients enrolled in it get their
blood pressure under control within 90
days.
Ochsner is one of numerous providers currently using apps and connected devices. A 2016 survey by IDC of 101
providers and 100 payers exemplifies the
ongoing shift. Some 39 percent of providers and 52 percent of payers said they are
piloting or using IoT—the most common
uses were for security systems and remote
health monitoring.
As health systems and integrated delivery networks assume financial risk for
their patients’ health outcomes, they’ve
begun developing interactive programs
that include remote patient monitoring
to manage patients’ chronic medical conditions or transitions from a hospital to
home.
That certainly has been a driver at Ochsner, which participates in a variety of reimbursement contracts based, at least in
part, on performance, including metrics
for the control of blood pressure and blood
glucose levels.
“We have to think about new models of
care delivery if we are going to have both
an intermediate- and long-term impact on
patients with chronic disease,” says Richard Milani, MD, chief clinical transformation officer at Ochsner Health System.
According to an online survey conducted in 2016 by Accenture, 76 percent
of providers and 77 percent of payers used
remote patient monitoring for heart conditions, including congestive heart failure.
Respiratory conditions, including chronic
obstructive pulmonary disease (COPD)
and asthma, scored high, too, as 61 per-

“We have to think about new
models of care delivery.”
—Richard Milani
cent of providers and 49 percent of payers
said they developed remote patient monitoring projects for those diseases. Other
chronic conditions in which survey participants use remote patient monitoring
include cancer, mental health, diabetes,
obesity and orthopedic care.
Remote monitoring works better than
office visits alone in controlling chronic
diseases because of the increased frequency with which providers receive—and can
react to—biologic data from patients, Milani believes. “How can we possibly catch
things before they get out of hand if we are
seeing you two or three times a year?” he
says.
John Cassar, CEO of SuperCare Health,
a Downey, Calif.-based provider of home
care for patients with respiratory diseases, agrees with Milani’s assessment of the
need for new delivery models to engage
patients in managing their health.
For example, SuperCare designed a
“high-tech, high-touch” home-care service for high-risk COPD patients returning home after a hospital stay. That 30-day
program includes an initial visit by a respiratory therapist, who performs a clinical assessment and teaches patients how
to take medications, such as short- and
long-acting inhalers, and use diagnostic
tools, such as peak flow meters and pulse
oximeters.
The therapists also give patients an iPad
and show them how to use an iBreathe app,
which connects patients to an electronic
portal on SuperCare Health’s homegrown
care management system. Using the app,
patients also enter data about medications and readings from peak flow meters,
watch educational videos, complete custom surveys and participate in telehealth
visits with SuperCare Health’s providers.

The app, which also is integrated with
Bluetooth-enabled pulse oximeters, transmits information about blood oxygen levels directly into SuperCare Health’s care
management software.
The iBreathe app is a customized version of COPD Navigator, an Apple HealthKit-compliant app developed by LifeMap
Solutions, San Jose, Calif.
SuperCare Health conducted an
18-month trial of the 30-day COPD program, beginning in late 2015. A total of 100
patients were enrolled in the new intervention, and 100 were assigned to a control
group.
SuperCare estimates that it saved $1.6
million on avoided hospital readmission
costs for patients in the 30-day program.
Those patients also logged a COPD readmission rate of 2.94 percent, compared
with a national average of 17.1, while their
all-cause readmission rate was 7.35 percent, compared with a national average of
21.2 percent.

Other approaches
Sharp Rees-Stealy Medical Group, San
Diego, uses a variety of devices to monitor and educate patients with chronic
conditions.
Of the 240,000 patients at Sharp’s 22
outpatient locations, about 6,000 are assigned to case managers, and 1,000 of
those use IoT devices and apps. “We try
to use technology in many different forms
to meet the needs of our patients and our
programs,” says Janet Appel, director of informatics and population health at Sharp
Rees-Stealy.
For example, Sharp uses Medtronic’s
wireless blood pressure cuffs to keep tabs
on patients with hypertension, and the
vendor’s wireless scales for patients with
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congestive heart failure (CHF) and chronic kidney disease. Nurses monitor data
and receive automated alerts, contacting
physicians when necessary for changes in
medications.
Sharp’s patients with CHF who are enrolled in the program have 50 percent fewer hospital admissions than CHF patients
not in the program, according to Appel.
Similarly, patients with hypertension
typically get their blood pressure under
control within 30 days of enrolling in the
remote monitoring program, she adds.
Sharp also has logged positive results
from text messaging programs that it purchased from Agile Health, Nashville. For
example, patients discharged from the
hospital who opt to participate in a 90day coaching program, called Welcome
Home, are less likely to be readmitted
than those who don’t sign up for it, Appel
says.
Sharp deploys other IoT devices to help
patients learn about their disease and
how to manage it. The medical group uses
a program from Propeller Health, based
in Madison, Wis., to teach patients about
asthma.
After patients download the Propeller
Health app, they receive a Bluetooth-enabled sensor in the mail, which they attach to their rescue inhaler. Information
about the time and place they use their
inhaler is transmitted to the user’s smartphone app. Patients can then tap into their
usage information to gain insights about
when and where they use their inhaler,
which helps them learn about what triggers their asthma attacks and, thus, how
to prevent them.
“It’s kind of a wake-up call for the patients because they may not think they are
using their inhaler that much,” Appel says
of the approximately 50 patients who are
enrolled in the program at any given time.
While patients learn more about their
disease by participating in the asthma
program, Appel says Sharp has not noticed a significant increase in patients’
adherence to medication regimens re-

“It’s kind of a wake-up call for the
patients.”
—Janet Appel
quiring daily use of controllers, which
dispense long-acting medication to help
prevent asthma attacks.
Patient engagement and education also
are goals for SuperCare Health. That’s
why it uses gamification techniques in
its iBreathe app. Patients earn points for
activities such as watching treatment-related videos and taking their medications.
Patients currently earn a happy or sad
emoji based on the number of points they
score, but SuperCare is developing a program that would enable patients to trade
points for items with monetary value,
such as gift cards, Cassar says.

Not all that easy
Deploying new care models involving
connected devices and apps isn’t without
challenges, however. In the IDC survey,
both providers and payers said privacy
and security issues were among the top
barriers to implementing IoT programs.
And there’s good reason to worry.
Across all industries, nearly half of U.S.based companies using an IoT network
have experienced a security breach, according to a 2017 survey released by Altman Vilandrie & Company, a strategy
consulting firm.
The problem of protecting networks
from the security vulnerabilities posed by
devices is magnified after you move outside the walls of an institution, says Jon
Connet, senior corporate director of strategy at ForeScout, a vendor that focuses on
tracking onsite devices. For example, it is
more difficult to detect and identify offsite
devices because traditional techniques,
such as public key infrastructures, do not
work as well, he says.
There are other technical hurdles as
well, such as IT infrastructure develop-
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ment.
For example, Ochsner’s IT team designed extensive custom programming
in the health system’s Epic EHR to create
custom surveys, analyze the surveys, assign patients to risk groups, and present
information in dashboards for health
coaches and pharmacists, including daily
task lists. “You have to be able to organize
the work,” Milani says.
The system’s IT staff also developed
algorithms to predict which patients
are headed toward an episode of uncontrolled hypertension based on their recent blood pressure readings.
Currently, there are about 1,400 patients in Ochsner’s hypertension program, and Milani says the system hopes
to recruit a total of 5,000 patients in the
next 12 to 18 months. The typical patient
does not leave the program, he adds, because many of them experience multiple
episodes of uncontrolled blood pressure
throughout the course of the disease.
In addition to increasing the number of
patients involved in hypertension monitoring, Ochsner also plans to expand
into other diseases. The health system’s
executives plan to launch remote patient
monitoring for diabetes this summer,
enrolling from 50 to 100 patients initially
and expanding over time. Ochsner also
may launch a COPD program this year,
Milani says.
Ochsner’s IT staff used the experience
it gained building the hypertension program as the basis for the diabetes effort,
says Milani, adding that the health system
had always planned to expand remote patient monitoring to multiple chronic diseases. First, “you have to build the train
tracks—the infrastructure, if you will—to
do that,” he says. ■
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BIG DATA: BIG OPPORTUNITIES, BIG CHALLENGES
As the President and GM of Blackbaud Healthcare, Russ Cobb oversees the overall business strategy and
company sales, healthcare marketing and partner ecosystem development. His team includes the sales and
marketing of cloud-based and on premise solutions specifically beneficial for the healthcare market. Focusing
on healthcare executives and facility’s philanthropic foundations, Blackbaud offers solutions that allows these
entities to increase revenue, reduce costs and enhance and increase constituent relationships.
Russ Cobb, President & GM, Blackbaud Healthcare

How can big data be used to improve population
health efforts?

What is driving the growth of big data in healthcare?
There are many trends driving big data in healthcare - evolving
payment models, emerging healthcare technologies, and care
delivery improvements to name a few. But healthcare reform and
the resulting landscape of consumerism is a powerful force.

Big data helps providers drive sophisticated intelligence
strategies in and around the social determinants of health or risk
profiles associated with geography, wealth and social consumer
behaviors. The key to success here is providing the right
information to leverage unforeseen population trends supporting
both consumerism and patient engagement. Modern data and
analytics can provide unrivaled insights into the vast array of
social determinants to assist in population health alongside
concurrent consumer and patient acquisition strategies.

Healthcare providers now need to compete for consumers – and
these consumers are smart, mobile and savvy. Brand equity,
consumer preference and choice enables propensity to seek out
the best care at the best price. Organizations must efficiently
utilize big data to be a player in healthcare, and they must use
it to understand us, the consuming public, as individuals with
preference and choice as it relates to our overall health.

Predictive consumer analytics models spanning data elements
such as wealth, geography, social behavior, preference,
philanthropic tendency and social media equity can have a
tremendous impact on population health. Coupled with insights
outlining health risk behaviors, payer demand models, and
predictive probability models for readmission, organizations can
be uniquely positioned to drive better outcomes and increased
value-based care.

How can healthcare organizations best leverage analytics to
make the most of data?
These organizations desperately need access to data for patient
acquisition strategies and to gain insights on their existing patient
population and their total consumer market. Consumer market
segmentation is imperative. By aligning their services to the
needs of the population – both as a whole and on the individual
level, they are in lockstep with a patient’s lifestyle, stage and
preferences and can truly maximize the value of the consumer-patient, and even constituent, continuum.

What are some of the staffing challenges associated with big
data management and analytics?
Healthcare consumerism and its accompanying changes represent
an unprecedented opportunity to improve care delivery and
increase operational revenue. Forward-thinking health systems
are working to become more consumer-savvy, but many still lack
the in-house tools and expertise needed to understand, navigate
and optimize this new dynamic.

What are the biggest challenges associated with dealing with
large amounts of data?
Acquisition, Accuracy and Efficiency. The onus is now on healthcare
organizations to justify value, create consumer confidence in their
services and constantly attract new non-patients and non-referring
physicians. And data is the cornerstone of these efforts, but
storing and maintaining databases can be tedious and costly.
Organizations can easily find themselves drowning in an ocean
of data with no actionable information. Most providers don’t have
the capacity to analyze, interpret or apply predictive modeling to
the data sets to drive tangible answers. First, you have to source
the appropriate data and then it must be turned into actionable
data sets or it will be ineffective for consumer targeting or patient
engagement strategies.

The staffing impact will continue to be seen on the data science
side, but new paradigms will arise in healthcare marketing.
Healthcare marketers are being asked to think differently, moving
from a blanketed brand equity strategy to a direct targeting
approach. Connecting with an experienced data and marketing
partner is key to filling in the gaps and dramatically influencing
consumer behavior. Healthcare providers will need to robustly
improve their data consumption capacity with requisite staffing in
short order.

Contact Us
Blackbaud, Inc.
2000 Daniel Island Drive, Charleston, SC 29492
www.blackbaud.com/healthcareanalytics
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BIG DATA: BIG OPPORTUNITIES, BIG CHALLENGES
ThotWave’s primary focus is to help health organizations mature their use of data and analytics. Through the
strategic development of analytical aspirations, best practices for organizational design, purposeful talent
development strategies and improvements to analytic lifecycle processes, our products and services are
designed to help leaders achieve breakthrough performance in their use of data and technology for decision
making.
Greg Nelson, Chief Data Champion, ThotWave

What is driving the growth of big data in healthcare?

improvements in how we manage the analytics lifecycle and how
well we serve analytic customers will pay dividends in effectively
impacting business decisions.

I think there are several aspects of modern healthcare that
answer the question, “why now?”. Growth in the use of big data
is driven by a desire to move from gut-based decision-making to
a process that uses facts and insights to shape action. Drivers
include the digitization of the health record; novel uses of data
sourced from outside the health system; and, of course, evolving
incentive models which demand greater insights for organizational
sustainability. Because data and technology have become so
ubiquitous in our everyday lives, people are increasingly developing
a data mindset and want to approach problem-solving in this
manner.

How can big data be used to improve population
health efforts?
Our ability to turn data into actionable interventions is the
cornerstone of population health.
Remember, the primary goals of population health are to (a)
improve the overall health of a population and (b) reduce the
health-related disparities within that community. To do that, we
need to be able to accurately capture the factors which
influence health outcomes such as self-care, lifestyle, education,
and social context (psychosocial factors). We also must fold in
data relating individual wellness to environment and geography.
Using this myriad of enriched data, we can predict, optimize, and
personalize care well beyond the exam room.

How can healthcare organizations best leverage analytics to
make the most of data?
For decades, we have been using data to help make sense of the
world around us. Our perspective is that analytics is about driving
change and not simply about reporting on data, reflecting on the
past, or even predicting the future. Analytics has the power to
change what we know and what we do – whether that be where
we invest or how we optimize care. To make the most of our
data, we need to understand the potential for change and what
we can impact because of these new insights.

What are some of the staffing challenges associated with
big data management and analytics?
One of the biggest challenges for an organization is the
development and nurturing of analytic talent. Analytics
competency relates to the knowledge, skills, abilities and
disposition required to successfully turn data into actionable
interventions. Despite the volume of readily available data,
healthcare is still learning how to systematize data-guided
conversations.

What are the biggest challenges associated with dealing with
large amounts of data?
Simply put, these are people and process. Technology is rarely
the real issue.

Making this leap requires a fundamental transformation in the
mindset of how healthcare staff approach data throughout the
business ecosystem. This requires that organizations take swift
action to improve healthcare staff’s data literacy. Successful
change will enable staff to develop, evangelize, and be counseled
by data insights in the service of patients. Data literacy will grow
to become as important as reading and writing competencies for
business professionals in the coming years.

The massive quantities of datasets make it challenging to quickly
ascertain what exact data is available. Often there is an
unwarranted obsession with gathering big data without first
relating that to the data strategy and whether it is used for
purpose (existing business) or potential (future innovation).
Other challenges include weak processes for how data is
managed, governed, and made to be usable. Incremental

Contact Us
ThotWave
1289 Fordham Blvd, #241 Chapel Hill, NC 27514
www.thotwave.com | greg@thotwave.com
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Joseph Colorafi, MD, is a board-certified
pulmonologist. Early in his career,
he often worked with sepsis patients,
seeking to provide the care that would help
them return to health. In his current role
as vice president and chief medical
information officer at Dignity Health,
however, Colorafi doesn’t provide much
direct patient care. Curiously, though, he
now feels as if he is having a greater impact
on patients than ever before.
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BIG DATA: BIG OPPORTUNITIES, BIG CHALLENGES
LexisNexis has mastered the art of combining, analyzing and delivering data and analytics to optimize quality,
performance, and impact across health care entities. Our solutions leverage the industry’s most robust and accurate provider data, comprehensive public records, proprietary linking and claims analytics, predictive science,
and computing platform to transform the business of health care.
Rick Ingraham, Director, Vertical Markets, Health Care Payment & Delivery, LexisNexis Health Care

What is driving the growth of big data in healthcare?

incorrect information has potential to result in mistakes in diagnosis and treatment.

Two key factors contributing to the quantity of data as well as its
quality and relevancy are:
How can big data be used to improve population health efforts?
Time – When electronic medical records (EMRs) first arrived on
scene, the medical community had a difficult choice to make: a)
Digitize the old paper records for each patient, or b) Begin from
this day forward with new records and start building. Most medical
practices went with option b.

Physicians are trained to diagnose and treat. But with insights
gleaned from data, they no longer have to wait for a patient to
be present with symptoms before taking action. They can move
beyond traditional medical records and consider socioeconomic
factors proven to correlate with health.

Although this made the switch to EMRs happen more quickly,
providers were often frustrated by the limited history available on
their patients. Time has become their friend. Most providers now
have multiple years of records. More historical data allows them
to see rates of change, spot potential issues and make better
treatment decisions.

Companies like LexisNexis® are integrating new data sources
to more accurately predict health risk and improve care. Clinically-validated information on social determinants of health—such
as marriage, divorce, bankruptcy and degree of isolation—can
be extracted from public records data and put into predictive
models to determine future health outcomes.

“Little Data” – Ironically, the surge of big data is being fueled by
“little data”. Little data includes records of healthcare delivery,
diagnosis codes, treatment codes, lab reports, test results, wearable sensors, medical device outputs and patient-collected data
from smart devices and physician notes.

When used to augment clinical analytics, medical professionals
can more precisely forecast health risks. They can take a proactive
approach and focus on prevention to avoid disease, health
complications and hospital readmissions. They can anticipate
and engage versus react and treat. Our ability to understand
the intersection of lifestyle and health can be a game changer in
improving population health.

All of this little data provides additional slivers of insight that,
when aggregated, create more detailed pictures of patients for
better-informed diagnoses and treatment decisions.

What are some of the staffing challenges associated with big
data management and analytics?

What are the biggest challenges associated with large
amounts of data?
Massive amounts of data coming from different sources are
difficult to integrate. Disparate data must be normalized. We need
to develop data models that standardize the information and put
it into a structure that can be managed and analyzed. Only once
that’s done can we gain useful insights from the data.

The healthcare industry is going through major changes. Medical
personnel have to learn new processes, new technologies and
how to work with new sources of data. They have to adjust to
new, evolving care models. They’re used to diagnosing and
treating. But we’re facing challenges that require out-of-the-box
thinking in regards to proactive patient outreach.

Additionally, when dealing with any large data set and multiple
data sources, the data must be thoroughly cleansed and any errors
removed. Then the data must be validated (checked for correctness)
and authenticated (associated with the correct person). These
two functions are especially critical for healthcare data in which

The medical community needs to embrace a data-driven culture.
Data can empower providers with insights into their patients and
enable them to be proactive instead of reactive. Big data and
analytics have the potential to improve care, save lives and lower
costs, and that’s in everyone’s best interest.

Contact Us
LexisNexis
For more information, call 866.396.7703 or
visit http://www.lexisnexis.com/risk/health-care/
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“Our hope is to
drill down and
get more personal
by using data
and analytics to
offer services
that are relevant
to individual
employees.”

(Continued from page A6)
“In the past, I would see the sepsis patients
after they had cascaded downstream and
the disease had progressed some. Here I am
years later and I am having a greater impact
by helping to prevent sepsis from developing
in the first place,” Colarafi said.
How so? Colorafi is leading efforts to use big
data and analytics to first identify patients
who show a high risk for developing sepsis
and then get them the treatment and services
required to stop the infection in its tracks.
More specifically, the San Francisco-based
health system is using Hadoop — an opensource software framework that stores and
runs applications on large clusters of data
— to support a bio surveillance program
that focuses on sepsis prevention. With this
system in place, the health system is identifying sepsis as soon as possible, making it
possible to have a positive impact on survival
rates, infection and intensive care unit length
of stay. Indeed, when clinicians are alerted to
a suspected infection, they are able to take
key actions outlined in a “sepsis bundle”
within three hours, greatly improving care. In
fact, for every 10% increase in compliance
with the sepsis bundle, mortality is reduced
by 3%.
In addition to relying on data analytics to
improve sepsis care, Dignity is leveraging
data analytics to prevent harmful events such
as over sedation with opioids and to reduce
readmissions.

Jumping on the bandwagon
Dignity is just one of many healthcare organizations seeking to move the clinical care needle
forward through the expanded use of data
and analytics. Centura Health, for example,
is leveraging data to support more effective
employee wellness initiatives.
“We are using claims data and consumer data
to predict and model how we can encourage employees to get needed preventative

screenings – mammograms, cervical cancer
screenings and colorectal screenings. Basically, we are looking to do what the airlines
and other retail organizations do and meet
consumers where they are at. Our hope is to
drill down and get more personal by using
data and analytics to offer services that are
relevant to individual employees,” said Angie
Villamaria, director of associate wellness.
For example, the Colorado-based health
system is analyzing claims, biometric screening and health assessment data to identify
employees who have a high body mass index
and who would be receptive to participating
in a free weight loss coaching program.
Centura’s population data is combined with
consumer data that includes information on
270 million Americans to create consumer
insights and build predictive models to stratify
populations based on individuals’ needs,
receptivity and likelihood of participating in a
targeted program.
“In healthcare, we have traditionally managed
people when they are sick. But it is important
to shift thinking to the consumer to buy into
their health and take some ownership. By
providing services that are appealing to them
we are looking to bend the curve and improve
health outcomes,” Villamaria said.
While many healthcare organizations are
leveraging data analytics to improve compliance with current best practices, some
professionals are looking to discover more
effective treatments. For example, representatives from a variety of healthcare
organizations recently came together at a
conference convened by the Susan G. Komen
breast cancer organization to explore breast
cancer research and improve treatment
through the use of big data.
“We are working for multidisciplinary collaborations that can help us apply big data
to improve breast cancer treatment and
outcomes,” George Sledge, MD, Komen chief
scientific advisor and a professor of medicine
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at Stanford University said in a press release.
“We plan to identify opportunities to work
together on the very promising, but complicated,
use of big data.”
In fact, conference leaders were looking to
leverage big data applications in an effort to
improve the focus and, hopefully, speed of
research, making it possible to more quickly
develop treatments that will improve how
patients feel, function and survive.

Investing in solutions
With all of this interest in big data and analytics, organizations are increasingly gravitating
toward more sophisticated technologies,
said David Devine, a managing director with
Huron, Chicago.

“Big data and analytics typically fall into two
categories – present the current data on
hand and to predict events. The majority of
the technology that exists now is focused on
amassing and aggregating data and presenting it in dashboards to show how it measures
up against pre-mapped out performance
indicators. But we are starting to see the
move toward using the data to predict what
will happen. So, we are working with more
organizations to put the technology in place
that will help them predict what will happen
with patients,” Devine said.

“We are starting
to see the move
toward using
the data to
predict what
will happen.”

Indeed, many organizations are looking to
turn their electronic health records systems
from “systems of record” into “systems of
action,” Devine said.
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MORE ADVANCED DATA TOOLS: A SOLUTION TO WATCH
Not surprisingly, then, “more advanced data tools” was named as one of
27 solutions to watch in 2017 by HIMSS Analytics. In addition, a variety of
studies point to big data and analytics growth:
• A report from Market Research Future predicts that demand for
technologies for predictive, prescriptive, and descriptive analytics
will expand.

e
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• Markets and Markets predicts the global healthcare analytics
market will grow from $7.39 billion in 2016 to $24.55 billion in 2021.
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• Wiseguyreports estimates that that the global healthcare
analytics market will increase from $8.48 billion in 2015 to
$23.8 billion in 2020.
• IDC contends that revenues for commercial purchases of big data
and analytics-related hardware, software and services will
$210 billion by 2020.
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Submit your
nominations!
Visit bit.ly/WHITawards
for more information

MAY 17, 2017 | SHERATON BOSTON HOTEL | BOSTON, MA

The financial importance of gender diversity in the executive
ranks and on corporate boards is becoming more apparent
in the public consciousness every year, but the percentage of
women who hold leadership positions in healthcare IT
remains stubbornly low. In 2017, the editorial staff at HDM
will again showcase the exceptional achievements of this
under-represented group to the entire industry, raising
the profile of the selected executives and the importance
of diversity.
In coordination with these new rankings, which recognize
C-level executives, HIT leaders, and industry thought leaders,
HealthData Management hosts the annual Most Powerful
Women in Healthcare IT program. This one-day event honors
the award winners and offers professional development,
mentoring and networking time for women in the industry.

“THIS IS A GREAT EXPERIENCE! I WOULD
RECOMMEND THIS AS A TOP NETWORKING
AND EDUCATIONAL EVENT.”

– Dr. Robecca Quammen,
CEO, Quammen Health Care Consultants

TO REGISTER OR FOR MORE INFORMATION, CONTACT: VERNESA MERDANOVIC AT (212) 803-8393
FOR INFORMATION ABOUT SPONSORSHIP, CONTACT:
CENTRAL SALES MANAGER
Elizabeth Ames
(312) 350-8327

EASTERN SALES MANAGER
Anita Lande
(847) 722-6482

CENTRAL SALES MANAGER
Tony Carrini
(212) 803-8547

www.MostPowerfulWHIT.com
d33429_Women
IT_Print Ad.indd 1
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URGENCY GROWS FOR
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Getting IT systems ready for new demands starts now.
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he Merit-based Incentive
Payment System—the reimbursement system the government will use to move
Medicare payments to a
quality- and value-based approach—is in
its initial year.
While 2017 is deemed a performance period, changes lie ahead, and providers may
not realize the full implications of how they
will be affected. The program combines
three federal reporting programs—mea-

suring quality, value and the meaningful
use of electronic health records—into one.
And it’s the balance of these three components that is shifting.
MIPS emphasizes quality measurements more at the outset, but the approach
will eventually seek to grade clinicians
based on their ability to control costs. The
baseline for those calculations is being established by the Centers for Medicare and
Medicaid Services this year. And experts
believe that many providers don’t have all
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the information systems in place—or use
them in combination—to accurately prepare for the shift.
Healthcare experts contend that providers need to start scrambling now to have
the data to be able to ensure they’re able to
gather and act on cost data—not just from
their own practices, but all costs that assigned patients incur.
“Here’s the challenge: Where does the
data come from that provides that kind
of knowledge, on an almost real-time, ev-
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er-evolving basis?” says Rod Piechowski,
senior director for health information
systems at HIMSS. “Without baseline
data, and someone having already done
the analysis on all these different details,
physicians aren’t equipped to make those
kinds of cost decisions.”

Change in focus
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This year, MIPS generally focuses on quality metrics, a category that accounts for 60
percent of a score derived from four categories of physician performance. By contrast, cost performance has no impact on
reimbursement. That will change as the
program progresses, with practices becoming impacted by the costs associated
with caring for assigned patients.
Practices have had years of experience
dealing with quality metrics, navigating
both the Physician Quality Reporting
System (PQRS) and meaningful use criteria of the federal EHR incentive payment
program. But a systematic, analytical approach to cost accounting and management is not nearly as common, and the IT
systems to support it is likely a multiyear
undertaking, experts say.
Physicians navigating this imminent
basis for Medicare reimbursement will be
liable not just for their practice-generated
cost but also Medicare spending by their
patients, both as hospital inpatients and
in post-acute settings.
Eventually, 30 percent of physicians’
MIPS score will be based on their cost
habits and consequences of spending
decisions. CMS will provide the calculations, generating an individualized report
that providers will receive at the end of a
reporting year from claims data.
To perform well under MIPS, medical groups and health systems can’t be
in a position of waiting for their CMS reports—that comes too late to make improvements, says Karen Knecht, chief
innovation officer of Encore Health Resources. “This will be one of the larger
challenges [of MIPS]. CMS will do the
calculations for them, but they’re going to

want to anticipate what their calculated
resource use will be.”
That makes 2017 crucially important.
It’s a year of zero cost accountability for
MIPS, and it’s an opportunity to figure
out what data to identify and accurately
capture; what analytical services will help
track costs practicewide, down to the individual doctor; and the process to put this
data in front of physicians so they make
cost-effective decisions.
That calls for significant technology
and operational change on top of the existing infrastructure for quality improvement, says Piechowski.
To achieve those aims or any others, a
minimum level of IT infrastructure has
to first be in place, says Tony Panjamapirom, senior consultant for research at
the Advisory Board. The first is a certified
EHR acting as a data collection system.
Next is a performance monitoring system with the ability to bring together data
from multiple information systems, not
just the EHR.
Data aggregation is required to support
MIPS cost metrics and produce internal
measures to act upon, along with at least
a near-real-time performance reporting
capability to feed results back continually to physicians so they see how they
fare against their colleagues and national
benchmarks, he says.
A cost management IT plan inevitably
circles back to the importance of giving
physicians data in a form they can grasp
and is easy to work with. Physician buy-in
can take years, says Jennifer Glendening,
director of quality and clinical effectiveness
for Cooper University Health Care, Camden, N.J. “I think the inpatient physicians
have a better understanding, but the outpatient world is really going to be impacted
heavily by the MIPS payment system. So
we’re always looking for new ideas.”

Cost concentration
The CMS focus on cost assessment carries
over into MIPS from an existing program
that provides a payment differential un-

der the Medicare physician fee schedule
based on cost performance against a national benchmark. This Value-Based Payment Modifier program—which provides
for differential payment to a physician or
group of physicians under the Medicare
Physician Fee Schedule based on the
quality of care furnished compared with
the cost of care during a performance
period—will not be much different at all
when it becomes part of MIPS in 2018, says
Panjamapirom.
Cost measures will be grouped into
three different types: total cost per attributed Medicare beneficiary; Medicare Part A and B spending per hospital
admission; and costs relevant to certain
procedures in episodes of care, a way to
appropriately measure the performance
of specialists.
The first type encompasses all costs
incurred for a beneficiary, in any setting.
The spending per hospital admission
covers all costs from three days before
the inpatient stay until 30 days postdischarge.
The time span and participating physicians in a patient care episode—10 such
types of episodes in the first year—are
triggered by codes in patient medical
claims, and the provider responsible for
a plurality of the resulting compiled costs
becomes attributed to that episode, Panjamapirom says.
“Because it’s retrospective, you have
to make sure you’re on top of the cost of
the services you provide to the patient,”
he emphasizes, and that includes using
cost feedback to anticipate the areas that
need to be brought under control. Physician groups can start by taking advantage
of Quality and Resource Use Reports,
produced twice yearly by CMS. The 2017
QRUR is slated for disclosure in the fall,
according to CMS.
This category of MIPS could be crucial
to financial success. “A lot of providers
have done PQRS so far, they have done
meaningful use,” Panjamapirom says.
“It’s likely that the performance differen-
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MEDICARE

tiator could be coming from the cost component of MIPS.”

Analyzing cost sources
The first steps in getting the data to drive
better resource use include a cost-oriented
grasp of the broad issues around inpatient
length of stay, readmissions, mortality rate
and other familiar performance measures,
drilling down to the performance of individual physicians in a practice, experts say.
A good sense of how a provider organization uses resources can be attained
through Healthcare Common Procedure
Coding, which CMS and private insurers use in claims processing. A service of
Premier, the national healthcare alliance,
HCPC uses codes collected from hospitals
to analyze physician resource utilization,
says Lori Harrington, vice president of
quality and regulatory solutions at Premier. It identifies the high-dollar, low-quality, high-volume overutilization of supplies
and care sites, and regular reports issued
to hospitals enable comparison of costs for
every physician in a facility, she says.
For example, a combination of EHR data
mining and contracted analytical services
forms the foundation of a cost management function at Cooper University Health
System that already has demonstrated it
can save millions of dollars when used as a
guide for process change and as a continuous source of cost context for physicians in
their daily work.
Cooper makes use of several Premier
analytical services to drive cost control
and quality improvement in its inpatient,
ambulatory and post-acute activities, says
Glendening. The ambulatory performance
improvement push uses the Premier tool
in concert with the health system’s Epic
EHR platform, drawing data from both
sources to be analyzed by a data scientist
and several data analysts on staff.
Places to improve stand out more when
compared with how other organizations
are doing. Quarterly reports from Premier compare Cooper with peer groups
on issues such as patient safety, length of

stay, readmissions, mortality and resource
utilization. Last year the health system
identified respiratory therapy and blood
utilization as out of kilter on resource use,
Glendening says.
Closer inspection in its own information
systems of the flagged activities showed
specific problems in plasma and red blood
cell management, expenses in one small
area that, along with other incremental expenses, add up to a higher cost of treating
Medicare beneficiaries, and that’s what
the cost category of MIPS will be tracking.
Medicare spending per beneficiary is
challenging, partly because “a lot of these
patients are readmitted multiple times,
there’s a lot [of concern] over usage of resources when patients are here in the hospital, and we know that we need to get a
little tighter with how we’re using the right
resources for the right patient,” Glendening says.

Finding accurate data
The accuracy and completeness of cost-related data will figure highly into any success in managing how well resources are
used. Precise documentation helps organizations uncover a problem sooner and
address it before CMS determines the
MIPS cost score.
With accurate data to analyze, providers
can start identifying high-dollar, high-volume items and determine whether, for example, the administration is negotiating
the best price for supplies. Only after coding and pricing are optimized can issues
of resource use be taken on, Harrington
emphasizes.
At Cooper, all goods and services are
billed and charged through an upgrade in
the Epic platform for the entire enterprise,
instead of using a separate charge center.
So all data sent to Premier comes through
that one Epic source, says Glendening.
Physicians understand better the impact
and metrics of cost generated through Epic
data and analyzed by the outside alliance.
Physicians practicing in the Cooper system are learning that everything they do
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affects cost, and “there’s a more conscious
decision for every order that they place,
and every admission versus observation
status, for example,” she says.
The onset of MIPS demands for efficient
physician practices will put even more
pressure on their daily routine, making
the presentation of data for cost decisions
as important as the information itself. “Basically [CMS is] asking the individual physician to understand the underlying cost
structure of the entire operation, its workflow and supply chain, while they are providing care,” says Piechowski of HIMSS.

Holistic approach
Once areas of concern regarding cost come
into focus, a savvy choice of initiatives in
other categories of MIPS can rack up points
in those areas while having a positive effect on clinical cost and resource use, says
Knecht of Encore. For example, opportunities abound in the category of practice
improvement activities that can get at resource use problems at the same time.
The MIPS program is designed with a
holistic approach to improving quality and
lowering cost, though the mind-set often
is to treat each category separately, Harrington says.
For example, a group of physician practices might be poor at coordinating care activities with hospitals and other points on a
continuum of care, driving up test volume
and leading to unnecessary, costly duplication. One way to achieve improvements
is to establish effective care coordination
and referral management that promotes
better patient tracking across care settings.
In addition, one of the metrics on the
quality pick list deals with closing the referral loop with specialists, measuring the
percentage of referred patients for whom
the referring doctor receives a report from
the patient’s treating physician. And for
good measure, one scoring possibility
under advancing care information is to
perform clinical information reconciliation during a transition of care or referral
situation. ■
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A WORK IN PROGRESS:

BLOCKCHAIN
Proponents see the tech’s potential in healthcare.

F

ew technologies have been
as widely heralded for their
potential to solve some of the
major challenges IT systems
face in healthcare as blockchain. While healthcare has just started
to explore the technology, there is some
pioneering research work now under way.
Blockchain’s core technology under-

lies the Bitcoin cryptocurrency; it’s a data
structure that can be time-stamped and
signed using a private key to prevent tampering, according to the Office of the National Coordinator for HIT. In healthcare,
blockchain is envisioned as a solution—
among other applications—for protecting, managing and exchanging electronic health information.

However, skeptics contend that it
would take enormous processing power
and retooling that would far exceed any
benefits derived.
Under the blockchain “distributed ledger” paradigm, when changes are made
in one copy of a distributed ledger, each
copy held in every other location is simultaneously updated. As a result, in theory,
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BLOCKCHAIN

health records can be stored securely in
a ledger clinicians, patients and payers
can trust, providing instant access to an
agreed upon set of data.
It’s this concept on which blockchain
startup Patientory created a healthcare
app that lets users create a patient profile to keep track of their health history,
giving patients an easy-to-use method of
tracking doctor visits, medical bills, personal medical information, insurance,
immunizations and pharmacy medications.
“We’re one of the first companies
to actually introduce blockchain into
healthcare,” says Chrissa McFarlane,
the company’s CEO. “We’re using the infrastructure to bridge siloed electronic
medical record systems. It’s an app for
patients so they have access to their own
health information.”
McFarlane is urging the federal government “to get behind a blockchain-enabled national IT health system and at
the same time help to remove legal obstacles in the movement of data amongst
providers.”
“Blockchain is very nascent,” acknowledges McFarlane. “Bitcoin was introduced in 2009 and did not have a massscale following until 2012, when the
underlying blockchain technology for
Bitcoin began to be used by the financial
services industry. In the past five years,
IT has opened up to other industries such
as supply chain management, real estate
and now healthcare.”

Security capabilities
In particular, she believes blockchain
could eliminate the possibility of having
healthcare data encrypted and held for
ransom by cyber criminals, such as the
recent global WannaCry ransomware attack that devastated the National Health
Service in the United Kingdom as well as
hundreds of thousands of computer systems worldwide.
“If they had a blockchain-based infrastructure, WannaCry would not have

“If they had a blockchain-based
infrastructure, WannaCry would
not have happened.”

ab
com

—Chrissa McFarlane
happened,” asserts McFarlane. “The only
barrier is really education and knowing
how the technology works. That’s the
biggest barrier because it is an emerging
technology.”
However, Avi Rubin, director of the
Health and Medical Security Lab at Johns
Hopkins University, doesn’t see how
blockchain would be useful in preventing ransomware attacks like WannaCry.
“Ransomware exploits vulnerabilities
in software on an end system; nothing
about blockchain would prevent these
types of attacks from succeeding,” Rubin
contends. “Furthermore, ransomware
encrypts victims’ data, and if there are no
reliable backups, then the information is
going to be held hostage, and I don’t see
how blockchain would help.”
Blockchain technologies could be
used to help the attackers, he adds, in
that it provides a mechanism whereby
the victims could pay the attackers. “In
fact, anonymous e-cash, such as the zero
cash system, could be used to facilitate
that,” says Rubin. “While blockchain
might support the ransomware business
model and make the whole attack viable, it does nothing to aid the potential
victims.”
Likewise, Kaveh Safavi, MD, senior
managing director for Accenture’s global healthcare business, doesn’t believe
blockchain technology would have prevented the recent global WannaCry ransomware attack.
“I don’t see that connection at all,” he
says. WannaCry “wasn’t a theft of information in transit—or anything close to
that; it was an operating system piece of
malware—how would a blockchain stop
malware?”
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Framework needed
Blockchain has inherent qualities that
provide trust and security, but it is not
a technological panacea for all that ails
healthcare when it comes to cybersecurity, believes Debbie Bucci, an IT architect
in ONC’s Office of Standards and Technology.
“When I look across other industries, I
don’t see any of them really aggressively
adopting it,” says Bucci, whose primary
focus is on the privacy and security aspects of health information exchange.
“There’s a lot of proof of concepts, pilots
and use cases being defined. But, I have
yet to see major companies stepping up
to support blockchain—beyond Bitcoin,
of course.”
According to Bucci, ONC continues to
keep a close watch on what develops in
the marketplace when it comes to blockchain, which is still evolving and maturing, especially with respect to its applicability to healthcare.
“It’s just way too early to lock into what
we think,” says Bucci, who adds that
there are significant hurdles that must
be overcome before widespread adoption
is possible in healthcare. “There will be
a number of digital ledger technologies,
and that itself becomes an interoperability issue. They are just working on techniques now in how you talk cross-chain
and off-chain. There’s a lot of work there
still to be done.”
When asked if ONC should play a significant role in helping to create a nationwide blockchain network for electronic
patient records and establish a framework for early adopters, Rubin responds,
“There are probably higher priorities for
healthcare right now, but this would not
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be a bad thing.”
Nonetheless, Safavi believes that such
a blockchain framework is better suited
coming from the private sector.
According to Safavi, blockchain needs
“some kind of governance around it—
there is no formal governance.” Toward
that end, he points to Hyperledger, a voluntary open source association created
to advance cross-industry blockchain
technologies. “They recognize that some
process needs to occur in order to actually use a distributed ledger for something
meaningful.”
In October 2016, Safavi notes, Hyperledger launched a working group dedicated to exploring appropriate applications for blockchain technology in the
healthcare industry. By having technical and business-level conversations,
the group—which includes participants
from Accenture, Gem, Hashed Health,
IBM and Kaiser Permanente—intends
to help the industry adopt open source
blockchain technologies and realize its
full potential.
“We have this challenge of advancing
the technology while still trying to understand what the rules of engagement
are going to be,” Safavi says. “A classic example right now is the domain of
blockchain, the concept of a distributed
ledger—it seems like it has lots of utility,
but within a distributed ledger concept,
there still has to be a certain authority
because there is an ultimate provenance
for the information that controls certain
things. How you go about creating that is
not clear. So what you see right now are
consortiums being created of organizations trying to figure out this problem.”

Simple transactions
Initially, the working group—which does
not require Hyperledger membership—
will focus on fundamental distributed
ledger applications.
“We have some individual pilots going
on, mostly around its application in the
payments process,” says Safavi. “Block-

chain by its current nature works better for smaller amounts of information.
Chain of custody for payments seems
to be a really good place. There is this
belief that blockchain might be a viable
method of transport for electronic health
records. But, the problem is that blockchains—because of the complex computation—can really only contain relatively
simple information. And, you can’t convey a medical record with the current
blockchain technology. So, people are
thinking that maybe it’s the identity part
of a record—sort of a federated medical
record and authentication around access

Ultimately, the agency picked 15 winners,
including submissions from Accenture
and IBM—both members of Hyperledger.
Accenture’s proposal was for blockchain technology solutions that “can
support many existing healthcare business processes, improve data integrity
and enable at-scale interoperability for
information exchange, patient tracking,
identity assurance and validation.”
IBM’s Global Business Service Public
Sector submission included potential
uses of blockchain technology in healthcare, including a detailed look at healthcare preauthorization payment infra-

“Blockchain by its current nature
works better for smaller amounts
of information.”
—Kaveh Safavi
that a blockchain would be useful for, not
the record itself.”
For its part, the government of Estonia is leveraging blockchain to secure its
citizens’ medical data. Estonia’s eHealth
Authority has signed a deal with software
security vendor Guardtime, which developed a digital signature system based
on blockchain technology, to secure the
health records of more than a million
Estonians.
“We’re keeping a close watch” on Estonia,” comments ONC’s Bucci. She makes
the case that the country is a “small state
that standardized on one specific flavor
of blockchain,” adding that it’s too early to speculate on what the implications
might be for similar use cases in the U.S.
healthcare system.

Far-reaching possibilities
Last year, ONC announced winners of its
blockchain challenge, which garnered
more than 70 white papers submitted by
individuals, organizations and vendors.

structure, counterfeit drug prevention
and detection, and clinical trial results
use cases.
“The power of open source is the power
of collaborative ideas,” says IBM Blockchain Product Leader Merve. “The Hyperledger Healthcare Working Group enables healthcare enterprises, providers
and users to focus resources on a scalable
open source project to leverage collaboration. The beating heart of the emerging
healthcare blockchain will be powered
by Hyperledger enabling data sharing,
privacy and interoperability.”
Says Safavi, “Right now, the use cases
for it are still being discovered, and so
I’ve described blockchain as still being in
research and development.”
There are so many potential use cases for blockchain technology to support
healthcare, he adds, “We think probably
payment will go first, and then there will
be some R&D and evolution before we
figure out exactly how to use it in other
places.”
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Donna Hart

Chief information officer
Cook County Health and Hospitals System
Chicago

The Hart File

◉ Chicago State University, BS in management information systems
◉ 30 years, U.S. Army and Army Reserve
◉ HIMSS 2015 HIT Men and Women award winner
◉ HDM 2017 Most Powerful Women in HIT
◉ Led CCHHS to Stage 6 on HIMSS EMRAM

Interview by Fred Bazzoli

Applying military lessons to IT

A

six-year career in the U.S. Army,
followed by 24 years in the Army
Reserve, prepared Donna Hart
well for her current job—serving
as chief information officer at the
Cook County Health and Hospitals System. In
her position at Cook County, which encompasses
Chicago and some of the metropolitan area, she
oversees the hospital information systems, clinical engineering and telecommunications departments, with a combined annual budget of $80 million and 225 employees. Now, those lessons about
collaboration and team achievement from early in
her career in the military are helping her manage
increasingly complex IT operations at one of the
nation’s largest safety-net healthcare systems.

On technology at a safety-net system
Patients can log into the MyCookCountyHealth
portal at any time or communicate electronically
with their doctors. Soon, they will be able to request an appointment through the portal.

On military influence
I am most proud of what we have today at Cook
County, such as Stage 6 EMRAM for both the hospital and ambulatory sides. It was a team effort,
and one thing the Army does teach you is that, as
a leader, you have your troops and taking care of
your troops, and taking care of my team members
is my top priority for us to complete our goals. I
carry those principles from the Army into my job.

On clinician staff relations
One thing you have to do is get out here and
walk the hospital and clinics. I’m a firm believer
that you have to know what’s going on in your institution. Where I work, this is the type of organization where you must get feedback from the users, division chairs and physicians. I’m a member
of senior leadership, and I always have my ears
out for their needs and wants. I’m their partner in
whatever strategic plan they put out, and I want
to put that technology behind that strategic plan.

On working hard
On merging tech and people skills
I’ve always had a hardware and technical background, and people told me I’d never be able to get
into management because I’m so technical. We’re
the folks seen as making technology too hard for
people to understand. My job is making people
know that IT can be very simple, always explaining it in simple terms.
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I work 12 to 14 hours a day trying to make sure
our patients get the best care, no matter their ability to pay. It makes me very proud when I see our
doctors using our EMR system; we have achieved
more than 90 percent for meaningful use Stage 2.
It makes me very proud when I see our case managers in the field servicing patients at home with
tablets. ■

healthdatamanagement.com

6/26/2017 11:45:52 AM

for the better
Your number one goal is to help build a
healthy community. At CPSI, we share that
goal. With a focus on creating a stronger
future for communities like yours, we’ve worked
hard to build lasting industry partnerships and
alliances that allow us to spot trends, encourage
innovation and proactively create tools for your success.
With a common purpose and working together with the right
people, we help you provide healthcare that’s for the better
of all — healthcare amplified.

Learn more about working together
Visit cpsi.com/healthcareamplified

cpsi.com
The CPSI family of companies
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WITH YOUR FINGER ON
THE PULSE OF TECHNOLOGY,
YOU SEE EVERYTHING.

Zebra gives you the big picture. Real-time information is the life’s blood of today’s
data-centric world. That’s why Zebra’s intelligent, enterprise-level solutions — with
hardware, talking to software, talking to the cloud — provide you with connectivity
and visibility. Because your business should be as healthy as your patients.
See the vision at zebra.com/visibility
©2017 ZIH Corp and/or its affiliates. All rights reserved. ZEBRA and the stylized Zebra head are trademarks of ZIH Corp, registered in many jurisdictions worldwide.
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